3apeructpmupoBaHo B MuHiocte Poccum 18 asrycta 2014 r. N 33620

®EAEPA/ILHAA C/TYKBA BE3OMACHOCTU POCCUMCKOWN ®EQEPALUN

NPUKA3
ot 10 nona 2014 r. N 378

OB YTBEPXXAEHUN COCTABA U COOAEPAHUA
OPrAHM3ALUUOHHbIX U TEXHUYECKMX MEP MO OBECNEYEHUIO
BE3OMNMACHOCTU NMNEPCOHAJIbHbIX AAHHbIX NMPU UX OBPABOTKE

B MHOOPMALMOHHbIX CUICTEMAX NEPCOHA/IbHbIX AAHHDbIX
C UICNONb30OBAHUEM CPEACTB KPUNTOrPAGUYECKOW 3ALLUTDI
MH®OPMALIMU, HEOBEXOANMDbIX A4 BbIMO/IHEHNA YCTAHOBJ/IEHHbIX
NPABUTE/IbCTBOM POCCUIACKON ®EAEPALUN TPEBOBAHWUI K 3ALLUTE
NEPCOHA/IbHbIX AAHHbIX 418 KAXA0r0 U3 YPOBHEW 3ALLULLEHHOCTU

B cooTtseTcTBMM C YacTbio 4 cTaTbu 19 PepepanbHoOro 3akoHa ot 27 miona 2006 r. N 152-93 "O
NnepcoHanbHbIX AaHHbIX" <1> NpMKasbiBato:

<1> CobpaHue 3akoHogaTenbcTBa Poccuiickoit degepaunm, 2006, N 31 (u. 1), ct. 3451; 2009, N 48,
cT. 5716; N 52 (u. 1), cT. 6439; 2010, N 27, cT. 3407; N 31, cT. 4173, cT. 4196; N 49, cT. 6409; N 52 (u. 1), cT.
6974; 2011, N 23, cT. 3263; N 31, cT. 4701; 2013, N 14, cT. 1651; N 30 (u. 1), cT. 4038.

yTBEPAMTL Npuaaraemble COCTaB M COAEprKaHME OPraHM3aALMOHHBIX UM TEXHUYECKUMX Mep Mo
obecneyeHnto 6€30MacCHOCTM NePCOHAbHbIX AAHHbIX NPU UX 06paboTKe B MHGOPMALMOHHbLIX CUCTEMAX
NepCoHaNbHbIX [AaHHbIX C WCNONb30BaHMEM CPeACTB Kpuntorpaduyeckoin 3awwmtbl MHOPMaLMMK,
HeobXxo4MMbIX 417 BbINOJIHEHMA YCTaHOBAEHHbIX MpasutensctBom Poccuiickon ®Pegepaunn tpeboBaHni
K 3aLLMTE NePCOHANbHbIX AAHHbIX A5 KaXA0r0o U3 YPOBHEN 3aLLMLLEHHOCTY.

Oupektop
A.BEOPTHUKOB

MpunoxkeHune
K npukasy ®Cb Poccum
ot 10 ntona 2014 r. N 378

COCTAB Y COOEPXAHUE
OPrAHM3ALUUOHHbIX U TEXHUYECKMX MEP MO OBECNEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbIX NMPU UX OBPABOTKE
B NHOOPMALIMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AAHHbIX
C UICNONb30OBAHUEM CPELCTB KPUNTOrPAGUYECKOW 3ALLUTDI
MH®OPMALIUU, HEOBEXOANMDbIX ANA BbIMONTHEHNA YCTAHOBJ/IEHHbIX
NPABUTE/IbCTBOM POCCUIACKON ®EAEPALUN TPEBOBAHWUM K 3ALLUTE
NEPCOHA/IbHbIX AAHHBIX 017 KAXXA0TO U3 YPOBHEW 3ALLMULLEHHOCTU

l. O6wme nonoxkeHma

1. Hactoawmii 4OKYMeHT onpenenaeT CoCTaB U COAEPKAHNE OPraHN3aALMOHHbBIX U TEXHUYECKUX Mep
no obecneyeHuto 6e30MacCHOCTM MNEPCOHANbHbIX AaHHbIX MNpPU MX 00paboTke B MHGOPMALMOHHBIX
CUCTEMAX MepCcoHanbHbIX AaHHbIX (ganee - MHPOPMALMOHHAA cMCTeMa) C MCMOJ/b30BaHMEM CpeacTB
KpunTtorpaduyeckort 3awmtbl UHPopmaumm (panee - CK3WU), HeobxoAMMbIX AN BbINOAHEHUS
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yCTaHOB/IeHHbIX [paBuTenbcTBom Poccuitickolt Peaepaummn TpeboBaHWA K 3awuTe MNEPCOHasbHbIX
AAHHbIX ANA KaXK40r0 U3 YPOBHEN 3aLUMLLEHHOCTH.

2. HacTtoAwmn AOKYMeHT npegHasHayeH 4na onepatopos, ucnonbayowmx CK3U ans obecneyeHus
6e30MacHOCTN NePCOHAa/bHbIX AaHHbIX MPU UX 06paboTKe B UHOOPMALMOHHbBIX CUCTEMAX.

3. anIMeHEHVIe OpPraHn3aunMOHHbIX U TEXHNYECKUX mep, onpeaeneHHbIX B HactoAleM AOKYMeEHTE,
obecrneunBaer onepatop C Yy4eTom TpebOOBAHUIM 3IKCM/yaTaUMOHHbIX AOKymeHToB Ha CK3MU,
ucnosnblyemble ana obecnevyeHna 6€30MaCHOCTM NEPCOHaNbHbLIX AAHHbIX MNpU MX 0b6paboTke B
MHGOPMALMOHHbBIX CUCTEMAX.

4. 3kcnnyatauma CK3UM gonKHa OCyLLEeCcTBAATbCA B COOTBETCTBMU C AOKymeHTauumelr Ha CK3U wu
TpeboBaHMAMMN, YCTAHOBNEHHbIMW B HACTOALWEM [AOKYMEHTE, a TaKXKe B COOTBETCTBMM C WMHbIMU
HOPMATUBHbLIMU NPABOBbIMWN aKTaMU, PETYIMPYIOLLMMM OTHOLLEHUS B COOTBETCTBYOLWEeN obiacTy.

Il. CocTaB 1 cogeprKaHue OpraHU3aLMOHHbIX U TEXHUYECKUX Mep, HE06X04UMbIX ANA BbINOJHEHUA
ycTaHoBneHHbIX NpaButenbctBom Poccuiickoil degepaumm TpeboBaHMiA K 3aLmMTe NEPCOHANbHbIX
BOaAHHDBIX ANA 4 yPOBHA 3aWMLLEHHOCTH

5. B cooTBeTcTBUM C NYHKTOM 13 TpeboBaHW K 3awmTe NepcoHasbHbIX AaHHbIX MPU MX 0b6paboTke
B MHPOPMALLMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AAHHbIX, YTBEPKAEHHbIX MOCTaHOBAeHWeM [paBMTeNbCTBa
Poccuitckoit Pepepaumm ot 1 Hoabps 2012 r. N 1119 <1> (ganee - TpeboBaHUS K 3aUUTE NEPCOHANbHbIX
AaHHbIX), AnA obecneyeHMa 4 ypOBHA 3alUULLEHHOCTU MEPCOHaNbHbLIX AaHHbIX NpU UX obpaboTke B
MHGOPMALMOHHbBIX CUCTEMAX HEOBXOAMMO BbINOJIHEHME crieayowmx TpeboBaHui:

<1> CobpaHue 3akoHoaaTenbcTBa Poccuiickon deaepaumm, 2012, N 45, 6257.

a) OopraHuMsauuna pexunma obecneuyeHuns 6e3onacHocTH I'IOMELLI,GHMVI, B KOTOpPbIX pa3melleHa
MHd)OpMaLI,MOHHaﬂ CnCTema, NPeENATCTBYOLWENO0 BO3MOXXHOCTU HEKOHTPO/IMPYEMOIO NPOHUKHOBEHUA U
I'Ipe6bIBaHMﬂ B 3TUX NOMELLEHNAX TNL, HE UMEIOLWNX NPaBa A0CTyNa B 3TN NOMeELLEHUA;

6) obecneveHune COXpPaHHOCTH HocuTenemn NepPCOHaIbHbIX OAaHHbIX;

B) YTBEPXKAEHME PYKOBOAMTEIEM OMNepaTopa AOKYMEHTA, ONpeaenstolero nepeyeHb AuL, 4oCTyn
KOTOPbIX K NepPCOHaNbHbIM AaHHbIM, 06pabaTbiBaembiM B MHGOPMALMOHHOM cucteme, Heobxogmum ana
BbIMNOJIHEHUA UMM CYKEBHBIX (TPYLOBbIX) 0653aHHOCTEN;

r) ncnonb3oBaHMe cpencTB 3almTbl MHGOPMaLMK, NpoLLeaLIMX NpoLeaypy OLLEHKM COOTBETCTBUA
TpeboBaHMAM 3aKoHoAaaTenbcTBa Poccuiickoit Pepepauumn B obnactu obecnedeHuna 6esonacHocTu
MHbOpPMaUMK, B C/Ayd4ae, Korga MPUMEHEHMEe TaKux cpeacTB HeobxoaMmo AN HeuTpanusauumm
aKTya/ibHbIX yrpos3.

6. [na BbinoNHEHMA TpeboOBaHUSA, YKa3aHHOIo B NoAnyHKTe "a" nyHKTa 5 HacToAwero fOKyMeHTa,
HeobxoamMmo obecrneyeHre pexuma, MPEnATCTBYIOWErO  BO3MOXHOCTM  HEKOHTPOJIMPYEMOTro
NPOHUKHOBEHUA UK NPeBbIBaHMA B NOMELLLEHMSAX, I4e pa3MmelLeHbl ncnonbsyemble CK3U, xpaHaTca CK3U
n (unn) Hocutenu Knaw4esBoW, ayTeHTUdUUMPYOWEN M NaponbHOW WHbopmaumm CK3U (manee -
MomeLeHus), 1L, He MMEIOLLMX NPaBa AoCcTyna B loMelLeHns, KOTOPOoe A0CTUIraeTca NyTem:

a) ocHaweHuAa MomeLeHnin BXOAHbIMU ABEPbMU C 3aMKaMu, obecneyeHna NOCTOSHHOTO 3aKpbITUA
apepeit NomelleHUIt Ha 3aMOK U UX OTKPbITUA TONIbKO ANSA CaHKLMOHMPOBAHHOIO NPOX0Aa, a TaKxke
oneyaTbiBaHWA [lomelleHMI A MO OKOHYaHUM paboyero AHA wuan obopyaosaHue [omelleHui
COOTBETCTBYHOLWMMMU TEXHUYECKUMW YCTPOMCTBAMM, CUTHANUSUPYIOWMMU O HECaHKUMOHUPOBAHHOM
BCKPbITUM MomeLLeHNit;

6) yTBepxaeHusa npasun goctyna B lMomeleHna B pabouee M Hepaboyee Bpems, a TaKKe B
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HewTaTHbIX CUTyaLmAX;
B) YTBEPKAEHMA NepeyHs AL, UMetoLMX Npaso AocTyna B MomeleHua.

7. AnAa BbINONHEHUA TpeboBaHUSA, yKa3aHHOro B NoAnyHKTe "6" nyHKTa 5 HacToAWero AOKyMeHTa,
HeobxoaMmo:

a) OCyWecTBNATb XPaHEHME CbEMHbIX MALUIMHHbIX HOCUTENEel MepCoHaNbHbIX AaHHbIX B cerdax
(meTannnueckux wKadax), o6opyaoBaHHbIX BHYTPEHHUMMU 3aMKaMK C ABYyMA UamM 6onee aybnmMkatamu
K/oYel 1 npucnocobneHmamm ana oneyvyaTbiBaHMA 3aMOYHbIX CKBAXKMH WMAM KOAOBbIMWU 3amMKamu. B
C/ly4ae ec/iM Ha CbeMHOM MALLUMHHOM HOCUTENE NEePCOHA/bHbIX SAHHbIX XPAHATCA TO/IbKO NEPCOHANbHble
[AaHHble B 3awmndpoBaHHOM C Mcrnoab3oBaHnem CK3U Buae, AonycKaeTca XpaHeHNE TaKUX HocuTenen BHe
cendoB (MeTannnyeckux WwrKados);

6) ocyLLeCcTBAATb NO3K3EMNAAPHBIN YYET MALLUMHHbIX HOCUTEIeN NepPCOoHabHbIX AaHHbIX, KOTOPbI
AOCTUraeTca nyTem BeAEHWMA KypHana yyeTa HOCUTeNel MepCcoHasbHbIX AaHHbIX C MCNOJb30BaHMEM
PerncTpaumnoHHbIX (3aBOACKMX) HOMEPOB.

8. Onsa Bbino/IHEHUA TpeboBaHMA, YKazaHHOIo B nognyHKTe "B" nyHKTa 5 HACTOALLErO AOKYMEHTa],
HeobxoaMmo:

a) paspaboTtaTb W yTBEPAWUTb OOKYMEHT, ONpenenAlowmii nepedyeHb v, AOCTYN KOTOPbIX K
NnepcoHanbHbIM AaHHbIM, 0bpabaTbiBaemMbiM B MHGOPMALMOHHOM cUCTEME, HEOBXO4UM A1A BbINOHEHUA
UMK CNY»KebHbIX (TpyaoBbix) 06A3aHHOCTEN;

6) noaaepKMBaTb B aKTYyalbHOM COCTOAHWW OOKYMEHT, ONpeaenatowmii nepeyeHb auL, A0CTyn
KOTOPbIX K NepCOHaNbHbIM AaHHbIM, 06pabaTbiBaeMbiM B MHPOPMALMOHHOM cUCTEME, HEOBXoauM ANA
BbINOJHEHWNA UMM CNYKEBHbIX (TPYA0BbIX) 06a3aHHOCTEN.

9. A BbINOAHEHMA TPebOBAHMA, YKA3aHHOTO B NoAnyHKTe "I NyHKTa 5 HacToALLEro AOKYMEHT],
HEOOXOAMMO A5 KAaXKAOro M3 YPOBHEM 3aLUMLLEHHOCTM MEPCOHANbHbIX AaHHbIX NpumeHeHue CK3U
COOTBETCTBYIOLLErO Knacca, nossonawlwmx obecneunsatb 6e30MacHOCTb NEPCOHANbHBIX AAHHbLIX MNpPU
peanusaummn ueneHanpasBAeHHbIX AEWCTBUI C UCNOJIb30BaHMEM annapaTtHbiX U (MAKM) NpPorpammHbIX
CPeacTB C Lesblo HapyweHua 6esonacHoCcTM 3awmiaembix CK3M nepcoHanbHbIX AaHHbIX MAW CO34aHUA
YC/0BWI ANAA 3TOTO (Zasiee - aTaka), KOTopoe JOCTUrAETCS MyTem:

a) NONYYEeHUA WUCXOAHbIX AaHHbIX A1 (GOPMMPOBAHUA COBOKYMHOCTM MPEANO/ONKEHUA O
BO3MOHOCTAX, KOTOPble MOMYT MCMNO/Ib30BaTbCA MPU CO34aHMM cnocoboB, NOArOTOBKE M MpoBeAeHUM
aTak;

6) GOpMMPOBaAHUA U YTBEPKAEHNA PYKOBOAUTENIEM OMNepaTopa COBOKYMHOCTM NPeAnoioKeHUN o
BO3MOKHOCTAX, KOTOpble MOTYyT MCMNO/Ib30BaTbCA MPU CO34aHMM cnocoboB, NOArOTOBKE M MpoBeAeHUM
aTak, M onpeaesieHne Ha 3TO OCHOBE M C y4eTOM TUMa aKTyasbHbIX yrpo3 Tpebyemoro Knacca CK3U;

B) MCNO/Ib30BAHMWA AN 0obecneyeHns TPebyemoro ypoBHs 3alLMLLEHHOCTM NEPCOHAbHbIX AaHHbIX
npu nx obpaboTke B MHPopmaLmoHHoM cnucteme CK3U Knacca KC1 v Bbiwe.

10. CK3W knacca KC1l npumeHstoTcs pns HEWTpanuMsauMum aTtak, npu cosgaHum cnocobos,
NoAroTOBKE M NPOBeAEeHNM KOTOPbIX MCNOAb3YIOTCA BO3MOXKHOCTM U3 YMCAA CAeayoWwmX:

a) co3aaHme cnocobos, NOAroTOBKA U NPOBeAEHME aTaK b6e3 NpuBeYEHUA creunannctTos B obiactu
pa3paboTku n aHanmsa CK3U;

6) co3aaHune CI'IOCO6OB, NnoAroToBKa U nNpoBeAdeHne atakK Ha Pa3/iIMdHbIX 3TanaxX XXM3HEHHOIO UWKa
CK3M <1>;




<1> K 3tanam usHeHHoro umkna CK3U oTHocATca paspaboTka (MmoaepHM3aumsa) yKasaHHbIX
CpeacTs, UX NPOM3BOACTBO, XPaHEeHMe, TPAHCMOPTMPOBKA, BBOA B 3KCMAyaTaumio (MycKoHanagouHble
paboTbl), akcnayaTaums.

B) MpoBeAeHMe aTaKu, HaxoAsaCcb BHE MNPOCTPAHCTBA, B Npeaenax KOTOPOro OcCyLW,ecTBAAeTcs
KOHTPO/1b 33 NpebbliBaHMEM U AEUCTBUAMM INL, U (MUNIM) TPAHCNOPTHBIX CPEACTB (Aanee - KOHTpoIMpyemas
30Ha) <1>;

<1> [paHuLEell KOHTPOAMPYEMOI 30HbI MOFYT ObiTb MNEPUMETP OXPaAHAEMON TeppuTOopuUMU
npeanpuATUA (y4perkaeHus), orparkaarolime KOHCTPYKLMM OXPAHAEMOrO 34aHWUS, OXPaHAEeMOW 4acTu
3/,aHuA, BblAENEHHOIO NOMELLEHUA.

r) npoBedeHWe Ha 3Tanax paspaboTkum (MoaepHM3auMK), NPOM3BOACTBA, XPaHEHMUs,
TpaHcnopTupoBkM CK3U 1 aTane BBoaa B akcnayaTaumio CK3U (nyckoHanagouHble paboThbl) cneayrowmx
aTak:

BHECEHWME HECAHKLMOHMPOBaHHbIX M3meHeHun B CK3W u (ManM) B KOMMNOHEHTbI annapaTHbIX U
NPOrpaMmHbIX CPEACTB, COBMECTHO C KOTOPbIMM LWTAaTHO GyHKUMOHMUPYIOT CK3U 1 B COBOKYMHOCTU
npeacrasasowme cpegy ¢yHkumoHmposanmsa CK3WM (ganee - CP), KoTopble cnocobHbl MOBAMATL Ha
BbINONIHEHWE NpeabaBasemblx K CK3M TpeboBaHWiA, B TOM YMCae C UCMONb30BAaHUEM BPELOHOCHbIX
nporpamm;

BHECEeHWEe HEeCAHKLMOHNPOBAHHbIX U3SMEHEHWI B fOKyMeHTaumio Ha CK3U n komnoHeHTbl CP;

[) NpoBefieHMe aTaK Ha aTane akcnayataumm CK3U Ha:

- NepCcoHanbHble AaHHbIE;

- KNOYeBYto, ayTEHTUOUUMPYIOLWLYIO U NAapoJibHYI0 MHGopmauuto CK3U;

- nporpammHble KomnoHeHTbl CK3U;

— annapaTHble KomnoHeHTbl CK3U;

- nporpammHble KOmnoHeHTbl CO, BKAOYasA NnporpammHoe obecneyeHue BIOS;

- annapaTHble KOMMNOHeHTbI CO;

- JaHHble, NepeAasBaemble NO KaHalam CBA3Y;

- MHble O0ObBEeKTbl, KOTOpble YCTAaHOB/AEHbI Npu  GOPMMPOBAHUM  COBOKYMHOCTU
NpPeanosoXeHNn O BO3MOXKHOCTAX, KOTOpble MOryT WCNO/Ib30BaTbCA MpW co3daHum cnocobos,
NoaroToBKE W MPOBEAEHUM aTaK C  Y4eTOM MPUMEHAEMbIX B MHPOPMALMOHHON cucTeme
MHPOPMALMOHHbIX TEXHOIOMMIA, annapaTHbIX cpeacTs (ganee - AC) u nporpammHoro obecneveHus (ganee
- No);

e) nonyyeHue M3 Haxoaawmxca B cBOH6OAHOM AOCTyNe UCTOYHMKOB (BKAOYAA MHGPOPMALMOHHO-
TENEKOMMYHUKALMOHHbIE CETU, AOCTYN K KOTOPbIM HE OrpaHWYeH onpeaeneHHbIM KpPYyrom Aul, B TOM
yncne  MHOOPMALMOHHO-TENEKOMMYHMKAUMOHHYIO  ceTb  "MHTepHet") NHpOpMaL MK 06
MHPOPMALMOHHOM cUCTeEMe, B KOTOpoi ucnonbayetca CK3W. MMpu 3Tom MoXeT 6biTb MoayyeHa
cnegytowan MHopMaLmS:

oblwme ceegeHus 06 MHPOPMALMOHHON cucTeme, B KOTopoi ucnonb3yetca CK3U (HasHayeHue,
COCTaB, onepaTop, 06bEKTHI, B KOTOPbLIX pasMelLeHbl pecypcbl MHGOPMALLMOHHOMN CUCTEMBI);

ceBefeHus 06 MHPOPMALMOHHBIX TexHonorusax, 6as3ax agaHHblx, AC, MO, ucnonb3yembix B
MHGOPMAUMOHHOM cucTeme coBMmecTHO ¢ CK3M, 3a UCKNOYEHWEM CBEAEHMIN, COAEPHKALLMXCA TONbKO B
KOHCTPYKTOPCKOM AOKYMeHTauMnm Ha MHPOPMaLMOHHbIe TexHonoruu, 6a3bl  gaHHblx, AC, [0,
ncnosbsyemole B MUHGOPMaLMOHHOM cucteme coBmecTHo ¢ CK3U;

coaepKaHne KOHCTPYKTOPCKOM AoKymeHTauum Ha CK3U;



cofeprKaHne Haxoasuenca B cBO60AHOM 4OCTYNe AOKYMEHTaLUMM Ha annapaTHble U NPOorpammHble
KomnoHeHTbl CK3U n Co;

oblme cBeaeHMA 0 3alMLIaeMOo MHPOPMaLIMK, UCNONb3YeMOoi B NpoLecce akcnayaTaunm CK3U;

CBeAeHMA 0 KaHanax CBA3M, N0 KOTOPbIM nepeaatoTca 3awmwaemble CK3M nepcoHanbHble AaHHblEe
(manee - kaHan cBasmn);

BCe BO3MOXHble AaHHble, nepeaaBaemble B OTKPbITOM BUAE MO KaHa/laM CBA3U, HE 3alUNLLLEHHbIM
OT HECAHKLMOHNPOBAHHOIO AO0CTYyNa K VIHd)OpMaLI,VIVI OpraHn3auMoHHbIMU N TEXHNYECKUMUN MepPaMU,;

cBefeHus 060  Bcex  MPOABAAOIWIMXCA B KaHanax CBA3W, He  3alMLEHHbIX  OT
HECaHKUMOHMPOBAHHOIO [0CTyna K MHGOPMALMM OPraHM3aLMOHHBIMU U TEXHUYECKMMU Mepamu,
HapyLweHWAX NpaBua akcnayaTaunm CK3U n Co;

cBefeHus 060  BCex  MPOABAAIOIWIMXCA B KaHanax CBA3W, He  3alWMLWEHHbIX  OT
HECaHKUMOHMPOBAHHOIO A0CTyna K MHPOPMaLMM OPraHM3aLMOHHBIMU N TEXHUYECKMMU Mepamu,
HencnpaBHOCTAX M cbosix annapaTHbIX KomnoHeHToB CK3U n CO;

CBeJieHuA, nonydaemble B pesy/bTaTe aHanu3a obbiX CMTHAN0B OT annapaTHbIX KOMMNOHEHTOB
CK3N n Co;

X) NnpUMeHeHue:

HaxXo4ALWMXCA B CBOHOAHOM A0OCTYMNE UM UCNO/Ib3yeMbIX 33 NpeaesaMn KOHTPOANPYEMOM 30HbI AC
1 NO, BKAOYAA annapaTHble N NPorpammHble KOMNOHeHTbl CK3U n Co;

cneuunanbHo paspaboTaHHbix AC n MO;

3) UICNO/Ib30BaHMeE Ha 3Tarne 3KCn/yaTauMy B KayecTse Cpebl NepeHoca oT cybbeKTa K 06beKTy (oT
06bEKTa K CYOBEKTY) aTaKu AeCTBUI, OCYLLECTBAAEMbIX NPW NOATOTOBKE U (UMW) NPOBEAEHMM aTaKu:

KaHaNoB CBA3W, He 3alUMUEHHbIX OT HEeCaHKUMOHWPOBAHHOrO Aoctyna K wHdopmauum
OPraHM3aUMOHHbIMWN U TEXHUYECKUMWU MEPaMK;

KaHa/0B pPacnpoCTpaHeHNA CUTHAN0B, CONPOBOXKAAOWNX GYHKUMOHMpoBaHMe CK3U n CO;

M) nNpoBedeHMe Ha 3Tane 3KcnayaTauum aTakm u3 UHOOPMALUOHHO-TENEKOMMYHUKALMOHHbIX
ceTel, AOCTYN K KOTOPbIM HE OFpaHUYeH onpeaesieHHbIM KPYrom inL, ecnm MHPOPMALMOHHbIE CUCTEMDI,
B KOTOpbIX ncnonbaytoTca CK3U, umetoT BbIXo4, B 3TU CeTu;

K) MICMONb30BaHME Ha 3Tane 3KCN/IyaTaLumn HaXoAALWMXCA 33 Npesenamu KOHTPoAMpyemoi 30Hbl AC
n NO u3 coctaBa cpeacTs MHOOPMALUMOHHOMN CUCTEMBI, NPUMEHSIEMbIX Ha MecCTax aKcnayaTauum CK3U
(manee - wraTHblE CpeacTaa).

11. CK3W knacca KC2 npumeHstoTcs ANs HeWTpanusauMum aTtak, npu cosgaHum cnocobos,
NOAroToBKe U NPOBeAEeHMN KOTOPbIX MCMO/b3YIOTCA BO3MOXKHOCTU U3 YMCNa Nepeymnc/ieHHbIX B nyHKTe 10
HACTOALLErO JOKYMEHTA M HE MEHee OHOM M3 CAeAYIOLUNX AONOJAHUTENbHbBIX BOSMOXHOCTEN:

a) npoBeAeHMe aTaky NPU HAXOXKAEHUN B NpeaeiaXx KOHTPO/IMPYEMOM 30HbI;
6) npoBeaeHMe aTak Ha aTane akcnayataummn CK3U Ha cnegytowme o6beKTbI:
OOKyMmeHTaumio Ha CK3U n komnoHeHTbl CP;

lMomelleHnAa, B KOTOPbIX HAaxoAMTCA COBOKYMHOCTb MPOrPaMMHbIX U TEXHUYECKUX 3/1eMEHTOB
cuctem 0b6paboTKM AaHHbIX, CNOCOBHbIX GYHKLMOHMPOBATL CAMOCTOATENbHO WM/IM B COCTaBe ApYrux
cuctem (panee - CBT), Ha KOTopbix peannsoBaHbl CK3U 1 C;



B) MOJly4YeHMEe B PaMKax MpPenoCTaB/ieHHbIX NMOJHOMOYMUN, a TaK:Ke B pesysbTaTe HabsloaeHwi
cnegytowen MHopmaLun:

CBEAEHMI O OUBMYECKMX Mepax 3aluTbl OOBEKTOB, B KOTOPbIX pasMelleHbl pPecypchbl
MHPOPMALMOHHOM CUCTEMDI;

CBeAeHMN 0 mepax No obecnevyeHUo KOHTPOIMPYEMOM 30HbI 0OBEKTOB, B KOTOPbIX Pa3MeLLeHbl
pecypcbl UHPOPMALNOHHOWN CUCTEMDbI;

CBeAeHMN O Mepax Mo pasrpaHuYyeHuto goctyna B lMomelleHns, B KOTopblx Haxoaatcs CBT, Ha
KoTopbIX peannsoBaHbl CK3U n Co;

r) MCNoONb3OBaHWE LWTATHbIX CPeACcTB, OrpaHWYeHHOE MepamMM, Peann3oBaHHbIMKU B
MHPOPMaUMOHHOM cucTeme, B KOTOpoW mcnosbayetca CK3W, n HanpaBieHHbIMM Ha NpesoTBpaLLeHMe U
npeceyeHne HECAaHKLUMOHMPOBAHHbIX AEWCTBUN.

12. CK3W knacca KC3 npumeHstoTcs ANs HEeUTpanusauMm aTtak, npu cosgaHum cnocobos,
NOAroToBKe U NPOBeAEHUN KOTOPbIX UCMONb3YIOTCA BO3MOXHOCTU M3 UMC/IA NepeUynCneHHbIX B MyHKTax
10 1 11 HacToALLErO IOKYMEHTA U HE MEHEee 04HOW U3 CNeAyoWMX A0ONONHUTENbHbIX BO3MOXHOCTEN:

a) msmyeckmnii goctyn Kk CBT, Ha KoTopbix peannsosaHbl CK3U n CP;

6) BO3MOXHOCTb pacnonaratb annapaTHbiMM KomnoHeHTamu CK3U n CP, orpaHnyeHHas mepamu,
peannsoBaHHbIMU B MHOOPMALIMOHHOM cucTeMe, B KOTopoi ncnonosyetca CK3U, n HanpaBaeHHbIMM Ha
npeaoTBpaLLeHNE U NpecevyeHne HeCaHKLMOHNPOBAHHbIX AENCTBUIA.

13. CK3U Kknacca KB npumeHaATCcA ANA HeMTpannsaLumm atak, npu co3gaHmm cnocobos, NoAroToske
M NPOBEAEHUM KOTOPbIX MCMONb3YHOTCA BO3MOMKHOCTU M3 4YMC/a MEPEeYUCNeHHbIX B NyHKTax 10 - 12
HACTOALLEro AOKYMEHTa U He MeHee 04HOWN U3 CieAyoLWMX A0NOTHUTENbHBIX BO3MOXHOCTEN:

a) co3zaHue cnocobos, NOArOTOBKA M MPOBEAEHUNE aTaK C MPUB/IEYEHNEM CIELMaINCTOB B 061acTu
aHanuM3a CUrHanos, conpoBoXaatoLwmx ¢pyHKumoHmposaHme CK3U n CP, n B 061actn Mcnonb3oBaHUA gas
peanusaumnn atTak HeLOKYMEeHTUPOBaHHbIX (HeAeK1apMpPOBaHHbIX) BOSMOXKHOCTEW NnpukaagHoro NO;

6) npoBeaeHne nabopatopHbix UccnegoBaHuii CK3U, ncnonbayembix BHE KOHTPOJIMPYEMOW 30HbI,
OrpaHNYeHHOe Mepamu, peasin3oBaHHbIMK B MHPOPMaLMOHHOM cucTeMe, B KOTOpon ncnosbayetcsa CK3U,
W Hanpas/IeHHbIMW Ha NPeAOTBPaLLEHNE U NpecevYeHne HECAHKLMOHNUPOBAHHbIX AENCTBUN;

B) nposeaeHue paboT Mo co3AaHUI0 CnocoboB M CPeacTB aTak B HaydyHO-MCCNEA0BaTE/bCKUX
LEeHTpax, cneuvanusupylowmxca B obnactm paspabotkm u aHaamsa CK3UM mn CO, B Tom uncne c
MCMNO/Mb30BaHMEM UCXOAHbIX TeKcToB Bxogdwero B CP npuknagHoro MO, HenocpeaCTBEHHO
MCMO/b3YIOLLErO BbI30BbI NPOrpaMmmHbIX GpyHKUMIA CK3N.

14. CK3U knacca KA npumeHstoTca ans HeMTpanmM3aumm aTak, npm co3gaHnm cnocobos, NoaroToeke
MU NPOBEAEHMM KOTOPbIX MCMONb3YHOTCA BO3MOMKHOCTU M3 YMC/Ia MEPeYUCNeHHbIX B MyHKTax 10 - 13
HACTOALLEro LOKYMEHTA M He MeHee O4HOW M3 CAeAYIOLNX AONOJAHUTENbHbBIX BO3MOMXKHOCTEN:

a) cosgaHue cnocoboB, NOAroTOBKa M NPOBeAEHME aTaK C NPUBJAEYEHMEM CeUManmcToB B obiactu
NCNO/b30BaHMA ANA peannsaumm aTak HeJOKYMEHTUPOBAHHbIX (HeAeKNapupoBaHHbIX) BO3MOMKHOCTEN
cuctemHoro MNO;

6) BO3MOXHOCTb pacnonaraTb CBeAeHUAMM, COAEPHKALUMMUCA B KOHCTPYKTOPCKOM AOKYMEHTaLMUN
Ha annapaTHble U NPOrpPamMmMHble KOMMNOHEeHTbI CP;

B) BO3MOXHOCTb pacno/iaraTb BCEMM annapaTHbIMM KomnoHeHTamu CK3U n CO.

15. B npouecce $opMMPOBaHUSA COBOKYMHOCTU NPEANO/0}KEHUA O BO3MOMKHOCTAX, KOTOPbIE MOTYT
MCMONb30BaTbCA MNpPU CO3Z4aHMM crnocoboB, MOArOTOBKE M MNPOBEAEHUM aTaK, [OMNOJIHUTE/IbHble



BO3MOXHOCTH, He BXOZALLME B YNCNO MepevncsieHHbIX B nyHKTax 10 - 14 HacToAwero AOKyMeHTa, He
B/IMAIOT Ha NOPAAOK onpeaeneHus Tpedbyemoro Knacca CK3U.

lll. CoctaB u coaepKaHue OpraHuU3aLMOHHbIX
M TEXHUYECKUX Mep, Heo6Xo0AMMbIX AN BbINONHEHUA
yCTaHoBAeHHbIX MpaButenbcteom Poccuitickon degepauum
Tpeb0oBaHUM K 3al4MTe NepPCOHa/IbHbIX AAHHbIX
ANA 3 YPOBHA 3aLULLLEHHOCTU

16. B cooTBeTCTBUM C NYHKTOM 14 TpeboBaHWU K 3alLMTe NePCOHa/IbHbIX AaHHbIX AnA obecrneyeHun
3 ypoBHA 3aWMLLEHHOCTU MEPCOHabHbIX AAHHbIX NPU UX 006paboTke B MHGOPMALIMOHHBIX CUCTEMAX
NOMMMO BbINOJIHEHWNA TPebOBaHMI, NPeAYCMOTPEHHbIX MYHKTOM 5 HacToALLero AoKyMmeHTa, HeobxoaMmo
BbINO/HEHNE TpeboBaHMA O Ha3HAYEHUU [O/KHOCTHOrO nuvua (paboTHMKA), OTBETCTBEHHOro 3a
obecneyeHne 6€30NaCHOCTU NEPCOHANbHbIX AaHHbIX B UHGOPMALMOHHOM cUCTEME.

17. Ans BbinonHeHua TpeboBaHMA, YKa3aHHOro B NyHKTe 16 HacToALWEro AOKyMeHTa, Heobxoanmo
Ha3HayeHMe 0b6najatlolero AOCTaTOYHbIMM HaBblKaMK AOMXKHOCTHOrO Anua (paboTHMKA) onepartopa
OTBETCTBEHHbIM 33 0becrneyeHne 6€30NacHOCTU NePCOHAsbHbIX AaHHbIX B MHPOPMALIMOHHOM cUcTEME.

18. ins BbINOAHEHUA TpeboBaHMSA, YKa3aHHOrO B NoAnyHKTe "r" NyHKTa 5 HacTOALLEro AOKYMEHTa,
HeobXxoAMMO BMECTO Mepbl, NPeayCMOTPeHHOM nognyHKTom "B" MyHKTa 9 HaCTOALLEro AO0KYMEHTa,
Mcnonb3oBaTb AnA obecneyeHns TPebyemoro ypoBHA 3aMLLEHHOCTM NEPCOHANbHbIX AAHHbLIX NPU UX
06paboTke B MHGOPMALIMOHHOW cUCTEME:

CK3W knacca KB u Bbilwe B ciy4yasx, Korga ana MHGOPMaLMOHHON CUCTEMbI aKTyasibHbl Yrpo3bl 2
T™™nNa;

CK3MU knacca KC1 u Bbiwe B ciyyanx, Koraa aaa MHGopmMaLuMoHHOM CUCTEMbI aKTyaslbHbl Yrpo3bl 3
TUNa.

IV. CocTaB u cogepKaHue OpraHU3aLMOoHHbIX
M TeXHUUYECKUX mep, Heo6X0AUMbBIX A/1A BbINONHEHUA YCTaHOB/IEHHbIX
Mpasutenscrsom Poccuiickoii Pegepaunm TpeboBaHUM K 3auTe
NepcoHaNbHbIX AAHHBIX ANA 2 YPOBHA 3aLULLEHHOCTH

19. B cooTBeTCTBUU C NYHKTOM 15 TpeboBaHMI1 K 3aLMTe NEPCOHAbHBIX AaHHbIX AnA obecnevyeHuns
2 YpPOBHSA 3aLMLLEHHOCTM MEPCOHANbHbIX AaHHbIX NPUM UX 06paboTKe B MHPOPMALMOHHBIX CMCTEMAX
NOMMMO BbINOAHEHUA TpPeboBaHWIA, NPesyCMOTPEHHbIX NMYHKTamM 5 M 16 HACTOALLEro AOKYMEHTaA,
HeobXxoAMMO BbiNosHeHWe TpeboBaHNA O TOM, YTOBbI AOCTYN K COAEPKaHMIO 3NEKTPOHHOrO XKypHana
COOBOLLEHNI BblN BO3MOXKEH WCKNHOUUTENBHO A/ AO0J/IKHOCTHBLIX vl (paboTHMKOB) onepatopa vam
YNO/IHOMOYEHHOTO IMLLA, KOTOPLIM CBEAEHUA, COAEPMKALLMECA B YKAa3aHHOM KypHase, Heobxogumbl Ans
BbIMNOJIHEHUA CAYKeBHBIX (TPYAOBbIX) 06A3aHHOCTEN.

20. ins BbiNnoNHEHWA TpeboBaHWA, yKa3saHHOro B NyHKTe 19 HacToAWEero AOKyMeHTa, HeobXxoANMO:

a) yTBEpPXAEHNE pPyKOBOAUTENEM ONepaTopa CNUCKa auy, JgonyuweHHbIX K coaepXaHuko
91IEKTPOHHOTIO XKypPHana COO6LLI,eHMl‘;1, nnogaeprXaHme ykasaHHOro Cnmcka B aktya/ibHOM COCTOAHUMN,

6) obecneyeHne  MHOOPMALMOHHOM  CUCTEMbI  aBTOMATU3UPOBAHHbIMM  CPEACTBaMMU,
PErUCTPUPYIOLWMMM 3aMpPOChl Nosib30BaTeNel MIHGOPMALMOHHON CUCTEMBI HA NOJTlyYEHME NEPCOHANbHbIX
OaHHbIX, @ TakKe ¢GaKTbl NPeaoCcTaBAeHUA NePCOHasIbHbIX AaHHbIX MO 3TMM 3anpocam B 3/IEKTPOHHOM
YKYpHane coobLieHnr;

B) obecneyeHune MHd)OpMaLLMOHHOVI cncremol dBTOMATU3NPOBAHHbIMU cpeancrsamm,
UCKAKYarWnmn 0oCTyn K CoAepKaHUKO 3NEKTPOHHOIO XXypHana COO6LLI,€HVII7I 1y, He YKa3aHHbIX B
YTBEPKAEHHOM pyKOBOAUTENEM ONepaTopa CnNuUCKke vy, AonyweHHbIX K cCog4epXaHUKO 3NNIEKTPOHHOIO
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KYpPHana coobLeHni;

r) obecneyeHne nNepuoanYEcKoro KOHTpoaa paboTocnocobHOCTM yKasaHHbIX B MoAnyHKTax "6" u
"B" HacToALWEro NyHKTa aBTOMaTU3NPOBaHHbIX cpeacTs (He pexe 1 pa3a B nonroaa).

21. inAa BbinonHeHUs TpeboBaHMA, yKa3aHHOrO B NognyHKTe "r" nyHKTa 5 HacToALLEro AOKYMEHT],
HeobXo4MMO BMECTO Mep, NpPeayCMOTPEHHbIX NOAMyHKTOM "B" MyHKTa 9 M nyHKTOM 18 HacToAwero
OOKYMeHTa, MCnonb3oBaTbh A1A obecneyeHua Tpebyemoro ypoBHA 3aLUMLLEHHOCTU NEPCOHasbHbIX

[AaHHbIX NpK Ux 06paboTKe B MHGOPMALMOHHOMN cUCTEME:
CK3W knacca KA B cnyyasx, Korga ona MHGOPMaLMOHHOM CUCTEMbI aKTyasibHbl yrpo3bl 1 TMNa;

CK3MU Kknacca KB 1 Bbilwe B ciyyanx, Korga Ana MHPOPMaLMOHHOM CUCTEMbI aKTyasibHbl Yrpo3bl 2
T™™Na;

CK3W knacca KC1 v Bbiwe B cay4vanx, Korga a4na MHPOpPMALMOHHOM CUCTEMbI aKTyaslbHbl Yrpo3bl 3
TMna.

V. CoctaB 1 coaep)aHue opraHn3aLMOHHbIX
M TEXHUYECKUX Mep, He06X04MMbIX ANA BbINOJIHEHUA YCTAHOB/IEHHbIX
Mpasutenbcteom Poccumiickoii Pepgepauyumn TpeboBaHUi K 3awuTe
nepcoHaNbHbIX AaHHbIX 418 1 ypOBHA 3aLULLEHHOCTU

22. B cooTBETCTBMMU C NYHKTOM 16 TpeboBaHUI K 3aLLMUTE NepCcoHabHbIX AaHHbIX 419 obecneyeHusn
1 ypoBHA 3alUMULLEHHOCTU MEPCOHA/bHbIX AAHHbLIX NpU MX 06paboTke B MHOOPMALMOHHBIX CUCTEMAX
NMOMMMO BbINOAHEHUS TPeboBaHUIM, NPeAYCMOTPEHHbIX NYHKTaMK 5, 16 1 19 HacToAWwero AOKYMEHT],
Heo6X04MMO BbINOJIHEHWE CneayoWwmx TpeboBaHuik:

a) aBTOMaTMYeCKas PerncTpaLms B 3/1eKTPOHHOM XKypHane 6e30MacHOCTU U3MEHEHMA NONHOMOYMIA
COTPYAHMKa onepaTopa No AOCTYyny K NepPCoHasbHbIM AaHHbIM, COAEpKalMmMmcA B MHGOPMaLMOHHOM
cucTeme;

6) cospgaHMe OTAENbHOrO CTPYKTYPHOro noApasfefieHuns, OTBETCTBEHHOro 3a obecneyeHue
6€30nacHOCTN NePCOHA/IbHbIX SAHHbIX B UHOOPMALMOHHOM cUCTEME, IMOO BO3/0XKEHME ero GyHKUMI Ha
OLHO U3 CYLLECTBYIOLMX CTPYKTYPHbIX NOAPa3AeNeHUN.

23. Ons BbinosiHeHMA TpeboBaHMA, YKa3zaHHOTO B NoAnyHKTe "a" NyHKTa 22 HACTOALLErO LOKYMEHTA,
HeobxoaMmo:

a) obecneyeHne  MHOOPMALMOHHOM  CUCTEMbI  aBTOMATM3WMPOBAHHLIMWM  CPEACTBAMM,
NO3BO/IAIOWMMMN aBTOMATUYECKM PETUCTPUPOBATL B 3EKTPOHHOM KypHase 6e30nacHOCTM U3MEHEHMA
NMOJIHOMOYMIA COTPYAHMKA onepaTopa NO AOCTYNYy K NEpCOHasibHbIM AaHHbIM, COAEpPMKaLLMMCS B
MHPOPMALUOHHOM CUCTEME;

6) oTpa)keHue B 3/1EKTPOHHOM KypHane 6e30MacHOCTM MOAHOMOYMI COTPYAHMKOB onepaTtopa
NePCOHA/NbHbIX AAHHbIX NO AOCTYMNy K MepCOHaNbHbIM AAHHbIM, COAEPMKAWMMCA B MHOOPMALMOHHOM
cucteme.  YKasaHHble  MOJIHOMOYMA  OOJ/IKHbI  COOTBETCTBOBATb  AO/MKHOCTHbIM  0BA3aHHOCTAM
COTPYAHVKOB oMnepaTopa;

B) HasHayeHMe OnepaTopom /WLa, OTBETCTBEHHOIO 33 MEepPUOLMYECKUIA KOHTPONb BeAeHWUs
3/1EKTPOHHOIO }KYpHana 6€30MacHOCTU M COOTBETCTBMA OTPAXKEHHbIX B HEM MOJHOMOUYMI COTPYAHUKOB
onepaTopa UX SOIKHOCTHbIM 06A3aHHOCTAM (He perke 1 pasa B mecal).

24. ina BbinoAHeHMA TpeboBaHMs, yKa3aHHOIo B nognyHKTe "6" nyHKTa 22 HACTOALLLEr0 AOKYMEHTA,
HeobxoaMMoO:

a) NpoBecTU aHanu3 LenecoobpasHOCTM CO3AAHUA OTAE/NbHOro CTPYKTYPHOro noApasaeneHus,
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OTBETCTBEHHOTO 3a obecneyeHne 6e3onacHoOCTU NnepCoHa/IbHbIX AaHHbIX B MHq)OpMaLI,MOHHOﬁ cncreme,

6) co3gaTb oOTAENbHOE CTPYKTypHOe nogpasfesneHne, oOTBeTCTBEHHOe 3a obecneyeHue
6e30MacHOCTM NEPCOHA/bHBIX AaHHbIX B MHGOPMALMOHHOW cucTeMeE, IMBO BO3NOKMUTb €ro GyHKUMM Ha
04HO 13 CYLLECTBYIOLMX CTPYKTYPHbIX NOApa3AeNeHu.

25. inA BbiNoAHeHMA TpeboBaHMA, YKazaHHOTO B NognyHKTe "a" nyHKTa 5 HacToALero 4OKYMEHT],
ana obecnevyeHua 1 ypoBHA 3aWMLLEHHOCTM HeobxoamMmo:

a) obopyaosBaTb OKHa [MomelleHU, PacnoNoXKeHHble Ha MepBbiX M (MAKM) nocneaHUx 3TaxKax
34aHWUI, a TaKKe OKHa [MomelleHMNn, HaxoAALMEeCA OKOJIO MOXAPHbIX NeCTHUL, U APYTUX MECT, OTKyAa
BO3MOXXHO MPOHUKHOBEHUE B I'Io:v\em,eva MNOCTOPOHHUX KU, MeTaNIn4YeCKMMKU peleTkamn Unm
CTaBHAMW,  OXpPaHHOW  CUrHaAM3auMen  WUAM  OPYTUMW  CPeACTBamMM,  MPEenATCTBYHOLLMMU
HEKOHTPOIMPYEMOMY NPOHUKHOBEHWNIO MOCTOPOHHUX 1ML, B MOMELLEHUS;

6) 06opyaoBaTb OKHa U ABepyu MoMeLLEeHNIA, B KOTOPbIX Pa3MELLEHbI cepBePbl MHPOPMALMOHHOM
CUCTEMbI, METANZIMYECKUMM PELUETKAMW, OXPaHHOM CUTHaAM3auMern WA APYrMMW  CPeacTBamM,
NPenATCTBYOLMMMN HEKOHTPOMPYEMOMY NPOHUKHOBEHMIO NMOCTOPOHHMX /1L, B MOMELLEHMA.

26. OnA BbiNnO/NHEHWNA TPebOBaHWUA, YKa3aHHOro B noanyHKTe "r"' nyHKTa 5 HacToALLEro AOKYMEHTa,
HeobxoaMMOo BMECTO Mep, NPeayCMOTPEHHbIX NoAnyHKTOM "B" NyHKTa 9, nyHKTamu 18 1 21 HacToALwero
OOKYMEHTa, MCnonb3oBaTb Ana obecneyeHus Tpebyemoro ypoBHA 3aLMLLEHHOCTM MNEPCOHANbHbIX
OaHHbIX NpU nx 0b6paboTKe B MHPOPMALMOHHON cncTeme:

CK3W knacca KA B ciyyasx, Korga ons MHGOPMaLMOHHOM CUCTEMbI aKTyasibHbl yrpo3bl 1 TMna;

CK3WU knacca KB u Bblle B caydyasnx, Korga ans MHGOPMaLMOHHON CUCTEMBI aKTyabHbl Yrpo3bl 2
™™na.



