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METOANYECKUIA AOKYMEHT

MEPbBI
3ALLNUTbI UHOOPMAL UM B TOCYAAPCTBEHHbIX UHOOPMALMUOHHbIX CUICTEMAX

1. ObWWME MONNOKEHUNA

Hactoawmit  meTtoamyecknin  gokymeHT OCTIK Poccum  "Mepbl  3aWwuTbl  MHPOpMaLUK B
rocyapcTBeHHbIX MHGOPMALMOHHBIX cucTemax" (panee - MeTOAMYECKMI [AOKYMEHT) paspaboTtaH u
YTBEPXKAEH B COOTBETCTBUM C MOAMYHKTOM 4 nyHKTa 8 [MonoxeHua o depepanbHol cnyxbe no
TEXHUYECKOMY M SKCMOPTHOMY KOHTPOJIIO, yTBEPKAEHHOro YKasom Mpe3snaeHta Poccuiickon Pepepaunn
ot 16 aBrycta 2004 r. N 1085.

MeTogMyecKNin [OKYMEHT AeTaNM3MPYeT OpPraHM3auMOHHbIE UM TeXHUYECKMe Mepbl 3almTbl
UHbopmauun (ganee - Mepbl  3aWwmTbl  MHOOPMALMM), NPUHMMaemble B TOCYAapPCTBEHHbIX
MHPOPMALMOHHBIX CUCTeMaXx (Janee - MHPOPMALMOHHbIE CUCTEMBI) B COOTBETCTBUM ¢ TpeboBaHMAMM O
3almTe nHPopmauunm, He COCTaBAAIOLLEN FOCYAaPCTBEHHYIO TalHY, COAEPKALLENCA B rOCYAAaPCTBEHHbIX
MHGOPMALUMOHHBIX CUCTEMAX, YTBEPKAEHHbIMU NpuKasom PCTIK Poccumn ot 11 dpespana 2013 r. N 17
(3apeructpuposaH MuHioctom Poccum 31 man 2013 r., per. N 28608), a Tak:Ke onpeaenser cogepxaHue
Mmep 3aWwmTbl MTHGOPMALUM U NPaBUAa UX peannsaLlmm.

B meToamMueckom OOKYMEHTe He paccMaTpuBaloTCA codepkaHue, Npasuaa Bbibopa U peanunsaumm
Mep 3almTbl MHGOPMALUUKM, CBA3AHHbLIX C MPUMEHEHMEeM KpunTorpaduyeckmx MeToAO0B 3aLiuThl
nHbopmauum un WndpoBanbHbIX (KpUnTorpapuyeckmx) cpeacTs 3awmTtbl HGopmauuun. MpUHATUE TaKUX
Mep 3aluTbl MHbOopMauMM obecneumBaeTcs B COOTBETCTBMM C 3aKOHOZaTeNbCTBOM Poccuiickoit
depepaunn.

MeToamuuecknMii - AOKYMEHT npeaHasHayeH ana  obnagatenen uMHbOpmaUMKM, 3aKa3uMKoOB,
3aKNIOYMBLIMX FOCYAAPCTBEHHbIA KOHTPAKT Ha co3AaHuMe WHPOPMALMOHHOW cucTembl (danee -
3aKasuMKu), onepatopoB MHGPOPMALMOHHbIX cUCTeM (danee - onepatopsbl), aAul, obpabaTbiBatoLLMX
NMHPOPMaLMIO, ABAAIOLLYHOCA [OCYAAPCTBEHHbIM MHOOPMALMOHHbIM  PECYPCOM, MO  MOPYYEHUIO
obnagatens nHbopmaumm (3aKasumka) Uam onepartopa v (Man) NpegocTaBAAIOLMX UM BbIYUCUTENbHbIE
pecypcbl (MolwHOCTK) ans 06paboTKM MHPOPMALMKM Ha OCHOBaHWM 3aK/OYEeHHOro gorosopa (panee -
YMNO/HOMOYEHHbIE /IMUA), a TaKXe /N, NPUBJEKAEMbIX B COOTBETCTBMM C 3aKOHOAATE/IbCTBOM
Poccuiickoin depepaunn ans nposegeHna paboT nNo co3gaHuio (MPOEKTUPOBAHMIO) MHPOPMALIMOHHbIX
cUCTeM B 3aLUMLLEHHOM UCMOJHEHUN M (M) UX CUCTEM 3aLLMTbl MHPOPMaLMK (danee - pa3paboTUMKm
(NpoeKTUpoBLKKK)).

MeToamn4ecKnit AOKYMEHT NPUMeHAeTcA Ana Bbibopa 1 peanmsalmmn B COOTBETCTBMM C MyHKTOM 21
TpeboBaHMIi 0 3aWwmTe MHPOPMALMKU, HE COCTABAAIOLLEN FOCYAAaPCTBEHHYIO TaiHy, coAepKalleiics B
rocyAapCTBeHHbIX UHPOPMALMOHHBIX CUCTEMAX, YTBEPKAEHHbIX NpuKkazom OCTIK Poccuum ot 11 dpespansa
2013 r. N 17, mep 3awmTbl nHGoOpMaLMM B MUHPOPMALMOHHBIX CUCTEMAX, HanpaB/eHHbIX Ha obecnedyeHue:

KOHPUAEHUMANbHOCTU MHbOPMALMKM (MCKAOYEHME HEeNpPaBOMEPHOro AOCTyna, KOMMPOBaHWA,
npegocTaBAEHMS UM PacipoCTpaHeHus nHGopmaunm);

LeNOoCTHOCTM MHGOPMALMM (MCKTIOYEHME HEMPABOMEPHOTO YHUUTOXEHMUS UM MOANDULMPOBAHMSA
nHbopmaumm);
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[OCTYMHOCTU MHPOPMALMK (MCKNtOYEHME HEMPABOMEPHOTO 610KMPOBaHMA MHPOPMaLu).

HactoAawmin meTogMueckuin  AOKYMEHT MOMET MPUMEHATbCA A1A 3aWwuTbl 06LLeA0CTYNHOM
MHbOPMaLMK, CoAep Kallenca B FOCYAapPCTBEHHbLIX MHPOPMALMOHHBIX CUCTEMAX, ANA LOCTUMKEHMA
uenem, ykasaHHbIx B nyHKkTax 1 n 3 yactn 1 ctatbm 16 deaepanbHoro 3akoHa ot 27 utona 2006 r. N 149-
®3 "06 uHpopmaunn, MHGOPMaLMOHHBIX TEXHONOTMAX U O 3amTe MHPopmaumm", a TaKkKe ANA 3aLLMTbI
MHbOPMaLUK, CoAeprKaLLenca B HErocyAapCTBEHHbIX MHOOPMALMOHHbBIX CUCTEMAX.

Mo peweHUto onepaTtopa MNEepCoOHaNbHbIX AaHHbIX HACTOAWMIA METOANYECKUA LOKYMEHT
npumeHseTca aas obecnevyeHns 6e30MACHOCTU MNEPCOHaNbHLIX [AaHHbIX NpU MX o0bpaboTke B
MHGOPMALMOHHBIX CUCTEMAX NePCOHaNbHbIX AAHHbIX, 3aWMTa KOTOPbIX 0becneynBaeTca B COOTBETCTBUM
¢ CocTaBOM U coaep’KaHMemM OpPraHM3aLMOHHbIX U TEXHUYECKUX Mep no obecnedveHuto GesonacHoCTH
NnepcoHasnbHbIX AAHHbIX NPU UX 00pPaboTKe B MHGOPMALMOHHBIX CUCTEMAX MEPCOHAsIbHbIX AaHHbIX,
yTBEPKAEHHbIX Npukaszom PCTIK Poccuun ot 18 despans 2013 r. N 21 (3apernctpuposaH MuHIOCTOM
Poccum 14 man 2013 r., per. N 28375).

[na uenelt HacTOALLEroO METOAMYECKOTOo OOKYMEHTA MCMNOb3YIOTCA TEPMWUHbLI M ONpeaenieHns,
YyCTaHOB/IEHHblEe 3aKoHoZaTenbcTBOM Poccuiickoi depepaumm 06 MHPopmauun, MHGOPMALMOHHbBIX
TEXHO/IOTUAX U O 3aluTe MHPOPMaUMKN, TEPMUHBI U ONpPeaeneHus, YCTaHOBAEHME HaLMOHabHbIMM
cTaHAapTamu B 0bnactu 3awmTbl MHGOPMALMK, @ TaKKe TEPMWHbI U ONpeaeneHus, NpuBeaeHHbIe B
npunoxkeHnn N 1 K HacToALLLEMY METOANYECKOMY AOKYMEHTY.

2. BbIBOP MEP 3ALLMTbI MHOOPMALMW ANA PEATU3ALNY B UHOOPMALIMOHHOW CUCTEME B
PAMKAX CUCTEMbI 3ALLINTBI MH®OPMALNNA

Boibop mep 3awmTbl MHPOpPMaALUM  AAA  UX  peanmnsaumm B MHOOPMALMOHHOM cucTeme
OCYLLECTBASAETCA B XO4E NPOEKTUPOBAHMA CUCTEMBI 3aLUTbl MHGOPMALUUM MHOOPMALMOHHOW CUCTEMbI B
COOTBETCTBUM C TEXHUYECKMM 3aJaHMEM Ha CO3AaHue MUHPOPMALMOHHOM CUCTEMbI U (UIN) TEXHUYECKUM
3aflaHMeM (4acTHbIM TEeXHWYECKMM 33JaHMeM) Ha COo34aHMe CUCTeMbl  3aWuTbl  MHOOPMALMK
MHPOPMALNOHHOM CUCTEMBI.

Boibop Mep 3awuTbl MHPOPMALMM  OCYLLECTBAAETCA WCXOOA W3  K/aacca 3alMLLEHHOCTM
MHPOPMALMOHHOM CUCTEMbI, onpeaensaowero Tpebyemblil YpoBeHb 3alMLLEHHOCTM CoAepKalleicsa B
Hel MHbopmaLmMK, n yrpo3 6esonacHocT MHGOPMALMK, BKAOUYEHHbIX B MOAeNb yrpo3 6esonacHocTu
MHPOPMALMOHHOM CUCTEMbBI, @ TaKXKe C YYeTOM CTPYKTYPHO-QYHKLMOHANbHbLIX XapaKTepucTUK
MHPOPMALMOHHOM CUCTEMbI, K KOTOPbIM OTHOCATCA CTPYKTYpa M COCTaB MHPOPMALMOHHOW CUCTEMDI,
du3nyeckme, normyeckne, GYHKUMOHANbHbIE M TEXHONOTMYECKME B3aMMOCBA3M MEXKAY CEermeHTamu
MHPOPMALMOHHOM  CUCTEMBI, B3aMMOCBA3M C  WMHbIMM  MHOOPMALMOHHBLIMK  CUCTEMaMM U
MHPOPMALMOHHO- TENIEKOMMYHUKALMOHHBIMM  CETAMM, peumbl 06paboTkm  uMHbopmaumm B
WHPOPMALMOHHOM CUCTEME M B €€ OTAEe/IbHbIX CerMeHTaX, a TaKKe WHble XapaKTepUCTUKM
MHPOPMALMOHHOM CUCTEMBI, NpUMeHAeMble WHOOPMALMOHHbIE TEXHONIOTMM U  OCOBEeHHOCTU ee
bYHKLMOHUPOBaHMA.

MpaBuna u npoueaypbl MO peanusaumm TpeboBaHU O 3alwmTe MHOOPMALUM U Mep 3aLmTbI
MHPOPMAUMN B KOHKPETHOW WHPOPMALMOHHON CcUCTEME ONpesensaloTca B IKCMIyaTaLMOHHOM
AOKYMEHTAUMM Ha CUCTEMY 3aLUUTbl MHGOPMALMM M OPraHM3aLMOHHO-PACNOPALUTENbHbIX LOKYMEHTAX
no 3awuTe MHPOpPMaLMK,

3KcnayaTauMOHHAA OKYMEHTALMA Ha CUCTEMY 3aWMTbl MHPOPMALMKM pa3pabaTbiBaeTCs € y4eToM
HaUMOHaNbHbIX CTAHAAPTOB W, KaK MNpaBW/iO, BK/AOYaeT PYKOBOACTBA NO/Ab3oBaTenel MU
aAMMHUCTPATOPOB, MHCTPYKLUMIO NO 3KCMIyaTaummn KOMIIEKCA CPeacTB 3almTbl MHPOPMALMM U UHbIX
TEXHUYECKMX CPeacTB, OMNUCaHMe TeXHO/OorMYyeckoro npouecca o6bpabotku uHopmaumu, obuiee
onuncaHne MHGOPMaLMOHHOM cncTembl, opmynap 1 nacnoptT UHGOPMALNOHHOM CUCTEMBI.

Opl’aHM3aLI,VIOHHO-paCI'IOpFI,D,MTEJ'IbeIe AOKYMEHTbl NO 3auute MHd)OpMaLI,VIM BK/IKOYAKOT, KakK
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NpPaBuao, NOJUTUKKU, CTAHLAPTbI OPraHM3aLMu, NONOKEHUS, MNAHbl, NePEeYHU, UHCTPYKLUUN UAWN UHblEe
BMAbl OOKYMEHTOB, pa3pabaTtbiBaemble OMNepaTopoM A/1A pernameHTauuu npoueayp  3awuThbl
MHPOPMaLUN B UHPOPMALMOHHOM CUCTEME B XOE €€ 3KCMyaTaumu.

2.1. KnaccuouKauma MHGOPMaUMOHHOM cucTeMbl No TpeboBaHMAM 3aWwnTbl MHGOpMaLUK

KoHcynbTaHTIAKOC: NpumeyaHue.

Mpukasom ®CTIK Poccum ot 15.02.2017 N 27 BHeceHbl U3MeHeHMA B NYHKT 14.2 TpeboBaHuiA, yTB.
Mpukazom OCTIK Poccmm ot 11.02.2013 N 17. B COOTBETCTBMM C BHECEHHbIMWU WU3MEHEHUAMM
YCTaHaB/AMBAIOTCA TPM Kaacca 3alMLLEHHOCTU MHOOPMALMOHHOW CUCTEMBI, @ HE YeTblpe, Kak 6blio
paHee.

OnpepeneHne Knacca 3aWULLEHHOCTU MHPOPMALMOHHOWN CUCTEMBI MPOBOANTCA B COOTBETCTBUM C
nyHKTOM 14.2 TpeboBaHWit O 3awuTe UHPOPMALMKM, HE COCTaBAAOWEN FOCYAAPCTBEHHYIO TaliHy,
copepxKawenca B rocygapcTBEHHbIX MHPOPMALIMOHHbBIX CUCTEMAX, YTBEPMKAEHHbIX npukasom PCTIK
Poccum ot 11 dpespana 2013 r. N 17.

YcTaHaB/MBAOTCA YeTbIpe KAacca 3allnieHHOCTU MHGOPMaLMOHHOW cucTembl (Nepsbilt Knacc (K1),
BTOpOI Knacc (K2), Tpetuin knacc (K3), yetsepTbiii Knacc (K4)), onpeaensiouime ypoBHM 3alUMLLEHHOCTU
coaepkauleiica B Heilt tHpopmaumm. Cambll HU3KUIM KNacc - YeTBepTbI, CaMbll BbICOKUI - NEepPBbIN.

Knacc 3awuiieHHocTM MHGOPMALMOHHOM CUCTEMbI OMNpeaennaeTcs B 3aBMCMMOCTM OT YPOBHA
3HaYUMMOCTU UHPopmauuun (Y3), obpabaTbiBaemoit B 3TOM MHPOPMALMOHHON cUCTeme, M MmaclTaba
MHGOPMaLMOHHOM cucTembl (peaepanbHbliid, PErMOHaNbHbIA, 06BHEKTOBbIN).

Knacc 3awmweHHoctH (K) = [ypoBeHb 3HaUMMOCTN MHPOPMaLIMK; MacluTab cuctembl].

YpoBeHb 3HAauYMMOCTM WHOOPMaUUM ONpenenseTca CTeMneHbld BO3MOXHOro yuwepba ans
obnapatens MHoopmauuu (3aKasumKka) U (Mnn) onepaTtopa OT HapyLeHUa KOHOMAEHUMANbHOCTH,
LeNOCTHOCTM MU AOCTYMHOCTU MHPOPMaLUK:

Y3 = [(KoHPUaeHUMaNbHOCTb, cTeneHb yuepba) (LenocTHOCTb,
cTeneHsb yuiepba) (gocTynHocTb, cTeneHsb yuwepba)],

roe crerneHb BO3MOXKHOTO yuwepba onpegensetca obnagatenem MHbopmauumn (3akasuymkom) u
(K1) onepaTopom camMoCTOATENIbHO SKCNEPTHLIM UM UHBIMU METOAAMMU N MOXKET BbITb:

BbICOKOW, €CAn B pe3y/nbTaTe HapylleHWs OAHOro M3 CBOWCTB 6e3omacHoCcTM WHpopmaumun
(KoHdMAEHUMANbHOCTN,  LENOCTHOCTU, OOCTYNHOCTM) BO3MOXHbl  CYLLECTBEHHble HeraTMBHbIe
nocneAcTBMA B COLMANbHON, NONUTUYECKOM, MEeKAYHAPOAHOM, SKOHOMMUYECKON, PUHAHCOBOM MM UHbIX
obnactax aeATeNnbHOCTM U (MAM) WMHPoOpmauMOHHas cuctema U (Mau) onepatop (obnagatenb
MHPOPMaLMKN) HE MOTYT BbINOIHATL BO3/10XKEHHbIE Ha HUX GYHKLUUN;

cpeaHel, ecnn B pesyabTaTe HapyLeHWs OAHOro M3 CBOWMCTB 6He3omacHocTM WHbopmauun
(KoHOUAEHUMANBHOCTU, LLENOCTHOCTU, AOCTYNHOCTMN) BO3MOKHbI YMEpPEeHHble HeraTUBHbIe NOCNeACTBUA B
couManbHOW, NOJUTUYECKOM, MeXKAyHapOAHOW, SKOHOMWYECKOW, GUHAHCOBOW MAM WMHbIX obnacTtax
aeaTenbHocTU U (Man) nHbopmaunoHHas cuctema u (nnm) onepatop (obnapatens MHPopmauumm) He
MOTYT BbINOJIHATb XOTA 6bl OAHY M3 BO3/0XKEHHbIX HAa HUX QYHKUMNA;

HU3KOW, ecan B pesynbTaTe HapylWeHus OAHOro M3 CBOKMCTB 6esonacHocTM WHdopmauun
(KoHdMAEHUMANbHOCTN, LENOCTHOCTU, AOOCTYNHOCTM) BO3MOXHbI He3HauuTeNbHble HeraTuBHble
NnocneAcTBuA B COLMAbHON, NONUTUYECKOM, MEeKAYHAPOAHOM, SKOHOMMUYECKON, PUHAHCOBOM MM UHbIX
obnactax pgeatenbHocTM M (MAM) MHPOPMaLMOHHaA cuctema W (uam) onepatop (obnagatens
MHbOPMALMM) MOTYT BbINOSHATL BO3/10XKEHHbIE Ha HUX QYHKLMK C HEAO0CTAaTOYHOM 3G DEKTUBHOCTbLIO MK
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BbIMNOJ/IHEHUE d)YHKLI,VIVI BO3MOXHO TOJIbKO C npusaedYeHnem gOonoSIHUTENbHbLIX CU N CPEACTB.

[Ona onpepeneHua cTeneHM BO3MOXHOFO yuwepba oOT HapyweHuAa KOHOUAEHUMANbHOCTH,
LEeNOCTHOCTU UAN AOCTYNHOCTU MOTYT NPUMEHATLCA HALMOHA/bHbIe CTaHAAPTLI U (MAKN) meToanyeckue
OOKYMEHTbI, pa3paboTaHHble u yTeepKaeHHble PCTIK Poccmm B COOTBETCTBMM C NOANYHKTOM 4 NMyHKTa 8
MonoxeHua o PepepanbHON caybe Mo TEXHUYECKOMY M IKCMOPTHOMY KOHTPOJIO, YTBEPKAEHHOIO
Ykaszom MNpesngeHTta Poccuiickon deagepaumnm ot 16 asrycra 2004 r. N 1085.

MacwTab WHPOPMALMOHHON CUCTEMbI OMPELENseTcA Ha3HaYeHMeM W pacnpeneneHHoOCTbio
CermeHToB MHPOPMALMOHHOM CUCTEMBI.

NMHpopmaumoHHana cuctema umeeT degepasnbHbiii macwTtab, ecnm oHa OYHKUMOHWMPYET Ha
Tepputopum Poccuinckoit Pegepaunu (B npegenax begepanbHOro okpyra) M UMeeT CerMmeHTbl B CybbeKkTax
Poccuitckoit Pepepaumm, MyHUUMNAAbHbIX 06pa3oBaHMAX U (MNK) OpraHM3aumsX.

NHPopMaumMoHHas cuUCTeMa MMeeT pPervoHasbHbli MacwTab, eciM oHa YHKLMOHWPYET Ha
Tepputopun cybbekTa Poccuiickoi Peadepauunm M MMeeT CermeHTbl B OAHOM WAM  HECKOJIbKUX
MYHULMNANbHbIX 06pa3oBaHUAX U (MAKM) NOABEAOMCTBEHHbIX M MHbIX OPraHN3aLUAX.

NHdopmaLMOHHan cucTema MMeeT 06bEeKTOBbIN MacliTab, ecin oHa GYHKUMOHMPYET Ha 0bbeKTax
oAHOro ¢eaepasbHOro opraHa rocyAapCcTBEHHOM BJIAcTW, OpraHa rocyapCTBEHHOM B/lacTM CybObeKTa
Poccuitckoit depepaummn, MyHULMNAaNbHOTO 06pa3oBaHuUs 1 (M1K) opraHM3aLum U He UMEEeT CErMEHTOB B
TEepPPUTOPUANbHbIX OpraHax, NnpeacTaBUTeNbCTBax, duamManax, NoABea0MCTBEHHbIX M MHbIX OpraHU3aLmsaX.

Mpn obpaboTke nepcoHasbHbIX AAHHbIX B MHPOPMALMOHHOW CUCTEME ONpeLeneHue Khacca
3aWMLLEHHOCTM  UHOOPMALMOHHON CUCTEMbI  OCYLLECTBAAETCA C Y4eToM Tpebyemoro ypoBHS
3aWMLLEHHOCTU NEePCOHaNbHbIX AaHHbIX, YCTAHOBNEHHOrO B COOTBETCTBMM C TpeboBaHMAMM K 3awmTe
NePCOHANbHbIX AaHHbIX NPU UX 06paboTKe B MHOOPMALMOHHBLIX CUCTEMAX NEPCOHANbHbLIX AAHHbIX,
YTBEPKAEHHbIMM NocTaHoBAeHUeM MNpaButenbcTBa Poccuitickoit eaepaumm ot 1 Hosbpa 2012 r. N 1119.
Mpu 3TOM B COOTBETCTBUU C NyHKTOM 27 TpeboBaHUl, yTBepKAeHHbIX npukazom OCTIK Poccum ot 11
deBpans 2013 r. N 17, pomKHO ObiTb obecrneyeHO COOTBETCTBYIOLLEE COOTHOLUEHWE Kiacca
3alWMLWEHHOCTM  TOCYAApPCTBEHHONM  MHOOPMAUMOHHOM  CUCTEMbl C  YPOBHEM  3aLUMLLEHHOCTU
NepcoHanbHbIX AaHHbIX. B cnyvae, ecnan onpefeneHHbI B YCTAHOBNEHHOM MOPALKEe YPOBEHb
3alMLWEHHOCTM MEepPCOHANbHbIX  AaHHbIX Bbille, YeM YCTAHOBMIEHHbIM KfAacC  3aWMLEHHOCTU
rocyapcTBeHHOM MHGOPMALMOHHOW CUCTEMBI, TO OCYLLECTB/IAETCA NOBbIWEHWE KAacca 3alUULLLEHHOCTH
00 3HauYeHus, obecneymBatoLero BbiNoaHeHWe NyHKTa 27 TpeboBaHU, yTBEPKAEHHbIX NpMKaszom PCTIK
Poccun ot 11 pespana 2013 r. N 17.

2.2. OnpegeneHue yrpos 6e3onacHoCTM MHPOpMaLUmM B UHPOPMALMOHHOM cucTeme

Yrpo3bl 6e3onacHocTn MHPopmauum (YBU) onpeaenstotcs no pesynbTaTam OLEHKM BO3MOMKHOCTEN
(noTeHLMana, ocHaLWEHHOCTU U MOTMBALMK) BHELLHWUX U BHYTPEHHUX HapyLuUTeNel, aHan3a BO3MOMKHbIX
yA3BUMOCTEN MHOOPMALMOHHON CUCTEMBI, BO3MOMKHbIX CMocoboB peanusaumm yrpos 6es3onacHocTu
MHbopmMauMM U MNOCAeACTBMA  OT  HapyleHuMa  cBoicTB  6es3onacHoctM  MHbopmaumu
(KoHOUAEHLMANBHOCTH, LENOCTHOCTH, JOCTYNHOCTH)

YBWU = [BO3MOXKHOCTM HapyLLUUTENA; YA3BUMOCTH
MHPOPMALMOHHOM CUCTEMBI; CMOCOH peannsaLmm yrposbl;
nocneacTema oT peasnsaumnm yrposbl).

Mpwv onpeaeneHnmn yrpo3 6e3onacHOCTY MHPOPMALUKN YYUTLIBAOTCA CTPYKTYPHO-PYHKLMOHAbHbIE
XapaKTEPUCTUKM WHPOPMALMOHHON CUCTEMDBI, NPUMeHsemMble MHPOPMALMOHHbIE TEXHONOTUN U
ocobeHHOoCTU (ycnosua) PyHKUNMOHMPOBAHUA NHHOPMALIMOHHOM CUCTEMBI.

3bPEKTUBHOCTb MPUHUMAEMBIX MEP 3aLLUTbI UHPOPMaLUKN B MHPOPMALMOHHOM cUCTEME 3aBUCUT
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OT KayecTBa onpeaeneHus yrpo3 6e3onacHocTM MHOGOPMALMM AN KOHKPETHOW WMHGOPMAaLMOHHOWN
CUCTEMbI B KOHKPETHbIX YC/IOBUAX €€ GYHKUMOHNPOBAHUA.

Mogenb yrpo3 6esonacHocTn MHbOpMaLMM npeacTaBaseT coboit popmanm3oBaHHOE onmMcaHue
yrpo3 6e3onacHocTM WHPOpPMALMM  ANA  KOHKPETHOM WMHGOPMALMOHHOM CUCTEMBI WAW  TPYyMMbI
MHOOPMALUMOHHBIX CUCTEM B ONpegesieHHbIX YcaoBuAx WX GyHKUMOHMpOBaHUA. Moaenb yrpos
6esonacHoCTM  MHbOpMauum  paspabatbiBaeTca  obnagatenem  MHOoOpMaumu  (onepaTtopom,
pa3paboTunKoM (NPOEKTUPOBLLMKOM)) U AO/KHA MO COAEPXHAHMIO COOTBETCTBOBATb TpeboBaHMAM O
3awmTte MHGOPMALMM, He COCTaBAAIOLLEN FOCYAaPCTBEHHYIO TalHY, COAEPKALLENCA B rOCYAAPCTBEHHDIX
MHOOPMALMOHHbBIX CUCTEMAX, YTBEPKAEHHBIM NprKasom PCTIK Poccum ot 11 dpespana 2013 r. N 17.

Ona onpegeneHns yrpos 6e3onacHoCTM MHGopmauum n paspaboTkn moaenn yrpos 6es3onacHocTm
MHPopMaLUM NPUMEHAIOTCA METOANYECKME AOKYMEHTbI, pa3pabaTtbiBaemble U yTBep:agaembie ®CTIK
Poccun B cooTBeTCTBUM C NOANYHKTOM 4 nyHKTa 8 MNonoxkeHuns o PepepanbHON CayxKbe NO TEXHUYECKOMY
M 3KCMOPTHOMY KOHTPOJIIO, yTBEp:KAeHHOro YKkasom Mpe3ngeHTa Poccuitickon Peapepaumm ot 16 aBrycra
2004 r. N 1085.

2.3. Bbibop mMep 3aLLMTbl MHOOPMALMK AN UX peannsaummn B UHGOPMaLMOHHOM CUCTEME B PaMKaX
€€e CMCTeMbI 3aWUTbl UHPOPMaLUn

Mepbl 3aWmTbl UHGOPMAUUKN peannsytoTca B MHOOPMALMOHHOM CUCTEME B PAMKax ee CUCTEMb
3aWMTbl MHPOPMALMKN B 3aBUCMMOCTM OT KNACcCa 3aLLMULLEHHOCTU UHOOPMALMOHHON CUCTEMBI, Yrpo3
6€e30MacHOCTM MHPOPMALMK, CTPYKTYPHO-PYHKUMOHANBHBIX XapaKTEPUCTUK MHOOPMALMOHHON CUCTEMDI,
npumMmeHsemMbiX MHGOPMaLMNOHHbIX TEXHONOTUI U 0cobeHHOCTeN GYHKLMOHNPOBAHUA MHPOPMALLMOHHOM
CUCTEMDI.

B MHbOPMALMOHHON cucTeme Noa/ieskaT peannsaumm cneayowme mepbl 3alLmTbl MHGOPMALMK:
naeHTMduMKauma n ayteHTudMKauma cybbeKkToB 4oCTyna M 06bEKTOB A0CTYNa;
ynpasaeHue A0CTyNom cybbekToB AOCTyNa K 06bekTam JOCTyna;

orpaHuMyeHMe NPOrpammMHoON cpeasl;

3al4UTa MaLUMHHbBIX HOCUTENel MHpopmaLnuy;

pernctpaums cobbiTmii 6esonacHocCTy;

QHTUBMPYCHAA 3aWMTa;

obHapyKeHue (NpeaoTBpaLleHMe) BTOPKEHN;

KOHTPO/1b (aHaNN3) 3aWMLLEHHOCTM UHPOPMALLUN;

obecneyeHune LENOCTHOCTU UHGOPMALMOHHON CUCTEMBI U MHDOPMaLUK;
obecneyeHne fOCTYNHOCTM UHGOPMaLNWY;

3almTa cpeabl BUPTYannsauuu;

3aLUMTA TEXHUYECKUX CPEeACTB;

3aWmTa MHGOPMALMOHHOM CUCTEMDI, €e CPEACTB M CUCTEM CBA3U U Nepesaym AaHHbIX.

Mepbl 3awuTbl MHPOPMaLMK, BbibUpaemblie gaa peannsauym B MHOOPMALMOHHOW cuUcTeme,
OOMIKHbI obecneunBaTb 6/0KMPOBaHME OAHON WMAM HECKONbKMX Yrpo3 6esonacHocTM nHdopmauuy,
BK/IFOYEHHbIX B MOAENb Yrpo3 6e30nacHOCTM MHGOPMALLMMK.
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Cop,epmaHme mMep 3alnTbl VIHd)OpMaLI,MVI ana unx peannsalumn B VIHd)OpMaLI,VIOHHbIX cncremax
npuseaeHo B npuaoxeHun N 2K HacToAlWemMy METOANYECKOMY AOKYMEHTY. OnucaHune npeacrtaBaeHHbIX
B npunoxkeHmn N 2 Mep 3aWunThbl MH(I)OpMaLI,MM npmneeaneHoO B pasaene 3 HacToAlero MeToanyeckoro
AOKYMEHTAa.

Bbibop mep 3aLLmMTbl UHPOPMaLUK N1 UX peanm3aumm B MHGOPMALMOHHOW cUCTEME BK/IIOYAET (CM.
PUCYHOK):

onpegeneHne 6asoBoro Habopa Mep 3awWuTbl MHPOpMaAUMM AN YCTAHOBJIEHHOIO Knacca
3alNLLEHHOCTN MHPOPMALNOHHOM CUCTEMDbI;

ajantauuio 6asoBoro Habopa mep 3alWuTbl MHPOPMaLMM MPUMEHUTENBHO K CTPYKTYPHO-
$YHKLMOHANbHBIM XapaKTepucTMKam MHGOPMALMOHHON cUCTEMBI, MHOOPMALMOHHBIM TEXHONOMMAM,
0C0beHHOCTAM QYHKLMOHNPOBAHNA MHGOPMALMOHHOM CUCTEMDbI;

YTOYHEHWE aganTupoBaHHOro 6asoBoro Habopa Mep 3aWwmTbl MHPOPMALMKM C YY4ETOM He
BblIBpaHHbIX paHee Mep 3awuTbl MHOPMaUMM Ans 6AOKMPOBaHWMA (HeWTpanusauuu) Bcex Yrpos
6e30nacHOCTM MHGOPMALLMM, BKAKOUYEHHbIX B MOAENb Yrpo3 6e30nacHOCTU MHbOopMaLmK;

OOMNO/IHEHWE YTOYHEHHOrO aganTUMpPoBaHHOro 6asoBoro Habopa mep 3awmTbl MHPoOpMaLMK
mepamu, obecneuymBaloWMMN BbINOSHEHME TpeboBaHWIM O 3awmTe MHPOPMALUK, YCTaHOBIEHHbIMMU
WMHbIMU HOPMATUBHbIMM MPaBOBbIMKW aKTamMuK B 06/1acTK 3aWmMTbl MHPOPMALMK, B TOM YMcae B 061acTu
3alWMTbl NepCoHaNbHbIX JaHHbIX.

Knace zanmiieHHOCTH ED Basosblit Habop Mep sauiu s
uHGOPMAITMOHHOM CHCTEMBL uHpOPMAIIMH

CrpyKTypHO-DYHKHHOHATIBHBIE
XAPAKTEPUCTHKU

0 AHGOPMAIHOHHOH CHCTEMBI,

HiPOPMAITHOHHEIE TEXHOIOTHHY, :D

AnanTHpoRaHHeIH GazoBBIH
Habop Mep 3allHThl

uHpOpMAITHH
0cofeHHOCTH (PYHKIUOHUPOBAHUS Gop
Yrposbl 6e30MaCHOCTH YTOuHEeHHBIH afanTHPOBAHHbLH
s HHpOpPMALIHH, BKTIOUEHHbIE B :: $as0BBI HAGOp Mep 3alMThE
Mofels YTpo3 6€30IMacHOCTH HHbOpMaLiK
nupOPMALTHH

Jlono e HHBIA YTOYHEH R

. Tpebopanus HOPMATHEHBIX [:> AATTUPOBAHHBIA 6a30BbIM

[IPABOBBIX aKTOB (MHBIX) HABOP Mep 3AUTHTHI

pHdo pMaLig

PucyHoK - O6wmin nopagoK AercTBmiA No BbIBOPY Mep 3aLmThbI
MHPOPMaLMK AN UX Peannsaummn B UHPOPMaLMOHHOM cucTeme

MpY HEBO3MOMKHOCTU peann3aumm B MHGOPMALMOHHOM CUCTEME B PAaMKax ee CUCTEMbI 3almTbl
MHOPMaLMK OTAENbHBIX BbIDPAHHBIX Mep 3aLWnTbl MHOPMALMKM Ha STanax aganTaumm 6azoBoro Habopa
Mep 3alWMTbl WMHPOPMAUMKM WAWM YTOYHEHMS afanTMpoBaHHOro 6as3oBoro Habopa Mep 3alMTbl
MHPOpPMaUMKM  MOryT pas3pabaTbiBaTbCA MHble (KOMMEHCUPYIOWME) Mepbl 3aWwuTbl  MHPOPMaLUK,
obecneunBatowme agekBaTHoe 610KMpPoOBaHNE (HENTPaNn3aLmMio) yrpos 6e3onacHoCTU MHbOPMaLUUH.



a) onpegeneHne 6a3oBoro Habopa mep 3awmTbl MHGOPMaLUKU

OnpepeneHve 6asosoro Habopa mep 3awmTbl MHGOPMaLMM AAA YCTAHOBAEHHOrO Kjacca
3aWMLLEHHOCTM WMHOOPMALMOHHON CUCTEMbBI ABAAETCA MNepBbIM LWArom B BblbOpe Mep 3alUuTbl
MHbOPMaLUK, NoJAEKALLNX Peanmn3aumnmn B UHGopmMaUMoHHOM cnucteme. OnpeaenerHne 6asosoro Habopa
Mep 3aWwuTbl MHGOPMALMM OCHOBBIBAETCA Ha Kfacce 3alMLEHHOCTM WHPOPMALMOHHOW CUCTEMDI,
YCTAHOB/IEHHOM B COOTBETCTBMM C MYHKTOM 2.1 HacToAWero MeTogu4eckoro 4oKymeHTa. B cooTBeTcTBMM
¢ TpeboBaHMAMM O 3aWwmTe MHGOPMALLMM, HE COCTABAAIOLLEN FOCYAAPCTBEHHYIO TallHy, coAepKaLlelics B
rocyAapCTBeHHbIX MHOOPMALMOHHBIX CUCTEMAX, YTBEPXKAEHHbIMM npukazom PCTIK Poccum ot 11
¢despansa 2013 r. N 17, n npunoxkeHnem N 2 K HacToAWEeMy METOANYECKOMY AOKYMEHTY B KayecTse
Ha4yasbHOro BblOMpaeTca OAMH W3  4YeTblpex 0as30Bbix HAboOpoB Mep 3awWUTbl MHOPMaLNK,
COOTBETCTBYIOLMIA YCTAHOBEHHOMY KNACCY 3aLUMLLEHHOCTU MHPOPMALLMOHHOM cncTembl. Mepbl 3aLuTbl
nHpopmauum, o6o3HauyeHHble 3Hakom "+" B npunoxeHun N 2 BKAoYeHbl B 6a30Bblt HAboOp Mep 3aLUKUTbI
MHGOPMAUMM A1 COOTBETCTBYIOLWLErO Knacca 3alMLLEHHOCTM MHPOPMALMOHHON cucTtembl. Mepbl
3alWnUTbl MHPOPMaAUUK, He 0b603HaYeHHble 3HaKom "+", K 6azoBomy Habopy mep He OTHOCATCH, U MOTYT
NPUMEHATBCA MPU NOC/eAyoWMX AENCTBUAX MO aganTauuu, YTOYHEHUIO, AOMNOJIHEHUIO Mep 3almThbl
MHbOPMaUMM, a TaKKe Pa3paboTKe KOMMNEHCUPYIOLWMX Mep 3aWwmnTbl MHGOPMaLUU.

Ba3oBbIit Habop mep 3aLWMTbl MHGOPMALLMK, BbIBPAHHDBIN B COOTBETCTBUM C K1aCCOM 3aLLMLLEHHOCTU
MHPOPMALMOHHOM CUCTEMBI, MOANEXKUT afanTauUU NPUMEHUTENbHO K CTPYKTYPHO-QYHKLMOHANbHBIM
XapaKTeEPUCTUKAM M 0COBeHHOCTAM YHKLMOHMPOBAHUA MHOOPMALLMOHHON CUCTEMBI, YTOYHEHUIO B
3aBUCMMOCTM OT yrpo3 6e3onacHoCT MHPopMauuM M MNpU HEoBXOAMMOCTU AOMNOJHEHUID Mepamwu
3alWMTbl MHOOPMALMM, BK/IOYEHHBIMM B MHble HOPMATMBHbIE MNPABOBbIE aKTbl, HOPMATUBHbIE W
MEeToAMYecKne AOKYMEHTbI NO 3almTe MHGOPMALUK.

6) aganTauns 6a3oBoro Habopa mep 3alWmTbl MHPopPMaLUm

BTopbiM LIarom ABASETCA M3MEHEeHWe M3Ha4vasibHO BblbpaHHOro 6asoBoro Habopa mep 3awWMThbI
MHOOPMALMKM B YACTU €ro MaKCMMasbHOM afanTauuu MPUMEHUTENBHO K CTPYKType, peanu3aumm u
0CO6EHHOCTAM 3KcnyaTaumMm MHGOPMALMOHHOM CUCTEMDI.

Mpw aganTaumm 6asosoro Habopa mep 3aLUnTbl MHPOPMALUN YUUTbIBAOTCA:

uenn (obecneyeHne KOHOUAEHLMANBHOCTU, LLEAOCTHOCTU U (MAKM) AOCTYNHOCTM MHbOPMALMKM) U
3a/a4M 3aLmMTbl MHGOPMALMM B MHOOPMALLMOHHOW CUCTEME;

nepevyeHb MepOHpMﬂTMVI npoBoOAMMbIX OnepaTopom no obecnevyeHunto besonacHocTn B pamKax
OpraHu3saLlunun B LLESIOM;

npumeHsemble MHPOPMALMOHHbIE TEXHONOTUU U CTPYKTYPHO-QYHKLUMOHAbHbBIE XapaKTEPUCTUKM
MHGOPMALNOHHOM CUCTEMBI.

Apantauma 6asoBoro Habopa Mmep 3awmMTbl MHPOPMaLMWM, KaK NpasBuao, npesycmaTpusaeT
WCK/IlOYEHWEe Mep, HEenoCPeACTBEHHO CBA3aHHbIX € MHGOOPMALMOHHBLIMKU  TEXHONMOTUAMM, He
MCMOb3YEMbIMM B MHPOPMaLMOHHOM cucTeme, nm CTPYKTYPHO-OYHKLMOHANbHBIMM
XapaKTEPUCTUKAMM, HE CBOMCTBEHHbIMWU MHPOPMALMOHHOM cucTEME.

B KauecTBe npumepa agantauMyM MOXKHO PacCMOTPETb UCKAlYeHWe u3 6a3oBoro Habopa mep
3alWMTbl MHOOPMALMM Mep MO 3awuTe cpedbl BUPTYanusauuu, B Cydae ecim B MHGOpPMaLMOHHOM
cucTeMe He MPUMEHAEeTCA TeXHOMOMMA BUPTyanu3aumu, UM UcKaodeHne us 6asoBoro Habopa mep
3aWmTbl MHGOPMALMM Mep MO 3aluTe MOBMAbHLIX TEXHUYECKMX CPeACTB, eciM Takue MobunbHble
YCTPOMCTBA HE MPUMEHSAIOTCA UAM UX NPUMEHEHME 3aNpPeLLEHO.

B) YTOUHEHMeE aAanTMpoBaHHoOro 6asoBoro Habopa mep 3aWmUTbl UHPOPMaLUK
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YToyHeHue afanTupoBaHHOro 6a3oBoro Habopa mep 3aWwuTbl MHGOPMALMM NPOBOAUTCA C YYETOM
pe3y/nbTaToB OLEHKM BO3MOMKHOCTW afanTMpoBaHHOro 6as3oBoro Habopa mep 3awuTbl MHGOPMaLUK
afleKkBaTHO 610KMpOBaTb (HelTpanmn3oBaTb) BCe yrposbl 6e30nacHOCTM MHPOPMALUK, BKAIOYEHHbIE B
MoZenb yrpos 6e30nacHOCTM MHPOPMALMKU, WAU CHU3UTb BEPOATHOCTb WX Peanusaumm mucxogs us
YCNOBUIN QYHKLMOHNPOBAHNA MHGOPMALLMOHHOW CUCTEMDI.

NcxoaHbIMM - A@aHHBIMW NPU  YTOYHEHUW aganTMpoBaHHOro 6a3oBoro Habopa Mep 3aWUThI
MHbOPMaLUKN ABNAIOTCA NepedeHb yrpo3 6esonacHocTh MHGOPMALMM U UX XapPaKTEPUCTUKM (MoTeHLman,
OCHaLLLEHHOCTb, MOTUBALLMA), BKAOYEHHbIE B MOAE/b Yrpo3 6e3onacHocTn MHGopMaLmu.

Mpn yTOYHEHUM aganTupoBaHHOro 6asoBoro Habopa mep 3awWUTbl MHPOPMAUMM ANA KarKaoM
yrposbl 6e30nacHOCTU MHPOPMALIUKN, BKAOYEHHON B MOAENb Yrpo3, COMOCTaBAAETCA Mepa 3alluThbl
nHpopmauum n3 aganTMpoBaHHoro 6asoBoro Habopa mep 3awWmTbl MHPOPMaUMKM, obecrneunBatoLLas
610KMpPOBaHNE 3TOWN Yrpo3bl 6@30NacHOCTU UM CHUMKAIOLLAA BEPOATHOCTb ee peanunsaumm ucxoaa us
ycnosuit GyHKUMOHNPOBAHNA MHGOPMALIMOHHOM cucTemMbl. B ciiydae, eciiv aganTUpoBaHHbIA 6a30BbIi
Habop mep 3awmTbl MHPOpMauMM He obecneumBaeT 6/10KMpoOBaHME (HEUTpanM3aLMio) BCex yrpos
6e3onacHOCTM WHOOPMAUMM B HEro AOMNOJAHUTENIbHO BKAKOYAKOTCA Mepbl 3aWuTbl MHPOpMaumu,
npuBeAeHHble B pasgene 3 HACTOALLEro METOoAMYECKOro AOKYMeHTa. Mpu 3ToM coaeprkaHue AaHHOM
Mepbl 3aLWMTbl MHOPMALMM ONpeaenseTcs C y4eTOM Knacca 3aLlmnLeHHOCTU MHGOPMaLMOHHOM CUCTEMBI
M NoTeHUMana HapywuTens B COOTBETCTBUM C pa3aesioM 3 HaCTOALLEro METOAMYECKOTO JOKYMEHTA.

B KauecTBe npuMmepa npoueaypbl N0 yTOYHEHMIO afanTupoBaHHOro 6a3oBoro Habopa mep 3aLmThbI
MHGOPMALMM MOXKHO PacCMOTpeTb AOMOJIHEHME adanTMPOBAHHbLIX Mep 3awWuTbl UMHbOpPMaLUK, B
MHPOPMALMOHHOM cucteme 3 Knacca 3alULLLEHHOCTN MEepOon No obecneyeHno J0BEPEHHOM 3arpy3ku B
cnyyae, ecaM B MoAenu yrpos 6e3onacHocT WHGOPMauuu npuBedeHbl Yrposbl, CBA3aHHble C
BO3MOXHOCTbIO 3arpy3KM onepaLMoHHON CUCTEMbI C HELLITAaTHOIO MallMHHOMO HOCUTENA AN HapyLIeHUA
LEeNIOCTHOCTM NMPOrpPaMMHON cpeabl U (MM) cocTaBa KOMMOHEHTOB anmnapaTtHoro obecneyeHns cpeacTs
BbIYUC/IUTENIBHON TEXHUKN B UHPOPMALMOHHON cucteme.

YTOYHEHHbI a4anTUPOBaHHbIV 6a30BbIN HAboP Mep 3aLUNTbl MHPOPMALMK NOSNEKNUT peannsaLmm
B UHPOPMALMOHHOW CUCTEME B COOTBETCTBMM C Pa3ZesloM 3 HACTOALETO METOANYECKOTO AOKYMEHTA.

B nogpasaenax "TpeboBaHMA K peannsaumm Mepbl 3aWwmTbl MHPOpMauMnU" ONA KaxKaon mepbl,
npvBeAeHHON B pasgene 3 HacTOALLEro METOANUYECKOTO AOKYMEHTA, YKa3aHo TpeboBaHUe K TOMY, KaKUM
06bpasom M B Kakom obbeme [0/MKHA ObiTb peannsoBaHa Kaxgas Mepa 3alWuTbl MHOOPMALMM,
TpeboBaHMA K peanusauum mep 3alWmTbl MHOOPMALMM ABAAIOTCA MUHUMaANbHBIMKU TpeboBaHUAMM,
BbINO/IHEHNE KOTOPbIX AO0MKHO 6biTb 0becneyeHo B MHPOPMALMOHHON CMCTEME COOTBETCTBYHOLLENO
KJacca 3alMLLEeHHOCTH, B C/lyYae ec/iv 3Ta mepa BblbpaHa A/1a peanvs3auumu B KayecTBe YTOYHEHHOW
aganTupoBaHHOW 6a30BOM Mepbl 3aLUNUTbI MHDOPMALUN.

B 3aBMCMMOCTM OT Knacca 3aWwmLLEHHOCTU MHPOPMALLMOHHOM CUCTEMbI MUHUMaNbHble TpeboBaHUA
K peanunsalmm yToHHeHHOM aanTMpoBaHHOM 633080 Mepbl 3aLLMTbl MHPOPMALLMM NOANEKAT YCUNEHUIO
ONA NOBbIWEHUA YPOBHA 3aLMLLEHHOCTM MHOOPMauuK. Bce BO3MOMKHble YyCUEHUA Mep 3amThbl
nHbopmauum npusBeseHbl B nogpasgenax "TpeboBaHMA K YCUNEHUIO Mepbl 3aluTbl MHPopMaumn”,
npuBeAeHHbIX B pasaene 3 HACTOALLEro MEeTOAMYECKOro AOKYMEHTa ANA KaxAoN mepbl 3aliuTbl
MHbOPMaUMK. YCUNEHUA Mep 3aLUMTbl MHPOPMALMN NPUMEHSAIOTCA AOMNONHUTENIbHO K TPEBOBaHUAM NO
peanusaunmn mep 3awmTbl MHPOPMALMK, NPUBELEHHbIM B noapasgenax "TpeboBaHuA K peanunsauumu
Mepbl 3aWnTbl MHPOpmaumn".

NToroBoe cofepraHWe KaxKAoW YTOUYHEHHOM afanTupoBaHHOM 6a30BOM  Mepbl  3alUUTbI
nHbOpMaLUUKM, KOTOPOE, KaK MUHUMYM, AOMKHO 6biTb peanr3oBaHO B MHPOPMAaLMOHHOMN cucTeme,
npueeaeHo B Tabaunue noapasaena "cogeprkaHme 6a3oBoit mepbl 3aWmMTbl MHGOPMaLuun'.

YcuneHua mep 3awmTbl MHGOPMaLMKM, NpuBedeHHble B noapasgene "TpeboBaHMA K YCUNEHUIO
Mepbl 3aWnTbl MHPopMaLMK" N He BKAOUYEHHbIE B Tabauuy c cogepraHnem 6a30BOM mepbl 3almThbI



nHbopmauum B nogpasgene "copeprkaHne 6asoBoM mMepbl 3aWUTbl MHGOPMALMK', NPUMEHSETCA Mo
peweHnto obnagatens wMHGOPMAUMM, 3aKasuMKa M (MaM) onepaTopa ANA MOBbIWEHUSA YPOBHA
3aLUMLLEHHOCTM MHOOPMALMKM, coaeprKalieinca B MHOOPMALMOHHON cucTeme, MAM NpWU aganTtauuu,
YTOYHEHUW, AOMNONHEHMM Mep 3aWnTbl MHOOPMALMK, a TaKKe NPU pPa3paboTKe KOMMNEHCUPYIOLLMX Mep
3aLWMTbl MHGOPMALUMK.

I') AoNo/IHEHUE YTOYHEHHOIO a4anTMpoBaHHOIo 6a3oBoro Ha6opa Mep 3aWunTbl MHd)OpMaLI,MM

JononHeHne yTOYHEHHOro aganTMpoBaHHOro 6a3oBoro Habopa Mep 3aWmTbl MHPOPMALUK
OCYLLECTB/IAETCA C Le/blo BbINO/HEHMA TpeboBaHU O 3awmTe MHGOPMaLUKM, YCTAHOBAEHHbIX UHbIMMU
HOPMaTUBHbIMW NMPaABOBLIMM aKTamMu B 061acTH 3aWMTbl MHGOPMALMKN, B TOM Yncae B 061acTu 3amThl
nepcoHasbHbIX AaHHbIX.

JononHeHne yTOYHEHHOTO aAanTMpoBaHHOro 6a3oBoro Habopa mep 3awWmTbl UHGOPMALIUM MOXKET
notpeboBaTbCA B CEAYIOWMX CyYanX:

a) ecnun depepanbHbIM 3aKOHOM, YKasom MpesnaeHTa Poccninickon depepalmm, NOCTaHOBAEHNEM
MpaBuTtenbcta Poccuiickon degepauym, HOPMaTUMBHBIMM aKTamMM OpraHa rocygapCTBEHHOM B/acTH,
OopraHa MeCTHOrO CaMOyMNpaBAEeHUA WAW OpraHM3auuu, OnpefenAlwWMMU MNOopPAJOK CO34aHMA U
aKcnayaTaumMm MHGOPMALMOHHOW CUCTEMDI, YCTAHABANBAIOTCA AONOJHUTENbHbIE TPEOOBAHMA K 3aLunUTe
MHbOPMALUUK, BbINOJHEHME KOTOPbIX HE NpeaycmoTpeHo TpeboBaHUAMM O 3awmTe MHPOpMaLMK, He
COCTaBNAOLWEN FOCYAAPCTBEHHYIO TaWHy, COAEeprKallerdcA B roCyAapCTBEHHbIX MHPOPMALMOHHbIX
cucTemax, yTBepaeHHbIx npukazom ®CTIK Poccum ot 11 pespana 2013 r. N 17;

6) nonutMkamm obecneyeHna uHbOpPMaLMOHHOM 6e3onacHocT obnagatena uHpopmaunm
(3aka3umKa), onepatopa M YNoJHOMOYEHHOro fiMua, paspaboTtaHHbimu no FOCT P MCO/M3K 27001
"MHPopmaumoHHaa TexHonorma. MeToapl M cpenctBa obecneyveHna 6HesonacHOCTU. CucTembl
MeHeaXXMeHTa MHPOpMaLMOHHON 6e3onacHocTn. TpeboBaHMA", npeabaABAEHbl LOMNOAHUTE/NbHbIE
TpeboBaHMA K 3awmTe MHGOpPMaLUMM B MHOOPMALMOHHOM CUCTEME.

Mpy AONOAHEHMM YTOYHEHHOrO aganTUpoBaHHOro 6a3oBoro Habopa mep 3alWmTbl MHGOPMALMK
BO3MOXHbI Ceaytollme AencTeuna:

1) moxeT 6bITb 060CHOBAHO, YTO Mepbl 3alMTbl MHGOPMALMU, BKAKOYEHHbIE B YTOYHEHHbI
afanTMpPOBaHHbIM 6a3oBbli Habop Mep 3aWuTbl MHPOPMAUMKM, A[OCTATOYHbI A8  BbINOSHEHUA
OOMNOJIHUTENbHBIX TPeboBaHWUI, YCTAHOBMEHHbIX deaepanbHbIM 3aKOHOM, YyKasom [lpesnpeHTa
Poccuiickoit depepaunmn, noctaHosneHnem [pasuTtensctea Poccuiickonn Pepepaymm, HOPMATUBHbIMMU
aKTaMW OopraHa rocy4apCTBeHHOM BNACcTU, OpraHa MeCcTHOrO CamMoynpaBieHna nam opraHmnsaunn. B stom
cnyyae fONoJIHEHME YTOYHEHHOTO afanTMpoBaHHOro 6asoBoro Habopa mep 3aWwuTbl UHGOPMALUKN He
TpebyeTcs;

2) moryT bbITb ycuneHbl (yKecToueHbl) TpeboBaHMA K HEKOTOPbIM Mepam 3awuTbl MHGopMaumm,
paHee BK/OYEHHbIM B YTOYHEHHbIN afanTUPOBaHHbIN 6a30Bbli Habop mep 3awuTbl MHPOPMaLMK, A0
YPOBHS, 06ecneynBatoLLEero BbINoIHEHWE AOMNO/HUTENbHBIX TPEHOOBaHWM, YCTaHOB/IEHHbIX dpesepasbHbIM
3aKOHOM, yKasom lpesngeHTa Poccuitickot depepaumm, noctaHoBaeHnem MpaBuTenscTea Poccuiickoit
degepaunn, HOPMATMBHbIMM aKTaMWM oOpraHa roOCyAapCTBEHHOW B/acTM, OpraHa MeCTHOro
camoynpasaeHusa Uan opraHM3aumm;

3) moeT ObiTb AOMOJHEH YTOYHEHHbIM afanTMPOBaHHbIM 6a30Bbli Habop Mep 3alWMTb
MHPOpMaLUMN  Mepamn  3alMTbl MHOOPMaUMM ANA  BbINOJHEHUA [AONONHUTE/bHbLIX TPeboBaHWUN,
YyCTaHOB/EHHbIX  dedepanbHbIM  3aKOHOM, ykasom [lpe3maeHta  Poccuiickoit  depepaumu,
nocraHosneHvem [lpasuTtenbctBa Poccuiickot @Pegepaumu, HOPMATMBHbBIMKM  aKTamMu  oOpraHa
rocyfapCTBEHHOW BNAacTM, OpraHa MecTHOro CamMoynpaB/ieHUA WaM OpraHM3aLuMu B Cay4ae, ecaun Takue
Mepbl He yCcTaHoB/eHbl TpeboBaHUsAMK O 3awmTe MHGOPMALLMM, HE COCTAB/AIOLLEN FOCYAAPCTBEHHYIO
TaliHy, coaepKalleics B rocyAapCTBEHHbIX MHOOPMALMOHHBIX CUCTEMAX, YTBEPMKAEHHbLIX MPUKA3OM


consultantplus://offline/ref=34BC7A589B7FA07984B54F5DA0CFFB6FB7A52B70A1000C49D87D3452879265F5A3962188AD3F19C20FAF950693398C0A477915E9787B8B6Bu46DH
consultantplus://offline/ref=34BC7A589B7FA07984B54C48B9CFFB6FBDA62B77A85F5B4B89283A578FC23FE5B5DF2F89B33E1BDD0DA4C0u56EH
consultantplus://offline/ref=34BC7A589B7FA07984B54F5DA0CFFB6FB7A52B70A1000C49D87D3452879265F5A3962188AD3F19C20FAF950693398C0A477915E9787B8B6Bu46DH

®CT3K Poccuun ot 11 pespana 2013 r. N 17.
4) NpYMeHeHMe KOMNEHCUPYIOLWMX Mep 3aLLnUTbl MHGOPMaL MK

ChopmUnpoOBaHHbIM Habop Mep 3aWuTbl MHPOPMALUM  MOKET COAeprKaTb Mepbl 3almTbl
MHOPMaLMK, KOTopbIE MO KaKUM-IMB0 NpuyMHam (BbICOKAs CTOMMOCTb, OTCYTCTBME anpobMpoBaHHbIX
TEXHUYECKMX peanunsauuii, Henpuemnemo 6o/blUME CPOKM peannsalmm, OTCYTCTBUE KOMMNETEHUUN ANs
3KCN/yaTauumn 1 apyrue) AenaeT HEeBO3MOXKHbBIM WM KpaliHe 3aTpyAHUTENIbHbIM MX peanns3auuio B
MHPOPMALMOHHOM CUCTEME B PaMKax ee CUCTeMbI 3aLLMTbl MHGOPMALLUK.

B TaKkMx cnyyasx y 3aKasumKa, onepaTopa M pas3paboTymKka (MPOeKTUPOBLLMKA) eCTb BO3MOMXKHOCTb
3aMEHUTb COOTBETCTBYHOWME Mepbl 3aWMUTbl MHPOPMALMM HA KOMMEHCUMpPYOWME Mepbl 3aLlMTbl
nHbopmauuu.

B KauecTBe MCXOAHbIX AAHHbIX ANA Pa3paboTKM KOMNEHCUPYIOWUX Mep 3awuTbl MHGoOpMaLmu, B
nepsyto oyepeab, HEOBXOAMMO paccmaTpuUBaTh:

npunoxernne N 2 K TpeboBaHUAM O 3aWwmUTe NHPOPMALUKN, HE COCTABAAIOLLEN FOCYAAPCTBEHHYIO
TaWHy, CcoAeprKallenca B rocyfapCTBEHHbIX MHPOPMALIMOHHbBIX CUCTEMAX, YTBEPXKAEHHBIM MPUKA3oM
®CTIK Poccum ot 11 pepana 2013 r. N 17, 1 pasaen 3 HaCTOALWETO METOANYECKOTO A0KYMEHTA;

MeXAyHapogHble, HaUMOHalbHble  CTaHAAPTbl, CTaHAAPTbl  oOpraHuMsaumii B  obnactn
nHpopmaunoHHOM be3onacHoCTH;

pesynbTaTbl COBCTBEHHbIX Pa3paboToK (Hay4yHO-UCCNeAOoBaTENbCKME U OMbITHO-KOHCTPYKTOPCKME
paboTbl).

Mpwn aTOM A0NXKHO 6bITb nposeaeHoO obocHoBaHWe NMPUMEHEHNA KOMNEHCUPYHOWNX Mep 3alunTbl
MHd)OpMaLI,MM, BK/OYaloWee:

N3NI0KEHNE NPUYMH UCKNOUYEHUA Mepbl (Mep) 3aWwmTbl MHGOpPMaLnK;

COMOCTaB/ieHNE  WCKIOYaemMol  mepbl  (mep) 3awmTbl  UHPopmauum ¢ BJOKUpyemoi
(HeMTpanmsyemolit) yrposoi (yrposamm) 6esonacHocTM MHGopMaLuuu;

onucaHue coaep’KaHUA KOMMEHCUPYIOLWMX Mep 3awuTbl MHGOpMaLLmMK;

CPaBHUTE/IbHbIN aHa/IM3 KOMMNEHCUPYIOLMX MEP 3aLLNUTbl MHGOPMALMK C UCKNOYAEMbIMU MEPaMM
3aLWmnTbl MHGOPMALLUK;

aprymeHTaumio, 4To npeafaraemble KOMMEHCUPYIOLWLME Mepbl  3alMTbl  MHPOPMaLUK
obecneuymBaloT ageKBaTHOe 6/10KMpoBaHMe (HelTpanmnsaumio) yrpos 6e3onacHoCcTM MHGOpPMaLMUn.

PaspaboTaHHOe 060CHOBaHWE [O/IKHO ObiTb NpencTaBAeHO MPW NPOBEAEHUM aTTeCTaLMOHHbIX
UCMbITaHWI. NPy aTTeCTaUMOHHBIX UCMBITAHMAX C YYETOM NPEeACTaBeHHOro 060CHOBaHWUA A0/KHbI ObITb
OUEHEHbI JOCTAaTOYHOCTb M aAEKBAaTHOCTb KOMNEHCUPYIOWUX Mep A8 BNOKMPOBaHUA (HerTpanmnsaumm)
yrpos 6esonacHocT1 MHboOpMaLUu.

3. COZEPYAHUE MEP 3ALLUTbI UHOOPMALMU B UHOOPMALIMOHHOM CUCTEME

3.1. UOEHTUOUKALMA U AYTEHTUOUKALMA CYBLEKTOB JOCTYMA M OBbEKTOB LOCTYMA
(MAD)

MAD.1 UAEHTUOUKALMA U AYTEHTUOUKALMA  NONb3OBATENEW,  ABNAOLLIMXCA
PABOTHMKAMM OINEPATOPA
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TpeboBaHua K peanusauum UAP.1: B mMHPOpMaUMOHHON cUCTeMe [OMKHA obecneymBaTbeA
NaeHTUOMKaUMA 1 ayTeHTMOMKaumA Nosib3oBaTes1el, ABNAOWMXCA PabOTHMKAaMKM onepaTopa.

Mpu pocTyne B WMHPOPMAUMOHHYIO CUCTEMY [OMKHA OCYWECTBAATLCA MAEHTUPMKaumMAa U
ayTeHTMOUKALMA NONb30BaTeNeN, ABAAIOWMXCA PabOTHMKaMK onepaTopa (BHYTPEHHUX No/b30BaTeNen),
M NPOLLECCOB, 3aMyCKaeMbIX OT UMEHM 3TUX NONb30BaTE/IeN, a TaKKe NPOLECCOB, 3aMyCKaemMblX OT UMEHU
CUCTEMHbIX YYETHBIX 3anuncen.

K BHYTPEHHMM MO/Ib30BATENAM B LENAX HACTOALWErO AOKYMEHTA OTHOCATCA AO/KHOCTHblE AMUA
onepatopa (nosb3oBaTenn, aAMWUHUCTPATOPLI), BbIMNOJHAIOWME CBOW LO/MKHOCTHblE 06A3aHHOCTM
(byHKUMK) ¢ Mcnonb3oBaHMEM WHbOPMaUMKU, MHPOPMALMOHHBIX TEXHONOTUA U TEXHUYECKUX CPEeacTB
MHPOPMALMOHHON CUCTEMBI B COOTBETCTBUM C LO/MKHOCTHBIMU pPernameHTamm (MHCTPYKUMsSMHM),
YTBEPKAEHHBIMM ONEPATOPOM, U KOTOPbIM B MUHPOPMALLMOHHOM CUCTEME NPUCBOEHbI YY4ETHbIE 3amnucu.

B KauecTBe BHYTPEHHWX MO/b30BaTeNel AOMNONAHUTENbHO PAacCMaTPUBAIOTCA AO/KHOCTHbIE MLA
obnagatens WHPopmMaumu, 3aKasumKa, YMNOJHOMOYEHHOro Auua W (Man) onepatopa  WHOW
MHPOPMALMOHHOM CUCTEMBI, @ TaK}Ke LA, NPUBJIEKAEMbIE Ha AOrOBOPHOW OCHOBe AN obecneyeHus
DYHKLMOHNPOBAHNA MHPOPMALMOHHOW CUCTEMbI (PEMOHT, FapaHTUIMHOE 06CNYKNBaHUE, perNameHTHble
M MHble PaboTbl) B COOTBETCTBUM C OPraHMU3aLMOHHO-PACNOPAANTENbHBIMW AOKYMEHTaMMN onepaTopa u
KOTOpPbIM B MHGOPMALLMOHHOM CUCTEME TaKKe NPUCBOEHbI YYETHbIE 3aMUCH.

Monb3oBatenn MHGOPMALMOHHOM CUCTEMbI LO/MKHbI OAHO3HAYHO WAEHTUDULMPOBATLCA W
ayTeHTUPULMPOBATLCA AN1A BCEX BUAOB [OCTYNa, KPOME TeX BUAOB A0CTYyNa, KOTOPble ONpeaenatTca Kak
OencTBns, paspelleHHble 40 MAEHTUPUKAUUM U ayTeHTUPUKALMM B COOTBETCTBUM C MEPOM 3aLUUTbI
nHdopmaumm YNI.11.

AyTeHTUOMKaUMA NONb30BaTENA OCYLECTBAAETCA C WMCMNO/b30BaHWeM naposiei, anmnapaTHbIX
CpeacTs, OMOMETPUYECKMX XapaKTEPUCTMK, WHbIX CPeacTB WAM B CAydae MHOrodaKTopHoM
(aByxdaKTOpHOI) ayTeHTUPUKALUK - ONpeaeieHHOW KOMBUHALMKN YKa3aHHbIX CPeaCTB.

B MH(I)OpMaLI,MOHHOﬁ cucreme  OON1XKHa 6bITb  ObecneyeHa BO3MOXKHOCTb OAHO3HA4YHOro
conoctaBneHnA VI,CJ,EHTM(I)VIKaTOpa NnoNb30BaTeIA C 3alNyCKaemMbiMUM OT €ro MMeHU npoueccamm.

MpaBuna u npoueaypbl NAEHTUOMKALMN N ayTEHTUDUKALMM NONb30BATENEN PErTaMeHTUPYIOTCS B
OpPraHn3aLMOHHO-PACNOPAANTENbHBIX JOKYMEHTaX Mo 3awmTe nHGopmauuu.

TpeboBaHuA K ycuneHuo NAD.1:

1) B MHPOpPMaAUMOHHOW cucTeme AOJ/IKHA obecneumBaTbcs MHorodakTopHan (aByxdakTopHas)
ayTeHTMOUKALMA oNA yAaeHHOro A0CTyrna B CUCTEMY C MpaBaMu NPUBUIETMPOBAHHbIX YYETHbIX 3anuncei
(agmuHucTpaTopoB):

a) C Ucnonb3oBaHNEM CETU CBA3U O6UJ,€F0 NoO/1b30BaHUA, B TOM Yncne cetn NHTepHeT;
6) 6e3 1CNo/1b30BaHNA CETU CBA3MU o6u.|,ero NoNb30BaHWUA;

2) B MHPOPMALMOHHOMN cuUcTeme OO0MKHA obecneuynmBaTbcA MHoOrodakTopHan (asyxdakTopHas)
ayTeHTMOUKALMA ANA YAANEHHOro AO0CTyrma B CUCTEMY C NpPaBamu HENpPUBWUIErMPOBAHHbIX YYETHbIX
3anuncert (nonb3osaTtenen):

a) c UICNoNb30BaHWEM CETH CBA3U 06LWEro No/ib30BaHUsA, B TOM YMucae ceTn MHTepHerT;
6) 6e3 Mcno/Ib30BaHUA CETU CBA3M 06LLEro N0NbL30BaHUS;

3) B MHPOPMALIMOHHONM cUCTeMe [0MKHa obecrneumBatbcA MHorodaktopHaa (asyxdakTopHas)
ayTeHTUOUKALMA 4NA NOKAIbHOMO JOCTYNa B CUCTEMY C MPaBamMM NPUBUIETMPOBAHHbIX YYETHbIX 3anunceit



(agmuHucTpaTopoB);

4) B MHOOPMALMOHHOM cucTeMe AONXKHa obecneumsBatbcs MHorodakTopHaa (aByxdakTopHasn)
ayTeHTUOUKAUMA ANA NOKANbHOrO AO0CTyna B CUCTEMY C MpaBamu HenpUMBUAETUPOBAHHbLIX YYETHbIX
3anucelt (nonb3osatenei);

5) B MHPOPMALIMOHHOM cucTeMe Ao/KHa obecneumBaTbcAa mMHorodakTopHaa (aByxdaKTopHas)
ayTeHTUPUKauMa Npu  A0CTyne B CUCTEMY C MpaBaMu  MPUBUAETMPOBAHHbLIX YYEeTHbIX 3anucen
(agmuHucTpaTopoB), rae oauH K3 ¢akTopoB obecneunBaeTcs  annapaTHbIM  YCTPOMCTBOM
ayTeHTUPUKaLUK, oTAeNEHHbIM OT NHHOPMALIMOHHOM CUCTEMbI, K KOTOPOM OCYLLLECTBAAETCA A0CTYM;

6) B MHOOPMAUMOHHOIN cucTeMe [0/MKHaA obecneymBaTbca MHOropakTopHas (aByxdakTopHas)
ayTeHTMOUKAUMA Npu OOCTyne B CUCTEMY C MpaBaMu HEMNPWMBWIETMPOBAHHbLIX YYETHbIX 3anucei
(nonb3oBateneli), roe oguH U3 dakTopoB ob6ecneynmBaeTcs  YCTPOWCTBOM, OTAENEHHbIM OT
NHPOPMALMOHHOM CUCTEMBI, K KOTOPOW OCYLLECTBASETCA AOCTYN;

7) B MH(I)OpMaLI,MOHHOVI cncreme gosxKeH Ucnosib3oBaTbCA MeXaHU3M O4HOPA30BbIX naponeﬁ npu
ayTEHTMd)MKaLI,MM nonb3oBaTtenen, ocywecTsnAaroWmnxX yAaHEHHbIVI WUNIN NOKa/IbHbIN A0CTyn;

8) B MIHGOPMALIMOHHOM cUCTEMe ANA ayTeHTUPUKaLMM NoNb30oBaTeNelt A0/MKHO obecneymBaTbCs
npUMeHeHWe B COOTBETCTBMWM C 3aKOHOZATeNbCTBOM Poccuitckoit Pepepaumnmn Kpuntorpadpuyeckux
MEeTOZ0B 3alLMTbl MHPOPMaLUK.

CopeprkaHue 6asoBoit mepbl MAD.1:



Mepa 3aWwmnTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm
4 3 2 1
NAD.1 + + + +
Ycunenune NAD.1 13, 23,3 13, 23,3, 4

UAD.2 UOEHTUDOUKALMA N AYTEHTUOUKALIMA YCTPOWCTB, B TOM YMUC/E CTALIMOHAPHbIX, MOBM/IbHBIX M MOPTATUBHbIX

TpeboBaHus K peanmsaumm MAD.2: B uHGOPMaLUOHHOM cucTeMe A0 Havyana MHPOPMALIMOHHOIO B3auMogencTeus (nepeaayn 3awmiiaemoi nHdopmaumm ot
YCTPOWCTBA K YCTPOMCTBY) AONXKHA OCYLLECTBAATLCA MAEHTUDUKALMA N ayTEHTUDMKALMA YCTPOICTB (TEXHUUYECKUX CPeacTB).

OnepaTopOM AONTKeEH 6bITb onpegeneH nepedvyeHb TUNOB yCTpOﬁCTB, MCNnoJsibdyembix B MH(bOpMaLl,MOHHOI‘a cncrteme U nognexawmnx Mp,eHTMd)MKaLI,MM n
aYTeHTVI(I)VIKaLJ,MM A0 Ha4dana MHd)OpMaLI,MOHHOFO B3aMMOAEV1CTBMH.

NaeHTUdMKaumMA yCTPOWCTB B MHPOPMALMOHHOW cucTeme obecneynBaeTca No NOMMYECKMM MMEHaM (MmAa ycTpoiictBa u (Mam) ID), norMuecknum agpecam
(Hanpumep, IP-agpecam) u (Mnun) no dusmyecknm agpecam (Hanpumep, MAC-agpecam) ycTpomncTea AN NO KOMBUHALUU UMEHW, NOTUYECKOTO U (MnKn) dU3nYecKoro
afpecoB ycTpoicTaa.

AyTeHTUOMKaLMA YCTPOMCTB B MHPOPMALMOHHOM cucTeme obecneumBaeTcs C MCMOb30BAHMEM COOTBETCTBYIOLLMX MPOTOKOAO0B ayTeHTUdMKALMM UAK C
npYMeHeHNeM B COOTBETCTBMM C 3aKOHO4aTeNbCTBOM Poccuiickoi Pegepaumm Kpuntorpadmuuyecknx MeToaos 3aLmTbl MHGOPMaLIUK.

Mpasuaa u npoueaypbl UAEHTUOUKALMM U ayTEHTUOUKALMM YCTPOWCTB PEraMEHTUPYIOTCS B OPraHU3aLMOHHO-PACcNopAaUTENbHBIX LOKYMEHTaxX onepaTopa
no 3awmre MHbopmaLmm.

TpeboBaHuA K ycuneHuo NAD.2:
1) B MHPOPMALMOHHOM cUCTEME A0MKHaA 0becneymnBaTbca ayTeHTUOMKALMA YCTPOMCTB 40 Havana MHGOPMALMOHHOIO B3aMMOAENCTBUSA C HUMM:
a) B3aMMHas ayTeHTUPUKaLUA YCTPONCTBA U CPeACTBA BbIYMCANTENIbHOM TEXHUKU (MM APYroro B3aMMOZAENCTBYIOLWEro YCTPOMCTBA);

6) ayTeHTUPUKALMA MO YHUKANbHBIM BCTPOEHHbIM CPeACTBaM ayTEHTUPUKALUN.

CopeprkaHue 6asoBoi mepbl MAD.2:



Mepa 3awmTol
nHbopmaumm

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

3 2

NAD.2

+

Ycunexvue NAD.2




NA®.3 YMPABNEHUE WAEHTUOUKATOPAMU, B TOM YUCIE CO30AHUE, MPUCBOEHUE,
YHUYTOXEHUE WOEHTUOUKATOPOB

TpeboBaHua K peanusaumn MAP.3: Onepatopom AOMKHbI ObiTb YCTAHOBNEHbI U PEANN30BaHbI
cnegyrowme GyHKLMM ynpaBaeHuns naeHTndrKaTopamm nosib3oBaTtenei 1 ycTponcTs B MHGOPMaLMOHHOM
cucteme:

onpeaeneHne AOMKHOCTHOMO MLA (aAMMHUCTPATOpPa) onepaTopa, OTBETCTBEHHOIO 3a CO3aHMUe,
NPUCBOEHME U YHUYTOXKEHNE MAEHTUDMKATOPOB NOSIL30BATENEN U YCTPONCTB;

dbopmunpoBaHMe nageHTMdUKaTopa, KOTOPbIN OAHO3HAYHO UAEHTUOMLMPYET Noab3oBaTens U (Uam)
YCTPOWCTBO;

NpUCBOEHME AEHTUPUKATOPA NONb30BATENIO U (M/IM) YCTPOWCTBY;

npegorspawieHne noBTOPHOINo UCNOJ/1Ib30BaHUA MAEHTMd)MKaTOpa nonb3oBaTtena w (MHM)
yCTpOVICTBa B Te4eHNE YCTAaHOB/IEHHOIO ONepPaTopoOm nepmnoaa BpemMeHu,

6/10KMpOBaHMe MaeHTUdMKATOPa MONb30BaTeNA MOCAE YCTaHOB/IEHHOTO OMNepPaTopoM BPemMeHM
HeMcno/ib30BaHuA.

MpaBuna n Npoueaypbl ynpaBaeHns naeHTnduKaTopamm pernaMeHTUpPYoTCA B OpraHn3auMoHHO-
pacnopaauTenbHbIX AOKYMEHTaxX onepaTopa Mo 3awuTe MHPopmaumuu.

TpeboBaHue K ycunernnio NAD.3:

1) onepatopom AOONTXKHO 6bITb  UCK/OYEHO NOBTOPHOE WNCNOJZIb30BaHUE MAeHTMd)MKaTOpa
NON1b30BATENA B Te4HeHue:

a) He meHee OAHOrO roaa;
6) He MmeHee Tpex NeT;
B) B TEYEHMe BCEro nepuoaa sKcnayaTaumm MHGOPMaLMOHHON CUCTEMbI;

2) onepaTopom A0/KHO 6bITb 06ecneyeHo 6N10KMpPOBaHNE MAEHTUPUKATOPA NO/Ib30BaTENA Yepes
nepuosa BpemeHn HEMCNONb30BaHUA:

a) He bonee 90 aHeN;
6) He bonee 45 gHels;

3) onepatopom A0/KHO ObiTb obecrneyeHO UCNO/b30BaHME PA3AUYHON ayTEeHTUDUKALMOHHOM
MHPOpMaUMK (pPas/IMYHbIX CPeacTB ayTeHTUPUKaLMKM) nonb3oBaTens A8 BXOAA B MHPOPMALMOHHYIO
cucTeMy M AOCTyNa K NPUKAagHOMY (cneunanbHOMY) nporpaMmHomy obecneyeHunio;

4) onepaTtopom AOMKHO ObiTb WMCKAOYEHO WCNO/b30BaHWe MAeHTUdMKaTopa Nosb3oBaTenn
MHPOPMALMOHHOM CUCTEMbI MPWU CO34aHUM YYETHOW 3anmucy nosb3osaTena Ny6NUYHON 31EKTPOHHOM
MOYTbI UM UHBIX NYBANYHBIX CEPBUCOB;

5) onepatopom p[o/KHO 6bITb obecrneyeHO ynpaBieHWe UAEHTUPUKATOPAMM  BHELUHMX
No/ib30BaTesIel, yyeTHble 3anmncKM KOTOPbIX MCMONb3YITCA AN AO0CTYNa K 06LlenoCTynHbIM pecypcam
MHGOPMALNOHHOW CUCTEMBI.

CopeprkaHue 6asoBon mepbl MAD.3:



Mepa 3awmTol

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

nHbopmaumm
3 2 1
MAD.3 + + +
Ycunernue MAD.3 13, 2a 13, 2a 16, 26




NA®.4 YINPABNEHWUE CPEACTBAMW AYTEHTUDUKALMW, B TOM YUCNE XPAHEHUE, BblOAYA,
NHUUMANU3ALNA, BNNOKMPOBAHME CPEACTB AYTEHTUOUKALUMMN U NPUHATUE MEP B C/IYHAE
YTPATbBI U (M) KOMNPOMETALUW CPEACTB AYTEHTUOUKALIUN

TpeboBaHua K peanusaumn NMAD.4: OnepaTtopom AOMKHbI ObiTb YCTAHOB/MEHbI U PEANN30BaHbI
cnegyrowme GyHKLMM ynpaBaeHMsa cpeacTBaMm ayTeEHTUOUKALMM (ayTEHTUPUKALMOHHOM MHPOPMaLMeit)
no/ib3oBaTesIei U yCTPOMCTB B MHGOPMALLMOHHOM cUCTEME:

onpeaeneHne AOMKHOCTHOIO AnLa (aAMMHUCTPATOpa) onepaTtopa, OTBETCTBEHHOTO 3a XpaHeHUe,
BblAayy, MHMLMaNU3aunio, 610KMpPOBaHNE CPEACTB ayTeHTUOUKALMU U MPUHATUE MEP B C/IyYae yTpaTbl U
(nnun) KomnpomeTaumm cpeacTs ayTeHTUdMKaumK;

MU3MEHeHNe ayTeHTUUKAUMOHHON UHPopmaumm (cpeacTB ayTeHTUdMKaumK), 3adaHHbIX UX
npoussBoauTeNaMM W (MNK) UCMONb3yeMbIX MNPU  BHEAPEHWUU CUCTEMbI 3aWUTbl  UHPOPMaLUK
MHPOPMALNOHHOM CUCTEMDI;

Bblga4va cpeacTs ayTeHTVId)VIKaLI,VIM NONb30BaATENAM;

reHepauma W Bblgaya HayanbHOW ayTeHTUUKALMOHHON MHbOpMaLUK (HayanbHbIX 3HaYeHUI
cpeacTs ayTeHTUGMKaLmKn);

YCTaHOB/IEHWE XapaKTepuUCTUK napona (npuv MCNoNb30BaHMM B MHPOPMALMOHHOW cuUcTeMe
MeXaHW3MOB ayTeHTUPUKaLMN Ha OCHOBE Napoa):

a) 3adaHune MUHUMANIbHOM CNOXKHOCTHU naposia C onpegenaembiMmn onepaTtopom TpeﬁoBaHMHMM K
perncrTpy, Koannyecrtesy CMmBo/108, CO4ETAHUIO 6yKB BE€pPXHEro n HMXXHero perncTpa, U,Vld)p N cneunanbHbIX
CMMBOJI0B,;

6) 3agaHNe MUHMMAIbHOIO KONIMYECTBA M3MEHEHHbIX CUMBOJIOB NPW CO34aHMM HOBbIX Napo/iei;
B) 3aJ4aHMe MaKCMMaNbHOTo BPEMEHU AeNCTBUA Napons;
r) 3agaHne MMHUMAaIbHOTO BpEMEHU AeUCTBUA Napons;

LI,) 3afpeT Ha MCNo/a1b30BaHME MNONb30BaTENAMM ONpeaeeHHOro onepaTtopom 4Yncna nocnegHux
MCNONb30BaHHbIX naponeﬁ npun Co3gaHNn HOBbIX naponeﬁ;

6/10KMpoBaHMe (NpekpalleHne OEeNCTBUA) U 3aMeHa YTePAHHbIX, CKOMMNPOMETUPOBAHHbIX WAU
NOBPEXKAEHHbIX CPEACTB ayTeHTUDUKALMY;

Ha3HayeHue HeobXoAMMbIX XapaKTEPUCTUK CPeAcTB ayTeHTUdUKaumMm (B TOM yMcie mexaHu3ma
napons);

0bHOBNEHNE ayTeHTUOUKAUMOHHON WHPopmaumMm (3ameHa cpeacTs ayTeHTUOUKauuKn) c
NepuoANYHOCTbIO, YCTAaHOB/IEHHON OMepaTopom;

3allMTa  ayTEHTUPUMKAUMOHHOM WHPOPMAUMM OT HEMNpPaBOMEPHbIX [OCTyna K Helt #u
MoaAndULMPOBaAHMA.

MpaBuna M npoueaypbl ynpaBAeHUs CcpeacTBamMy ayTeHTUOMKauMM (ayTeHTUOUKALMOHHOM
NMHdOopMaUmelt) pernameHTUPYIOTCA B OpraHM3aumMoHHO-pacnopaAauTeNbHbIX AOKYMEHTax onepatopa no
3awmTe nHdopmaumu.

TpeboBaHue K ycunernuio NAD.4:

1) B C/lyd4ae UCNo/1b30BaHUA B VIHd)OpMaLI,l/IOHHOlz cncrteme mexaHusmos aYTEHTVIq)MKaLI,VIM Ha



OCHOBe Maposs (MHOM MocnesoBaTENbHOCTM CMMBOJIOB, MCMO/Ib3YEMOM AAa ayTeHTUPUKaumun) uam
NPMMEHEHMA Naposis B KayecTBe OAHOro M3 ¢GaKTOPOB MHOroQpaKTOPHOW ayTeHTUUKALMK, €ero
XapPaKTEPUCTUKM L0KHBI BbITb CEAYIOWMMM:

a) OAMHa Napons He MeHee LecTU CUMBONOB, andaBuT napona He meHee 30 CMMBO/IOB,
MaKCMMaibHOE KOAMYECTBO HeyCnelHbIX MONbITOK ayTeHTMdMKauumu (BBoaa HenpaBuabHOro napons) Ao
610KMpPoBKK OT 3 A0 10 NONbITOK, 6BNOKMPOBKA NPOrPAMMHO-TEXHUYECKOTO CPeCTBa UM YYeTHOM 3anmcK
nosb3oBaTenAa B C/lydae AO0CTUXKeHUA YCTaHOB/IEHHOINo MaKCMMaJ/IbHOIo KoJin4yectBa HeycCnelwHbIX
NnonbITOK ayTeHTUdUKaumm ot 3 Ao 15 MMHYT, cMeHa naposieit He 6onee Yem Yepes 180 gHels;

6) AAMHA napons He MeHee LWeCTU CUMBONOB, andaBUT napona He meHee 60 CUMMBONOB,
MaKCMMasibHOe KOJIMYECTBO HeycnellHbIX MNOoMbITOK ayTeHTUdMKaumm (BBoAa HeNpPaBUALHOro Napoas) Ao
610kMpoBKKM 0T 3 Ao 10 NonbITOK, 6/1IOKMPOBKA NPOrPaMMHO-TEXHMYECKOTO CPeACcTBa UM YY4ETHOM 3anucu
Nno/ib30BaTesNIn B C/Ay4yae OOCTUMEHUA YCTAHOB/IEHHOTO MaKCMMaJbHOTO KOJIMYECTBa HeycnewHbIX
nonbITOK ayTeHTUdUKaumm ot 5 Ao 30 MUHYT, CMeHa naposieit He 6onee Yyem Yepes 120 gHels;

B) A/IMHA Naposia He MeHee LWeCcTM CMMBOA0B, andaBuUT napona He meHee 70 CMMBOJIOB,
MaKCMMasIbHOE KOIMYECTBO HeyCneLHbIX MOMNbITOK ayTeHTUdMKaLMM (BBOAA HENPABUIBHOIO NApoAs) 40
610KMPOBKM OT 3 4,0 8 NONbITOK, HOKMPOBKA NPOrPAMMHO-TEXHUYECKOTO CPEACTBA UM YHETHOM 3aMMCK
nosb3oBaTens B CAydYae [OOCTUMKEHUA YCTAHOBAEHHOIN0 MaKCMMAaJIbHOTO KOAMYeCTBa HeyCneLwHbIX
nonbITOK ayTeHTUdMKaunm ot 10 go 30 MMHYT, cMeHa naposei He 6bonee yem yepes 90 gHelt;

r) A/MHA Napossa He MeHee BOCbMW CMMBO/IOB, andasBuT napons He meHee 70 CMMBOJIOB,
MaKCMMa/IbHOE KOJIMYECTBO HEYCMELLHbIX MOMbITOK ayTeHTUdMKauun (BBOAAa HENPABUIBHOTO Napos) Ao
6710KMPOBKM OT 3 10 4 NOMbITOK, 6/O0KMPOBKA NPOrPaMMHO-TEXHUYECKOTO CPEACTBA UM YYETHOM 3anmcK
No/b30BaTeNA B C/lyyae [JOCTMXKEHMS YCTAaHOB/JIEHHOTO MAKCMMAJ/IbHOTO KOJIMYECTBA HeyCneLHbIX
NonbITOK ayTeHTUdMKaunmM oT 15 go 60 MUHYT, cMeHa Naponei He bonee yem yepes 60 gHel;

2) B UHPOPMALLMOHHOM CUCTEME A0IKHO 6bITb 06ecneyeHo UCNoNb30BaHNE aBTOMATM3NPOBaHHbIX
cpeacts anAa  GopmMMPOBaHUA  ayTEHTUOMKAUMOHHOM UHPOpMaLMK (reHepaTopoB naponei) c
TpebyembiMN XapaKTePUCTMKaMM CTOMKOCTU (CUAbI) MexaHM3Ma ayTeHTUOUKALUMU U ONA OLEHKM
XapaKTEPUCTUK ITUX MEXAHU3MOB;

3) B MHOPMALMOHHOW cncTeMe AO/MKHO 6biTb obecneyeHo MCNO/b30BaHME CEPBEPOB M (Maun)
nporpamMmmHoro obecneyeHns ayTeHTUPUKALUMKM AN eOUHOW  ayTeHTUPUMKALUMM B KOMMOHEHTaX
MHPOPMALMOHHON CUCTEMBI M KOMMOHEHTaX NPOrpaMmHoOro obecneyeHusa, npenycMaTpUBalOLLErO
COBCTBEHHYIO ayTEHTUUKALMIO;

4) onepatop poKeH obecneunTb noayyeHve (3anpocuTb) y NOCTABLMKA TEXHUYECKUX CPEACTB U
nporpaMmmHoro obecneyeHnss WHPOPMALMOHHOM CUCTEMbI ayTEHTUPUMKALUMOHHYIO UWHPOpMaumio,
3aZl@aHHYIO NMPOV3BOAMUTENIEM ITUX TEXHUYECKMX CPEACTB M NMPOrpaMmMHOro obecneyeHns 1 He YKaszaHHyo
B 3KCMJ/IyaTaLMOHHOW SOKYMEHTAaLMK;

5) onepaTtopom AO0/1KHbI 6bITb onpeaeneHbl mepbl N0 NCKNKOYEHUO BO3SMOXHOCTU MCNOJ1b30BAaHUA
nosb30BaTeENAMU UX MAEHTMd)MKaTOpOB n naponeﬁ B ApPYyrux MHCbOpMaLI,MOHHbIX cncremax.

CopeprkaHue 6asoBoit mepbl MAD.4



Mepa 3awmThbl Knacc 3awmieHHoCTM MHPOPMaLIMOHHOM CUCTEMDBI
nHbopmaumm
4 3 2 1
NAD .4 + + + +
Ycunenve MAD .4 1la 16 18 1r

WUA®.5 3ALLIUTA OEPATHOW CBA3W MPU BBOAE AYTEHTUDUKALIMOHHOW NHOOPMALIMM

TpeboBaHuA K peannsaumm MAD.5: B HPOPMaLMOHHOMN cMCTEME A0/1XKHA OCYLLECTBAATLCA 3aLLUMTA ayTEHTUPUKALUMOHHOM MHOPMALLMKM B NPOLLECCE ee BBOAA
Aana ayTEHTMd)MKaLI,MVI OT BO3SMOXHOI0 MCNOJZ1Ib30BaHUA IMLaMUN, HE UMeLWNMN Ha 3TO NMOJIHOMOYUNA.

3awmTa obpaTHOM cBA3M "cucTema - cybbeKT gocTyna" B npouecce ayTeHTUPMKauumn obecneunBaeTca MCKAOYeHMeM oTobparkeHWa ANA Nnosib3osaTens
OENCTBUTENIbHOTO 3HaYeHUA ayTeHTUOUKALMOHHON MHPOpMaLUM U (MK) KONMYeCTBa BBOAMMbIX NO/b30BAaTE/IEM CUMBO/IOB ayTEHTUOUKALMOHHON UHPOPMaLMN.

nxkn ll.ll

BBoanmbie CUMBOIbI NAPONA MOTYT 0T06pa)KaTbCﬂ YC/IOBHbIMUM 3HAaKamMu , NN NUHBbIMU 3HaAKaMU.

TpeboBaHusA K ycuneHuo NAD.5:

He ycTtaHoBAEHbI.

CopeprkaHue 6asosoi mepbl MAD.5:

Mepa 3awmTol Knacc 3awmieHHoCTM MHPOPMaLIMOHHOM CUCTEMBI
nHpopmaymm
4 3 2 1
NAD.5 + + + +

Ycunexvune NAD.5

NA®.6 UAEHTUDUKALNA N AYTEHTUDUKALMA NONb3OBATENEN, HE ABNAIOLLMXCA PABOTHUKAMMU ONEPATOPA (BHELLUHWX NOJIb3OBATE/IEN)

TpeboBaHusA K peanmsaumm MAD.6: B MHGOPMaLMOHHOM CUCTEME A0/ KHA OCYLLECTBAATLCA O4HO3HAYHasA MAEHTUPUKALMA U ayTeHTUPUKaLMS NOb30BaTeNEN,



He ABAAILLMXCA paboTHMKaMM onepaTopa (BHELWHMX Noib30BaTeneit), MM NPOLLECCOB, 3aMyCKaemblX OT UMEHW 3TUX NoJib30BaTenen.

K nonb3oBaTtenam, He ABAAIOWMMCA paboTHMKaM onepatopa (BHELWHUM MoAb30BaTeNAM), OTHOCATCA BCE NO/Ab30BaTeN M MHOOPMALMOHHON CUCTEMBI, He
YKasaHHble B MAD.1 B KauecTBe BHYTPEHHWX MNoJsib3oBaTenei. MpMMepomM BHELIHUX MO/b30BaTeNel ABAAIOTCA rpakAaHe, Ha 3aKOHHbIX OCHOBAHMUAX Yepes ceTb
MHTepHeT nonyyarowme JocTyn K MHGOPMaUMOHHBIM pecypcam nopTana FfocyaapcTBeHHbIX ycayr Poccuiickon Pesepaumm "INeKTPOHHOro NpaBuTenbCTBa’ uam
odunuUManbHbIM caiTam B ceTu MHTepHET OpraHoB rocy4apcTBEHHOM BAACTM.

Monb3oBaTen MHGOPMALMOHHOM CUCTEMBI A0KHbI O4HO3HAYHO UAEHTUPULMPOBATLCA U aYTEHTUDMLMPOBATLCA 4/1A BCEX BUAOB AOCTYNA, KPOME TeX BUA,0B
[0CTyrna, KOTopble ONpPeaenstoTCa Kak AeNCTBMA, pa3pelleHHble A0 naeHTUPUKaunmn n ayTeHTMGUKaLMM B COOTBETCTBUM C Mepoi 3awmTbl nHbopmaumm YNA.11.

NoeHTUdMKauma n ayTeHTUPUMKAUMA BHELWHMX NONb30OBaTenel B LENsX NpefoCcTaBNeHMA FOCYAAPCTBEHHbIX YCAYr OCYLEecTBAAETCSs B TOM 4Mc/ie C
MCMOJIb30BaHUEM eAMHOMN CUCTEMbI NAEHTUPUKALMN U ayTEHTUDMKALMM, CO3AAHHOM B COOTBETCTBMU C NOcTaHoBAeHneM lNpasutenbctsa Poccuiickon Peaepaunm
oT 28 HoAbpAa 2011 r. N 977.

MpaBuna v npoueaypbl UAEHTUOUKALUMM M ayTEeHTUPUKALMM MONb30BaATENEN PErNaMEHTMPYHOTCA B OPraHM3aLMOHHO-PacnopPAAMTENbHbBIX AOKYMEHTaxX
onepaTopa no 3awuTe MHopmaLmu.

TpeboBaHuA K ycuneHuo NAD.6:

He ycTaHOBAEHbI.

CopeprkaHue 6asosoi mepbl MAD.6:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM CUCTEMDBI
nHpopmaymm
4 3 2 1
NAD.6 + + + +

Ycunexvue NAD.6

NA®.7 UOEHTUGUKALIMA U AYTEHTUDUKALMA OBEBEKTOB ®ANIOBON CUCTEMbI, 3ANYCKAEMbIX U UCMOTHAEMbIX MOAYNEN, OBbEKTOB CUCTEM
YMPABNEHNA BASAMW [JAHHbIX, OBbEKTOB, CO3OABAEMbIX MPUKNAOHLIM W CREUWANTIbBHBIM MPOMPAMMHBIM OBECMEYEHMEM, UHbLIX OBBEKTOB
OOCTYNA
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TpeboBaHua K peanusaumm NAP.7: B nHbopmauMOHHON cucTeme AO0/XKHA OCYLLECTBAATLCA MaeHTUdUKauMa n ayTeHTUdMKauma obbekToB aiiioBoi
CMUCTEMbI, 3aMyCKaembiX U UCMOJIHAEMbIX Mmoaynein, o6beKToB CUCTEM ynpasieHMa 6asamu AaHHbIX, 0O6BbEKTOB, CO34aBaeMbIX MPUKNAAHbIM U crieuyanbHbIm
nporpammHbIM obecrneyeHnem, MHbIX 06 BEKTOB AOCTYNa.

TpeboBaHuA K ycuneHuo NAD.7:

1) B MHGOPMALMOHHOW cUCTeMe A0MKHA obecneunBaTbca ayTeHTUPMKaAUMA 06bEKTOB GaitIoBO CUCTEMBI C UCMOIb30BAHMEM CBUAETENLCTB NOAJIMHHOCTU
MHpOpMaLMK (B TOM YMCNE INEKTPOHHOM NOANUCK MU UHBIX CBUAETENbCTB NOAJIMHHOCTA MHPOPMaLUK);

2) B MHOOPMALMOHHOM cUCTEME [OJIKHA obecneunmBaTbCA ayTeHTUOUKaAUMA 3anyCcKaemMbiX U UCMOJHAEMbIX MOAY/Iel C UCMOJ/b30BaHMEM CBUAETENbCTB
NogJ/IMHHOCTU Moaynel (B TOM ymcie umbpoBbIX CUTHATYP NPOU3BOAUTENN WU UHbIX CBUAETENbCTB NOAJMHHOCTA MOAYNEN).

CopaepaHue 6aszoBoint mepbl MAD.7:

Mepa 3awmThbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM cUCTEMBI
nHbopmaumm
4 3 2 1
NAD.7

Ycunenune NAD.7




3.2. YNIPABJIEHME AOCTYNOM CYBBEKTOB AOCTYMNA K OBbEKTAM AOCTYNA (YNA)

ynAa.1 YNPABNEHWUE (3ABEAEHUE, AKTUBALMUA, BIOKUPOBAHUE N YHUHTOXKEHWUE) YYETHBIMW
3AMUCAMM NONb30OBATENEN, B TOM YUC/IE BHELLIHUX NOJIb3OBATE/IEN

TpeboBaHua K peanusaumm YNA.1: OnepaTopom [0/MKHbI ObiTb YCTAHOB/IEHblI U PEasiM30BaHbI
cnegytowme QGYHKLMM YNPABAEHUA YYETHLIMM 3anNUCAMM MNOAb3OBaTeNel, B TOM YUCAE BHELHMUX
nosib3oBaTesei:

onpegeneHne TuMNa Y4YeTHOW 3anucu (BHYTPEHHEro nosib30BaTeNs, BHELWHEro Mo/b30BaTesNs;
CUCTEMHAA, NPUIONKEHUSA; rocTeBas (aHOHMMHAA), BpeMeHHas U (UAKn) UHbIe TUMbI 3anuceit);

0b6begMHEHMNE yYETHbIX 3anuncel B rpynmnbl (Npy He0bXoANMMOCTH);

BepudMKaumilo nosb3osaTens (MpoBepKa NUMYHOCTM  MNOMb30BATENA, €ro  OO0JIKHOCTHbIX
(dyHKUMOHaNbHBIX) 06s3aHHOCTEN) NPY 3aBEAEHUMN YYETHOM 3anNucK Nob3oBaTens;

3aBegeHune, aktusauusa, 6!'IOKMpOBaHMe N YHUYTOXKEHNE YYETHbIX 3anucer Nonb3oBaTeNen;

nepecMoTp W, Mnpuv HeobXOAMMOCTM, KOPPEKTUPOBKA YYETHbIX 3anucelt nojb3oBaTenen c
NepuoanYHOCTbIO, ONpeaensaemon onepaTopom;

NopAAoK 3aBeAeHUA U KOHTPOIA MUCMOb30BAHWUA FOCTEBbLIX (AHOHMMHbIX) MU BPEMEHHbIX YYETHbIX
3anuceit NOsIb30BATENEN, @ TaKXKe NMPUBUAETMPOBAHHbIX YYETHbIX 3aNncel aMUHUCTPATOPOB;

onoseuwieHmne AOMUHUCTPATOPA, ocyuwecrtsaAawWwero ynpasaeHMe  yY4ETHbIMU 3anmnMcamm
nonb3oBaTesnen, 06 M3MeHeHuu CBep,eHMﬁ O Mo/a1b30BaTeNAx, NX ponAx, O6F|3aHHOCTﬂX, NONTHOMOYUAX,
OorpaHnN4eHunax;

YHUUYTOXKEHNE BPEMEHHbIX YYEeTHbIX 3anucelt NoJsib3oBaTesNel, NpPefoCTaBlEHHbIX A4S
OAHOKPATHOro (OrpaHNYeHHOro No BPEMEHM) BbINONHEHUSA 3a4a4 B UHPOPMALMOHHOM cUCTEME;

npesocTaBieHne Nosib3oBaTeIAM NpaB A0CTyNa K 06beKkTam A0cTyna MHGOPMALMOHHOM CUCTEMDI,
OCHOBbIBAaACb HAa 33JayaX, pelaemblx MNOAb30BaTENAMU B UHPOPMALMOHHOM cUCTEME U
B3aMMOLENCTBYIOLLUMM C HEN MHPOPMALIMOHHBIMU CUCTEMAMMU.

BpemeHHas y4eTHasA 3anncb MOXKeT OblTb 3aBeAeHa 415 NOJ/Ib30BaTENA Ha OrPaHMYEHHbIN CPOK AN
BbINOJIHEHUA 33434, TPebyloWwMX pPacWMPEHHbIX MNOJAHOMOYMIA, WAW [N NPOBEAEHUSA HACTPOMKMK,
TEeCTUPOBaHMA MHPOPMALMOHHOM CUCTEMbI, O] OPraHW3aLMM rocTeBoro Ao0CTyna (nocetTuTensm,
COTPYAHMKAM CTOPOHHWX OPraHM3auMin, CTarkepam M UHbIM MOb30BATENAM C BPEMEHHbIM AOCTYNOM K
MHOOPMALMOHHOM cucTeme).

MpaBuna n npoueaypbl YyNPaBAeHUs YYETHbIMM 3aMUCAMM NOb30BATENEN PErNaMEHTUPYIOTCA B
OPraHM3aLLMOHHO-PACNOPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awute MHGopmaumu.

TpeboBaHuA K ycunenuto YMAO.1:

1) onepatopom  AOO0J/IXKHbl  UCMO/Ib30BATbCA AaBTOMATU3UPOBAHHbIE CPeacTBa NoA4AEpPHKKU
ynpas/eHUA y4eTHbIMWN 3anNnUCAMN I'IOJ'Ib3OBaTe.I'19l7I;

2) B MHPOPMALMOHHOMN CUCTEME [AO/MKHO OCYLLECTBAATLCA aBTOMaTuyeckoe 610KMpoBaHUe
BPEMEHHbIX YUYETHbIX 3anmMceli Nob30BaTe e Mo OKOHYAHUM YCTaHOBIEHHOTO NepMoaa BpeMeHM ANs ux
NCMNOb30BaHUA;

3) B MHPOPMALMOHHOM CUCTEME [OOMMHO OCYLLECTBAATbCA aBTOMaTMyeckoe 6/10KMpOBaHMe



HEAaKTUBHbIX (HEMCI'IOJ'Ib3yeMbIX) YYETHbIX 3anuMceit no/sb3oBaTenielr nocne nepmnoaga BpeMeHU
HENUCNONb30BaHNA:

a) 6onee 90 aHew;
6) 6onee 45 aHen;

4) B WHOOPMALMOHHON CUCTEME [OJIKHO OCYLLECTB/AATLCA aBTOMaTMyeckoe 6/10KMpoBaHue
YYETHbIX 3anucelt nosib3oBaTenei:

a) npu npesblilUEHNN YCTAHOBZIEHHOTO ONEPATOPOM HMNCNa HeyCNewWHbIX NONbITOK ayTEHTVI(bVII-(aLI,MM
NnoNb30BaATENA;

6) Npu BbIABAEHUN NO pe3ynbTaTaM MOHUTOPMHIA (NMPOCMOTPA, aHa/IM3a) KypPHaN0oB perncTpauum
cobbiTnit 6e3onacHoCcTM AeNCTBMIA MONb30BaTesieil, KOTOpble OTHECeHbl ONepaTtopoM K CobbITMAM
HapyweHusa 6e30nacHoOCTU MHbOopPMaLMK;

5) B MHOOPMALMOHHOW CUCTEME A0/IKEH OCYLLECTBAATLCA aBTOMATUYECKUIA KOHTPO/Ib 3aBeeHns,
aKTMBaLUMK, ONIOKMPOBAHMA W YHUUTOMEHUA YYETHbIX 3anuMcen Monb30BaTesiell M onoselleHue
aIMUHNCTPATOPOB O pe3y/ibTaTax aBTOMaTUYECKOro KOHTPOS.

CogpeprkaHue 6asoson mepbl YNA.1:



Mepa 3awumTbl

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumun
3 2 1
yna.1 + + +
Ycunenume YNA.1 1,2 1,2, 3a 1,2, 36




YNA.2 PEAIU3ALNA HEOBXOAMMbIX METOA0B YMPAB/IEHUA AOCTYNOM (OUCKPELLMOHHbIN,
MAHJATHbIW, POJIEBOW U/ MIHOW METO/), TUMOB (YTEHWE, 3AMUCb, BbINONHEHWE WU MHOW
TMN) U NPABUA PASTPAHUYEHMA AOCTYNA

TpeboBaHua K peanusaumm YMNA.2: B MHGOPMAUMOHHOM cucTeme ANA YNpaBAeHMA AO0CTYyNom
CyObEKTOB AOCTYyNa K O6BbEeKTam AOCTyna AO/KHbl OblTb peann3oBaHbl YCTaHOB/NEHHbIE OMNEPATOPOM
MeToAbl YNpaBAeHUA [AOCTYNOM, Ha3HayeHbl TUMbl AOCTyna cybbekToB K OObeKTam f[ocTyna u
peann3oBaHbl NpaBua pasrpaHMYeHmnsa 4OCTyNa CyObeKTOB AOCTYNA K 06beKTam AoCTyna.

MeToapl  ynpaBAeHMA  AOCTYNOM  pPeanusyloTca B 3aBUCMMOCTM  OT  ocobeHHocTel
YHKUMOHNPOBAHUA MHPOPMALMOHHOM CUCTEMDI, C Y4ETOM YIPOo3 6€30NacHOCTU MHPOPMALMM N A0KHbI
BK/1H0MATb OAWH MM KOMBOMHALUMIO cheayoWwmnx MeToa0B:

ONCKPELMOHHbIN MeTog, ynpaBaeHus AOCTYNoM, NpeaycMaTpuUBaloWMiA ynpaBieHue O0CTYNom
Cy6beKTOB A0CTyNa K 06beKTaM 40CTyNa Ha OCHOBE MAEHTUPUKALUMOHHON MHPOPMALMKM cybbeKTa u ans
Kaxkaoro obbeKkTa AoCTyna - CMMCKa, coaepXKawero Habop cybbekToB gocTyna (rpynn cybbekToB) u
acCoLMMPOBAHHbIX C HUMM TUMNOB AOCTYNa;

pPOIEBON MEeTOo, yNpaBaeHUs A4OCTYNoM, NpeayCcMaTpMBaoWMIi ynpasaeHne A40CTYNoOM Cy6beKkToB
AOCTyna K 0b6beKkTam AoCTyrna Ha OCHoBe poJsier cy6beKkToB AocTyna (COBOKYMHOCTb OEWCTBUNA M
0653aHHOCTEN, CBA3aHHbIX C ONpeeneHHbIM BUAOM AeATEIbHOCTH);

MaHZaTHbI  MeToh, YNpaB/ieHMs A[OCTYyNnoM, npeaycMaTpuBalOWMI yrnpaBiaeHUe AO0CTYrNom
cybbeKkTOB AOCTYNa K 06beKTam A0CTyMNa Ha OCHOBE COMOCTAB/IEHNS KNAaCCUPUKALIMOHHbBIX METOK KaxKAoro
cybbeKTa AOCTyNa M Kaxkaoro obbekTa A0CTyNa, OTPaXKaloWmxX KnaccudrKauMoHHbIE YPOBHM CyObEKTOB
OOCTyna M OObEeKTOB A0CTyna, ABAAIOWMECA KOMOUHALUAMU MEPAPXMYECKUX U Heunepapxmyeckux
KaTeropuit.

Tunbl 4OCTYNa A0/IKHbI BKAKOYATb onepaumm No YTeHWUIO, 3anncKn, YaaneHuto, BbINOJIHEHUIO U UHble
onepaunun, paspeleHHble K BbIMOZTHEHUIO NMOJ/Ib30BaTENEM (rpynne I'IOI'|b3OBaTEJ'Iel7I) Unn 3anyCckaemomy
OT ero MMeHMn npoueccy npun Aocrtyne K obbekTam AocCTyna.

MpaBuaa pasrpaHMYeHnn AOCTyNa PeanunsyloTca Ha OCHOBE YCTaHOBJ/IEHHbIX ONepaTopPoOM CMMUCKOB
A0CTyNna WUAM maTpuL, A0CTyna M A0/KHbI obecneunsaTb ynpaBaeHMe AOCTYNOM NoJsib3osaTtenen (rpynn
no/ib30BaTesIel) U 3aMyCKaeMbIX OT MX UMEHW NMPOLLECCOB MPY BXOAE B CUCTEMY, LOCTYMNE K TEXHUYECKUM
cpencTBam, ycTpomcTBam, obbeKkTam ¢ansoBOM CUCTEMbI, 3aMyCKaeMbiM M UCMOJIHAEMbIM MOAYNAM,
0b6beKTamM cucTeM yrnpasieHUs 6azamm faHHbIX, 06beKTam, CO34aBaeMbIM NMPUKIALHbIM U CMELMAbHbIM
nporpaMmmHbIiM obecrneyeHnem, NapameTpam HaCTPOMKKN CPEACTB 3aLLMTbl MHGOPMALMK, MHGOPMALMK O
KOHPUIrypaLmm cuctembl 3awmuTbl MHGOPMALMM U MHON MHPOpMauunM O GYHKLMOHUPOBAHUN CUCTEMDbI
3aWmTbl MHGOPMALLMM, @ TaKKe MHbIM 06bEKTaM LOCTyna.

MpaBuna pasrpaHMYeHWs A0CTyna PernaMmeHTUMPYIOTCA B OpraHM3auMoOHHO-PacnopaaMTe/bHbIX
AOKYMeHTax ornepaTopa no 3awute MHGopmaumn.

TpeboBaHuA K ycuneHuio YMNA.2:

1) B WMHPOPMAUMOHHOM cUCTeme NpaBuaa pasrpaHMYeHUs [oCTyna AO/KHbl obecneymsaTtb
ynpaB/ieHne A0CTYNOM cybbeKToB Npu BXoAe B MHGOPMALMOHHYIO CUCTEMY;

2) B MHOOPMALMOHHOW cUCTEME MpaBWAa pasrpaHUYeHus AOCTyna [AOJ/KHbI obecrneumsaTb
yrpaB/ieHne A0CTYNOM CyObeKTOB K TEXHUYECKMM CpeacTBaM, YCTPOMCTBAM, BHELWHUM YCTPOMCTBAM;

3) B MHOOPMAUMOHHON cUCTEMe NpaBWAa pasrpaHUYeHUs AOoCTyna [AOJXHbl obecneunmsaTb
ynpaBaeHne AoCTyNnom cybbeKkToB K 06beKTam, co34aBaeMbIM 06 LLLECUCTEMHbIM (06LLMM) MPOrpaMmHbIM
obecneyeHuem;



4) B MHPOPMAUMOHHON cuUCTeMe MpaBwWia pPasrpaHUYeHus [OCTyna AOJIKHbI obecneymBaTb
yrnpaB/ieHne [oCTynom CcybbeKToB K 0ObeKTam, C0343aBaeMbiM  MPUKAAAHBIM WM CreuManbHbiM
nporpaMmmHbiM obecneyeHnem.

CopeprkaHue 6asoBon mepsbl YNI.2:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumm
3 2 1
yna.2 + + +
Ycunenwne YNA.2 1,23 1,2,3 1,234




YNA.3  YMOPABMEHUE  (PUNBTPALIMA, MAPLUPYTU3ALMA, KOHTPO/Ib  COEAMHEHUIN,
OAHOHAMPABNEHHAA TNMEPEOAYA W WHBIE CMNOCOBbl YMNPABJEHUA) WUH®OPMALMOHHBIMW
NMOTOKAMMU MEXOY YCTPOMCTBAMW, CETMEHTAMW UH®OPMALIMOHHOWM CUCTEMbI, A TAKMXKE
MEXOY NHOOPMALMOHHbIMU CUCTEMAMU

TpeboBaHua K peanusaumm YMN4.3: B MHPOPMALMOHHON CUCTEME [OONKHO OCYLLECTBAATLCA
ynpasneHne WHPOPMALMOHHBLIMW MOTOKAMKU MpU nepegade UHOOPMaUMU MeXay YCTPOMCTBAMM,
CermeHTamu B pamKax MHGOPMaLMOHHOM CUCTEMBI, BK/KOYAtOLLEE:

dbuAbTpaunto MHGOPMALMOHHBIX NOTOKOB B COOTBETCTBMM C MPaBUIaMM yNpaBaeHMA NOTOKAMM,
YCTAHOB/IEHHbIMW OMEPATOPOM;

pa3speweHve nepegadn uHGopmaumm B MHPOPMALMOHHOM CUCTEME TOJIBKO MO MapLIpyTy,
YyCTaHOB/IEHHOMY ONEepPaTopPoMm;

n3meHeHuWe (NepeHanpaBneHMe) mapluipyTa nepegayuv UHPOpPMaUMKM B CAy4YasaX, YCTAaHOB/IEHHbIX
onepaTopom;

3anMcb BO BpEeMeHHoe XpaHuauuie WHPopmauuM ANA aHaAM3a W NPUHATUA pelleHua o
BO3MOKHOCTU ee AanbHellien nepenaym B Cay4asx, yCTaHOBAEHHbIX OMepaTopom.

YnpasneHve  MHOOPMALMOHHBIMM  MOTOKAMM  AO/KHO  obecneumBaTb  paspeLleHHbIN
(ycTaHOBANEHHbIA ONEpaToOpoOM) MapLIPYT MNPOXOXKAeHUA UHOOPMALUM MexAay MNoAb30BaTeNsimu,
YCTPOMCTBAMM, CEFMEHTAMM B PaMKax MHPOPMALMOHHOM CUCTEMBI, @ TaKKe mexay MHPOPMaLMOHHbIMK
cucTemMamm WAM NpUM  B3aMMOZEWCTBMM C  ceTblo WHTepHeT (uam  gpyrumum  MHPOPMaLMOHHO-
TEeNIeKOMMYHMKAUUOHHbIMU CETAMU MEXAYHAapPOAHOro MHPOPMaLMOHHOrO 0bMeHa) Ha OCHOBe MpaBu
ynpasneHna MHGOPMaLNOHHBIMKU MOTOKAMM, BKAKOYAIOLLMX KOHTPOJIb KOHGUIypaumm MHGopmMaLMOHHOM
CUCTEMbI, WMCTOYHWMKA M MoJiyyaTena nepegaBaemMon WHPoOpMaLMK, CTPYKTYpbl MepenaBaemoin
MHOOPMALUUMM, XapaKTEPUCTUK WMHPOPMALIMOHHbLIX MOTOKOB W (MaM) KaHana ceA3M (6e3 aHanmsa
cogepXaHus uHpopmaumu). YnpaeneHne WMHPOPMALMOHHLIMKU MOTOKAMW OONKHO 610KMpoBaThb
nepefady 3awuuwaemon UHPopmaumm depes ceTb WHTepHeT (umam  pgpyrme MHPOPMaLMOHHO-
TENIEKOMMYHUKAUMNOHHbIE CETU MENKAYHAapoAHOro MHPOPMALMOHHONO 0bMeHa) Mo He3alMLLEHHbIM
JINHUAM CBA3M, CETEBble 3aNpochbl U TpadMK, HECAHKLMOHNPOBAHHO MUcxoasawmne 3 MHGopmMauuoHHOM
cucTtemsl 1 (Mnn) Bxoaalime B MHPOPMaLMOHHYIO CUCTEMY.

MpaBuna ¥ npoueaypbl ynpaBAeHUA WHOOPMALMOHHBLIMU MOTOKAMM pPerfameHTUpyoTca B
OpraHM3aLMOHHO-PaCNoPALAUTENbHbIX JOKYMEHTaX ornepaTopa no 3awuTe HGopmaumm.

TpeboBaHuA K ycunenuto YMA.3:

1) B WHPOPMALMOHHOM cuUcTeEmMe [OMKHO obecrneuymBaTbCs ynpaBieHWe MHOGOPMALMOHHLIMU
NMOTOKaMM Ha OCHoBe aTpubyToB (MeTOK) 6e30MacHOCTM, CBA3AHHbIX C NepeAasaemolt MHbopmaumen,
NCTOUYHMKAMM 1 NOMyYaTeNs MmN MHPOpMaLm;

2) B MHPOPMALMOHHOW CUCTEME [O/BKHO 0becrneuymBaTbCA AMHAMMUYECKOe ynpasieHue
MHPOPMaLMOHHBIMK MOTOKamMM, 3anpeuiaouiee n (MaM) paspeluarouiee nepegady MHGopmauum Ha
OCHOBE aHa/NM3a M3MEHEeHMA TEeKyLEero CcocToAHMA MHOOPMALMOHHON CUCTEMbl WAM YCAOBUIA ee
dYHKLMOHNPOBaHUS;

3) B MWHOOPMALMOHHOW cCUCTEeMe [OJ/BKEeH WCKAYaTbes obxoh MpaBwua  yrpaB/ieHus
MHPOPMALMOHHBIMU MOTOKAaMM 3a cYeT NpeobpasoBaHMA NepegaBaemol MHGopmaunm;

4) B WHOOPMAUMOHHON CUCTEME [AO/MKEH WCKAYaTbCA 06x04 NpaBuA  ynpaBieHus
MHPOPMAUMOHHBIMM  MOTOKaMM 33 CYeT BCTPAMBaHWA OAHUX JaHHbIX B  ApyrMe  AaHHble
MHPOPMaLMOHHOIO NOTOK3;



5) B uHPopmauMOHHON cucTeme [0MKEH ob6ecneuymBaTbCA KOHTPOJIb COEAUHEHUN Mexay
TEXHUYECKMMWN cpeacTBamMKn (YCTPOMCTBaMK), UCNOb3yeMbIMU ONA OpraHu3aumMm MHOOPMALMOHHbIX
NOTOKOB;

6) B WHPOPMAUMOHHON cucTeme Mpu nepegade MHOOPMALMM  MeXKLy CermeHTammu
MHPOPMAUMOHHOM cucTeMbI U (MKU) MHGOPMALMOHHBIMU CUCTEMAMM Pa3HbIX KNaCCOB 3aLLMLLEHHOCTU
AONKHa obecneunBaTbCs O4HOHANpPaBAeHHAA nepeaada MHGOPMaLMK C UCMO/Ib30BaHWEM anmnapaTHbIX
CPeacTs;

7) B MHPOPMALMOHHON cuUCTeMe AO0/KHO obecrneuymBaTbCa ynpaBaeHUe WHPOPMALMOHHBIMK
NMOTOKaMM Ha OCHOBE CTPYKTYpPbl NepeaBaemblX AaHHbIX (TEKCT, Tabanubl, BUAEO, ayanonHpopmaums);

8) B MHOOPMALMOHHOW cucTeme [O/MKHO obecneuynBaTbCs ynpaBieHUe WMHOOPMALMOHHbIMK
NOTOKaMM Ha OCHOBE MCMOJIb3yeMbIX CETEBbIX MPOTOKO/10B;

9) B MHOOPMALMOHHOW cuUcTeMe [0/KHO obecneunBaTbCA ynpasieHWe WMHGOPMALMOHHBIMMI
NMOTOKaMU Ha OCHOBe TMMOB (pacwunpeHnit) bannos u (Mnm) umeH bannos;

10) B HHOPMALIMOHHOM CUCTEME A0/IKHA 06ecneunBaTbCca BO3MOXKHOCTb 3anpeTa, paspelleHms u
M3MeHeHMA MapLLpyTa nepegadm MHGopmaLmm TONbKO aAMUHUCTPATOPAMK;

11) B WHPOPMaAUMOHHON cUCTEME [OJIKHO obecneumBaTbCs pasgeneHne MHGOPMaLMOHHbIX
NMOTOKOB, COAEPXKALLMNX Pa3nYHbIe BUAbI (KaTeropun) MHPopmaumn, a TakKe oTaeneHne nHoopmauum
yMpaB/ieHWs OT N0/1b30BaTE/IbCKOM MHOPMALLUK;

12) B WHPOPMAUMOHHOM cuUcTeme [OMKHA obecneyumBaTbCid BO3MOXKHOCTb AaBTOMATUYECKOrO
6/10KMpOBaHMA Nepeaadn MHGOpPMaLMM NPU BbIABNEHWUM B NepesaBaemoit MHGopMaLnm BpeaoHOCHbIX
KOMMNbIOTEPHbIX NPOrpamm;

13) B MHPOPMAUMOHHOM CUCTEME [OMKHO OCYLLECTBAATLCA ynpasBieHWe MHPOPMaLMOHHLIMM
NoToKamu Npu nepegaye MHGopMauumn mexay MHGOpPMaLMOHHbBIMU CUCTEMAMMU;

14) B uMHOOPMALMOHHOM CUCTEeMe [JO/KHa obecrneymBaTbCA BO3MOMKHOCTb  PpUAbTPALUM
MHPOPMALMOHHbBIX MOTOKOB HA YPOBHE NPUKIALHOTO MPOrpaMmMHOro obecneyeHus (NpuaoxKeHui);

15) B MHOOPMALMOHHOM CUCTEME A0/KHA OCYLLECTBAATLCA HAaKOM/IEHNE CTaTUCTUYECKUX OaHHbIX,
npoBepKa 1 GpUAbTPaLMA CeTEBLIX NAKETOB MO UX COAepKUMOMY (TexHosnorus DPI);

16) HageneHne TpadMKa KOHKPETHLIMM MapameTpamu (B YaCTHOCTM BK/tOYEHME YBeAOMJIEHMI
Nnosib30BaTesIel, WCKAIOYEHME WM 3aMeHa 3/eMEHTOB TpaduKa) B 3aBUMCMMOCTM OT noJsyyaTens
nHpopmauymu.

CopeprkaHue 6a3oBoint mepbl YN.3:



Mepa 3awmTol
nHbopmaumm

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

3 2

yna.3

+

Ycunenue YNA4.3




YNA.4 PASOENEHUE NONHOMOYMI (PONEN) NONBb3OBATENEN, ALMWUHNUCTPATOPOB U NNLL,
OBECMEYUBAIOLLNX ®YHKLIMOHUPOBAHUE MHOOPMALIMOHHOW CUCTEMDbI

TpeboBaHua K peanusaummn YMNA.4: Onepatopom AOMKHO ObiTb obecrneyeHo pasgeneHue
nosiIHOMou4MI (poneit) nonb3oBaTteneil, agMUHUCTPATOPOB U NKnL, obecneunBaromMX GYHKLMOHNPOBaHME
MHPOPMALMOHHON CUCTEMDBI, B COOTBETCTBMM C MX AOSKHOCTHbIMM 006s3aHHOCTAMU (PyHKUMAMM),
dUKCMpoBaHME B  OPraHM3aUMOHHO-PACMOPAAUTENBHBIX AOKYMEHTax Mo 3awute uHopmaumm
(BOKyMeHTMpOBaHME) nonHOMOuYMK  (posied)  nonb3oBaTene, aAgMUHUCTPATOPOB U uL,
obecneunBatoWmnx PyHKUMOHNUPOBAHNE MHOOPMALMOHHON CUCTEMbI, U CAHKUMOHMPOBaAHWE A0CTyNna K
06bEKTAM [0CTyNa B COOTBETCTBMM C pasaeneHnemM NoHOMOYMUI (ponen).

JocTyn K obbekTtam A0CTyna C y4YeTOM pasgeneHua nosiHoMouuii (poneit) obecnedynBaercs B
cootseTcTBMM ¢ YN O.2.

TpeboBaHua K ycunenuto YNA.4:

1) onepatopom QAO/MKHO ObiTb o0becneyeHo BbIMNOJSIHEHWE KaxKAoW poan no obpaboTke
MHPOPMaUMKN, aOMUHUCTPUPOBAHNIO MHGOPMALMOHHON CUCTEMbI, €€ CUCTEMBI 3aLLMTbl MHPOPMaLMK,
KOHTPO/IIO (MOHWTOPUHIY) 3a obecneyeHMEM YPOBHA 3aWMLWEHHOCTM MHPOPMaLMK, obecnevyeHuto
dYHKLMOHNPOBAHNA MHGOPMALLMOHHOMN CUCTEMBI OTAENbHBIM A0KHOCTHBIM IULLOM;

2) onepaTopom A0/KHO BbITb 06ecneyeHo UCKAYEeHUE HageleHUs OAHOro AOMKHOCTHOIO MLa
nosiHomounssmu  (ponblo) no obpaboTke uMHPOpMaLMM WM MOJHOMOUYMAMM  (ponbiko) Mo
aAMMHUCTPUPOBaHUIO MHGOPMALIMOHHOM CUCTEMDI U (MIN) ee CUCTEMbI 3aLLMTbI MHGOPMALMK, KOHTPOJTIO
(MmoHMTOPUHIY) 3a obecneyeHMEM  YpOBHA  3alMLIEHHOCTM  WHbOpmauuuM, obecneyeHUto
bYHKUMOHMPOBAHMA MHOOPMALMOHHOM CUCTEMDBI;

3) onepaTopom AONKHO BbiTb 0becneyeHo UCKAYEHNE HafeleHUs OAHOTO AO/IKHOCTHOrO MLa
NOJIHOMOUYUAMU (PONbIO) MO KOHTPOJIO (MOHUTOPMHIY) 3a obecneyeHMeM YPOBHA 3aLMULLEHHOCTM
MHbOPMaLUKN U NOAHOMOYMAMM (PO/IbIO) MO aAMUHUCTPUPOBAHMIO MHPOPMALIMOHHOM cUCTeMbl U (UaN)
ee cucTeMbl 3alLUTbl UHGOPMaLUKN 1 obecnedeHnio GYHKUMOHNPOBaHMA MHOOPMALMOHHOM CUCTEMDI;

4) onepaTtopom A0/KHO BbITb 06ecneyeHo UCKAUYEHNE HageneHUsa OAHOro AO/IKHOCTHOMO iMua
NONHOMOYMAMM (PONbIO) MO AAMUHUCTPUPOBAHMIO CUCTEMDBI 3aLWUTbl MHGOPMALMMU MHDOPMALMOHHOM
cUcTeMbI M NOAHOMOUYMAMM (ponbio) No obecneyeHno GyHKLMOHNPOBAHNA MHGOPMALMOHHON CUCTEMDI;

5) onepaTopom AoaKeH 6biTb onpegeneH aAMMHUCTPATOP, MMeloWwWid npaBa no nepejade
NOJAHOMOYMI MO aAMUHUCTPUPOBAHMIO MHOOPMALMOHHOW CUCTEMbBI U CUCTEMDI 3aLLMTbI MHPOPMALLMM
APYTMM  IVLAM W OCYLLECTBAAIOWMIA KOHTPOAb 3a WMCNO/b30BaHWEeM nepegaHHbIX MNOAHOMOYMIA
(cynepsusop).

CogpeprkaHue 6asosoin mepsbl YNI.4:



Mepa 3awmnTbl Knacc 3awwmiueHHoCcT MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm
4 3 2 1
yna.a + + +
Ycunenue YMNA.4 1

yna.5 HASHAYEHUE MUHUMANBHO HEOBXOAMMbIX MPAB U MPUBUETUIA NO/Ib3OBATENIAM, AAMWUHUCTPATOPAM U JIMLUAM, OBECMEYMBAIOLLMM
®YHKUMOHUPOBAHWUE MHOOPMALIMOHHOW CUCTEMbI

TpeboBaHua K peanmsaummn YMNA.5: Onepatopom A0/IKHO ObiTb 06ecneyeHo HasHaYeHWe NpaB U NPUBUIETUIA NONb30BATENAM W 3aMyCKaeMbIM OT UX UMEHU
npoueccam, aAMUHUCTPATOPaM U iMuam, obecnevymsatrowmm GYHKLUMOHMPOBaHNE MHPOPMALMOHHOM CUCTEMbI, MUHUMAJ/IbHO HEODOXOAUMbIX ANA BbINOJAHEHUS UMK
CBOWX [O/I}KHOCTHbIX 06513aHHOCTelM (bYHKLUMIA), U CaHKUMOHMPOBaHME A0CTyMNa K 06beKTam A0CTyna B COOTBETCTBUN C MUHUMAIbHO HEOBXOAMMbIMU NpPaBamm U
NpUBUAETNAMM.

OnepaTopom A0MXHbl 6bITb 0AHO3HAYHO onpeaeneHbl U 3aPpUKCUPOBaHbI B OpraHU3aLMOHHO-PacnopAAUTE/IbHbIX AOKYMEHTax No 3awmte MHbopmaLmm
(3amoOKyMeHTUPOBaHbI) Poan U (MAK) AONKHOCTHbIE 06A3aHHOCTU (DYHKLMMK), TaKXKe 06beKTbl A40CTYNa, B OTHOLWEHMUM KOTOPbIX YCTAHOB/IEH HaMMEHbLLUIA YPOBEHb
npusmnernin. octyn Kk 06beKTam A0CTyna ¢ y4eTOM MUHMMaNbHO HEObX0oAMMbIX MPaB U NpuBuaernin obecneymnsaertcs B cootsetcTann ¢ YINAO.2.

TpeboBaHuA K ycunenumio YMNA.5:

1) onepatopom A0NXKHO 6bITb 06ecneyeHo NpeaocTaBAeHUe Npas U NPUBMAETUIA MO AOCTYNY K pYyHKUMAM 6e3onacHoCTM (MapameTpam HacTPOMKMK) CpeacTs
3aWNUTbl  MHPOPMALMU  UCKNIOUUTENIbHO  agMUHUCTPATOPY, HaAeNeHHOMY MOJIHOMOYMAMM NO  aAMUHUCTPUPOBAHUIO CUCTEMbI 3almTbl  MHPOpPMaLUK
(agMmnHKUcTpaTOpy HE30nacHoCTH);

2) 3anpeT npegocrasneHnA paCllnpeHHbIX NpaB U I'IpMBVI!'IGI'VIVI BHELWHWMM NOJ/Ib30BaTeENAM (I'IOﬂb3OBaTe}1FIM, He ABNAWMMCA BHYTPEHHUMU I'IO}'Ib3OBaTe}'IFIMM).

CopeprkaHue 6a3oBoit mepbl YNA.5:

Mepa 3almTbl Knacc 3almieHHOCTY MHPOPMALMOHHOM CUCTEMDI
nHbopmauum

4 3 2 1




ynaga.s + + +

Ycunenue YNAO.5 1

YNA.6 OTPAHUYEHWUE HEYCMELLHbLIX NOMbITOK BXOAA B UHOOPMALMOHHYIO CUCTEMY (AOCTYMNA K UHOOPMALIMOHHOWM CUCTEME)

TpeboBaHua K peanusauum YMNA.6: B nHbopmauMoHHON cucTeme A0/MKHO ObITb YCTAHOBJ/IEHO M 3aPUKCUPOBAHO B OPraHM3aLMOHHO-PacnopsanTeIbHbIX
JOKYMeHTax onepaTtopa no 3aumre nHopmaummn (3ag0KyMeHTUPOBAHO) OrpaHMUYEeHNEe KOMYECTBa HeycCnellHbIX NOMbITOK BXoAa B MHPOPMALMOHHYIO cUCTEMY
(moctyna K MHbOpMaLMOHHOM cucTeme) 3a Mepuos BpPeMeHW, YCTaHOB/AEHHbIA OnepaTopoM, a TaKye obecrnedyeHo 6A0OKMpPOBaHME YCTPOWMCTBA, C KOTOPOro
npeanpUHUMAlOTCA NOMbITKM A0CTYNa, U (MNK) yYeTHOM 3anMcKu Noib3oBaTena Npu NpesbileHMM NoAb30BaTeNeM OrpaHUYEeHUA KOANYECTBa HeycnelHbIX NoMbITOK
BX04a B MHGOPMALMOHHYIO cucTemy (AocTyna K MHGOPMaLMOHHON cucteme).

OrpaHMYeHNE KOIMYECTBA HeyCnelHbIX MOoMbITOK BXoAa B MHGOPMaLMOHHY0 cucTemy (AocTyna K MHGOPMALMOHHOW CUCTEME) A0/MKHO obecneymBaTbhca B
cooTtBeTcTBUM c NAD .4,

TpeboBaHuA K ycunenuto YMNA.6:

1) B MHPOPMaLMOHHOW cucTeMe obecneunBaeTcs aBToMmaTUyeckoe 6/10KMpPOBaHUE YCTPOMCTBA, C KOTOPOro NpeAnpUHMMAlOTCA MOMbITKM A0CTyna, U (1awn)
YYETHOM 3anncK Nosib30BaTeNs NPU NPEBbILLEHNN NOJIb30BaTE/IEM OFPaHUYEHNA KONMYECTBA HEeYCMNEeLHbIX MONbITOK BX04a B MHPOPMALIMOHHYIO cucTemy (4ocTyna
K MIHPOPMALMOHHOW CUCTEME) 38 YCTAHOB/IEHHbIV NEPUOL BPEMEHMU C BO3MOMKHOCTbIO Pa3b/I0KMPOBaHUSA TONbKO aAMUHUCTPATOPOM UAN UHBIM JINLLOM, UMEIOLUM
COOTBETCTBYHOLLME MNOJTHOMOUUSA (POb);

2) B MHbOPMALMOHHOW cucTeme obecneynBaeTca aBTOMaTMYecKkoe yaaneHume nHbopmaumm ¢ MobUAbHOTO TEXHUYECKOro CPeacTBa, BXOAALLErO B COCTaB
MHPOPMALMOHHOM CUCTEMbI, NPU MPEBbLILWEHUN AONYCTUMOTO YMCAA HEYCMEeLHbIX NOMbITOK BXoAa B MHGOPMALMOHHYIO cUCTeMy (A0CTyna K MHPOPMaLMOHHOWM
cucTeMe) 3a YCTaHOBAEHHbIV Nepuog, BpeMeHu, OCYLLLECTBAAEMbIX C MOBUIbHOIO YCTPOMCTBA;

3) B MHPOPMAUMOHHOM cucTeme obecneymBaeTca NPOTUBOAENCTBME aBTOMATU3MPOBAHHOMY Noabopy Maposiei ¢ UCNONb30BAaHMEM OLHOKPATHLIX KOAOB,
Tpebylolmx BU3yabHOro pacno3HaBaHUA (B TOM YMCAE C UCNoIb30BaHNeM TexHonorm CAPTCHA).

CopeprkaHue 6asoson mepsbl YN/.6:

Mepa 3aLWmThbl Knacc 3almiweHHoCTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmaymm

4 3 2 1




yna.e + + + +

Ycunenue YMNA4.6 1

yna.7 NPEAYNPEXAEHWE MNOJNb3OBATE/NIA MNPU EFO BXOAE B WH®OPMALUMOHHYIO CUCTEMY O TOM, YTO B MHPOPMALIMOHHOW CUCTEME
PEAZTU3OBAHbLI MEPbI 3AWNTbI UHOOPMAUMKU, N O HEOBXOAMMOCTWU COBJIOAEHMA UM YCTAHOBJIEHHbIX OMEPATOPOM [PABW/T OBPABOTKU
NHPOPMAL NN

TpeboBaHua K peanunsaumm YNA.7: B vHpopmaymoHHON cucteme A0NKHO BbiTb 0becneyeHo npeaynpexaeHue nonb3osaTtensa B Buae coobuieHuma ("okHa"
npw ero Bxoae B UHGOPMALMOHHYIO cUCTEMY (A0 Npouecca ayTeEHTUPUKALLMMN) O TOM, YTO B MHOOPMALMOHHOM CUCTEME PeaNN30BaHbl MepPbI 3aLLUTbl MHGOpMaL MM,
a TaK¥Ke 0 TOM, 4To Npu paboTe B MHPOPMALMOHHOM CUCTEME MOJIb30BaTENIEM AO/IXKHbI ObITb COONt0AEHDBI YCTAHOBNEHHbIE ONEPATOPOM NPABMAA U OFPAHUYEHUA HA
paboTy c MHpopmaumeil.

Bxopg B VIHd)OpMaLl,VIOHHle CncTtemy mn npenocrtasaneHme nosib3oBate/1Ilo BO3MOXXHOCTU pa6OTbI B MHd)OpMaLl,MOHHOI‘a Cncreme oCyLllLecTeATCA TOZIbKO nocne
noatTeepXAaeHMA NoJib3oBaTesiIeM O3HAKOMIEHUA C NpeaynpexXageHnem.

TpeboBaHuA K ycunenumto YNA.7:

He ycTtaHoBAEHbI.

CopeprkaHue 6asosoin mepbl YNI.7:

Mepa 3almTbl Knacc 3awmiweHHOCTU MHGOPMALMOHHOW CUCTEMDI
nHbopmaumm
4 3 2 1
ynAa.7

Ycunenve YNAO.7

ynAa.8 ONOBEWEHME MOJIb3OBATE/IA MNOCNE YCNEWHOro BXOOA B WHOOPMALUMOHHYIO CWUCTEMY O EFO0 MPEAbIAYLWIEM BXOAE B
NHPOPMALMOHHYIO CUCTEMY

TpeboBaHusA K peannszaumm YMNA.8: B MHGOPMALMOHHON cucTeMe AOIKHO 6bITb 06ecneyeHo nocsie yCnewHoro Bxo4a noab3oBatens B MHGOPMALMOHHYO



cuctemy (3aseplieHmns npouecca ayteHTMdUKaLmm) onoseLleHne 3TOro No/b3oBaTtesia O AaTe U BPpeMeHM Npeablayliero Bxoaa B MHGOPMaLMOHHYIO cUMCTeMY OT
MMEHM 3TOTO NoJIb30BaTeNs.

TpeboBaHuA K ycunenumio YMNA.8:

1) B MHPOpPMALMOHHONM cucTeme obecneymBaeTcs OMoBelleHWe MOoJ/b30BaTeNs MOC/ie YCMELWHOro BXo4a B MHOOPMALMOHHYIO CMCTEMY O KOAMYecTBe
HeyCneLwHbIX MOMbITOK BXO4a B UHPOPMALMOHHYIO cucTemy (AocTyna K MHGOPMaLMOHHON cucTeme), 3adpUKCUPOBAHHBIX C MOMEHTa NOC/eAHEro YCNeLwHoro BXoaa
B MHGOPMALIMOHHYIO CUCTEMY;

2) B MHOOPMALMOHHON cucTeme obecneynBaeTca ONOBELLEHME N0/1b30BaTE/IA MNOC/IE YCMNELWHOro BX0A4a B MHGOPMALIMOHHYIO CUCTEMY O KOJIMYECTBE YCMELIHbIX
1 (Mn) HeycnewwHbIX NOMNbITOK BXxoAa B MHGOPMALMOHHYIO cucTeMy (4OCTyNa K MHGOPMaLMOHHOM cucteme), 3adMKCMPOBaHHbIX 33 Nepuog, BpeMeHu He meHee 7
nHewn;

3) B MHPOPMALIMOHHOM cucTeme obecneymBaeTcs OMoOBELLeHWE MO/b30BaTeNA MOCAe YCNewHoro BxoJda B MHPOPMALMOHHYIO cucTemy 06 M3MEHEeHUM
CBeAeHWNM, OTHOCALLMXCA K YY4ETHOM 3anmcu Nonb3oBaTens (B TOM YMciae M3MeHeHUM NpaBs AOCTyNna), NPOM3BeAEeHHbIX 32 Nepuod BPEMEHU HE MEHEe YEM C MOMEHTA
npeablayLero ycnelwHoro BXoaa 8 UHGOPMaLIMOHHYIO CUCTEMY.

CopeprkaHue 6asoBoit mepbl YMN/.8:

Mepa 3awmThbl Knacc 3awmieHHoCTM MHPOPMaLIMOHHOM CUCTEMDI
nHbopmaumm
4 3 2 1
yna.8

Ycunenue YNA.8




YNA.9 OFPAHUYEHWE YUC/IA NAPAINIENbHBIX CEAHCOB AOCTYNA A8 KAXAOW YYETHOW
3AMUCK NOJIb3OBATENA MHOOPMALIMOHHOM CUCTEMB

TpeboBaHua K peanusauum YMNA.9: B mMHPopmMauMOHHOW cucTeMe [AO0MKHO obecrneuymBaTtbecs
OrpaHMYeHMEe YMCNa MNapannenbHblX CEAHCOB AOCTyna ANA KaxAoM y4yeTHOM 3anucu nosib3oBaTens
MHPOPMALNOHHON CUCTEMDI.

B nHbopmMaLMOHHON cucTeMe A01XKHA ObITb NPeaycMOTPEHA BO3MOXKHOCTb 3a/1aBaTb OrpaHUYeHus
Ha 4YMCN0 napannenbHbix (04HOBPEMEHHbIX) CeaHcoB (ceccuit), OCHOBbIBaACb Ha MAEeHTUMKaTopax
nosnb3oBatenen u (MAKn) NPUHaAANENKHOCTU K ONpeaeieHHOM Ponu.

3HauyeHMe uyncna napannefibHbiX CeaHCOB AO0CTYyNa MOMKET ObiTb 33a4aHo ANA MHGOPMaLMOHHOM
CUCTEMDBI B LEIOM, A1A OTAENbHbIX CEFMEHTOB MHPOPMALMOHHOMN CUCTEMbI, ANA TPYNN NONb30BaTeNelN,
OTAEeNbHbIX NO/b30BaTENEN NN NX KOMBUHALNNA.

OFpaHMHEHMH YMCna napannesibHbiXx CeaHCoB AO0CTyna pernameHTUpyroTcA B OpraHn3aumMOHHO-
pacnopAagnTenbHbIX AOKYMEHTAX OonepaTopa no 3auute MH(I)OpMaLI,MM.

TpeboBaHuA K ycuneHuto YMA.9:

1) B UHGOPMAUMOHHOKN cUCTemMe ANA NPUBUIETMPOBAHHbIX YYETHbIX 3anuncei (aAMUHUCTPATOPOB)
KO/IMYeCTBO MNapanfienbHbiXx (0AHOBpPEMEHHbIX) ceaHCoB (ceccuit) OT MX MMEHU C PasHbIX YCTPOMCTB
(cpeacTs BbIMUCIUTENBHOW TEXHUKM) HE A0/IXHO MPeBblwaTh CAeAYIOWMX 3HaYEHNN:

a) He bonee 2;
6) He 6onee 1;

2) B UHPOPMALIMOHHOW CUCTEME B C/TyHae NOMbITKM BXOA4a NOA YyY4ETHOM 3anmncbio N0Ab30BaTeNa nam
aAMUHUCTPATOPa, A1A KOTOPbIX AOCTUTHYTO MaKCMManbHOE 3HayeHue AOMNYCTUMBbIX NapannefibHbiX
CeaHcoB, NpuU ycnewHoW ayTeHTUOUKaLUMKN NONb30BaTENA UAM aAMUHMUCTPATOPa AO/KHO BblAaBaThCA
cooblleHne o0 NpesbllleHUM Yncna NapannefbHblX ceaHCcoB A0CTyna, Mmecte (MecTax) UX npeablayLiero
BXoZa (NpeAblayLLinxX BXOA0B) C aKTUBHbIMW CECCUAMM U NPEANOKEHUEM OTKIIOYEHMA STON ceccum (aTux
ceccui);

3) B MHOOPMALMOHHOW CUCTEME [O/KHbI ObiTb MPesycCMOTPEHbl MPOrPaMMHO-TEXHUYECKNE
CpeAacTsa, MO3BO/AIOWME KOHTPOAMPOBATb WM OTOGPaMKaTb aAMUHMUCTPATOPY YUWUCIO  aKTUBHbIX
napannenbHbix (04HOBPEMEHHbIX) CEaHCOB (Ceccuin) ona Kaxaoi y4eTHOM 3anmcu nosib3oBaTtenen;

4) B MHOOPMAUMOHHON cUCTEME AONXKHbI ObITb NPEeAyCMOTPEHbl MPOrpaMmMHO-TEXHUYECKUE
CpeAcTBa, NO3BOAAIOLME OMNOBELLATb aAMUHUCTPATOPA O NOMbITKaX NPEBbILEHMA YUCAa YCTaHOBAEHHbIX
AOMYCTUMbIX aKTUBHbIX NapanienbHbiX (04HOBPEMEHHbIX) CEaHCOB (Ceccuit) AN KaxkaoW y4eTHOM 3anmcu
nonb3oBaTens.

CopeprkaHue 6a3oBoit mepsbl YNA.9:



Mepa 3awmTol

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

nHbopmaumm
3 2 1
yna.o +
Ycunenue YMNA.9 13,3




yna.10 BNIOKMPOBAHWE CEAHCA [AOCTYNMA B WMHO®OPMAUMOHHYIO CUCTEMY NOC/IE
YCTAHOB/IEHHOIO BPEMEHMW BE3ZAEMCTBMA (HEAKTMBHOCTWM) MOJIb3OBATENA WU MO ETO
3ANPOCY

TpeboBaHua K peanusaumm YMA.10: B MHPopmauMoHHON cucTeme AONXKHO obecneuymBaTbCs
6/10KMpOBaHME CeaHca AOCTyrna Mo/sb30BaTesna Mocjae YCTAaHOB/JIEHHOrO OMepaTopoOM BPEMEHWU ero
6e38eicTBUA (HEAaKTUBHOCTU) B MIHGOPMALMOHHOM CUCTEME MM NO 3aMPOCy NONb30BATENA.

BnokMpoBaHMe ceaHca AOCTyna Mnojb3oBaTens B MHPOPMaLMOHHYHO cucTemy obecneumsaeT
BPEMEHHOE MpUOCTaHOBAEHWE pPaboTbl MO/b30BATENA CO CPEACTBOM BbIMMCAUTENbHON TEXHWUKMU, C
KOTOPOro OCYLLEeCTBASETCA A0CTYN K UMHPOPMALMOHHOM cucTeme (6e3 Bbixoaa M3 MHPOPMALIMOHHOM
cucTembl).

Ona 3ab610KMPOBAHHOIO CeaHca AOJIXKHO OCYLLEecTBAATbCA 6/10KMpoBaHWe Nobbix AelcTBUN No
A0CTyny K MHbOopMaLuMM U yCTPOoMCTBaM OTOBpaKeHusa, Kpome Heobxoaumblx Ans pa3bioKknpoBaHus
ceaHca.

BioKMpoBaHMe ceaHca AOCTYNa No/b30BaTeNa B UHPOPMALMOHHYIO CUCTEMY AOIMKHO COXPAHATLCA
[0 NPOXOXKAEHUA MM NOBTOPHOWN MAEHTUPUKALUMKN U ayTeHTUPMKaLmMK B cooTBeTcTBUM € MAD. 1.

Mpasuna n npoueaypbl 610KMPOBaHNA CEaHCOB A0CTyNa PernaMeHTUPYHOTCA B OpraHM3aLUMoHHO-
pacnopaanTeNibHbIX JOKYMEHTax onepaTtopa no 3awurte nHdopmaumu.

TpebosaHua K ycuneHuo YNA.10:

1) B UHGOPMaUMOHHOM cncTeme obecneymBaeTcs 610KMPOBAHME CeaHca AO0CTyna Nnosib3oBaTens
nocne BpemeHun 6esaencremna (HEaKTMBHOCTA) NONb30BaTENS:

a) oo 15 MuHyT;
6) 10 5 MUHYT;

2) B MHOOPMALMOHHOM cUCTEME Ha YCTPOMCTBe OTObBpaxkeHUAa (MOHUTOpE) nocie 6AOKMPOBKU
CeaHca He AOJIKHa OTObpakaTbcs MHPOPMALMA CeaHca Moab3oBaTeNA (B TOM YMC/Ie MUCMOb30BaHUe
"XpaHuUTeNsa sKpaHa", raleHune sKpaHa UaKM UHble cnocobbl);

3) B MHPOPMALMOHHOM cucTeme obecneunBaeTcs 3aBepLIeHne ceaHca nosb3osaTens (Bbixoda U3
cUCTeMbl) nocne MpeBbllleHWUA YCTaHOB/IEHHOro onepaTopom BpemeHu besgeincTBua (HeaKTUBHOCTM)
nonb3oBaTens.

CopeprkaHue 6asosont mepbl YMNA.10:



Mepa 3awmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI
nHbopmaumm
4 3 2 1
yna.10 + + +
Ycunenune YNA.10 13,2 16, 2

YNA.11 PA3PELUEHUE (3ANPET) AEWUCTBUI NONIb3OBATENIEN, PASPELLEHHBIX 10 UAEHTUOUKALMN U AYTEHTUDUKALMN

TpeboBaHua K peanunsauum YMNA.11: Onepatopom AOJIKEH ObITb YCTAHOB/AEH NepeyvyeHb AeNCTBMIA NMOJIb30BaTe/IEN, Pa3peLleHHbIX A0 MPOXOXKAEHUS UMK
npoueayp naeHTMduKaumm n ayteHTMGUKaLmMmn, U 3anpeT AencTBUiA Noib30BaTeNen, He BKAKOYEHHbIX B NepeYeHb paspeLleHHbIX AENCTBUIA, A0 MPOXOXKAEHUA UMK
npoueayp MaeHTMdUKaUUmM 1 ayTeHTUPUKaLUN.

PaspelleHne AeNCTBMI Nosb3oBaTenell A0 MPOXOXKAEHMA UMW nNpoueayp MAEHTUOMKAUMM M ayTeHTUMKAUMM OCYLLeCcTBAAETCA, B TOM uucae, npu
npeaocTaBAeHMM NOb30BaTENAM AOCTYNa K 06weao0cTynHon nHdopmaumm (Beb-caitam, noptanam, MHbIM 06LLEAOCTYNHbIM pecypcam). TakKe aAMUHUCTPaTopy
paspeLluatoTcsa AeNCTBMA B 06X04 YCTaHOBAEHHbIX Npoueayp MAeHTUGUKaUUKM U ayTeHTUMKaLMK, HeoBXoAMMble TONbKO AN BOCCTAHOBAEHUA GYHKLMOHMPOBAHMSA
MHPOPMaLMOHHOM CUCTEMbI B Cydae c6oeB B paboTe UM BbIXOAE U3 CTPOA OTAENbHbIX TEXHUYECKUX CpeacTB (YCTPOMCTB).

Mpasuna v npoueaypbl onpeaeneHUa AeUCTBUI NoJsib3oBaTeseld, paspeLlleHHbIX 40 MPOXOXKAeHUA UMK npouedyp naeHTudUKaumm u ayteHTUdUKaumu,
pernamMeHTUPYOTCA B OpraHM3aLMOHHO-PacnopAAnTE/IbHbIX AOKYMEHTaxX onepaTopa Mo 3awmute MHGopmaLumn.

TpeboBaHuA K ycunenumto YNO.11:

He YCTaHOB/IEHDbI.

CopeprkaHue 6a3oBoit mepbl YNO.11:

Mepa 3almTbl Knacc 3almieHHOCTY MHPOPMALMOHHOM CUCTEMDI
nHbopmauum

4 3 2 1

yna.11 + + + +




Yeunenune YNA.11

ynA.12 NOAOEPYKKA M COXPAHEHUE ATPUBYTOB BEE3OMACHOCTU (METOK BE3OMACHOCTH), CBA3AHHbBIX C MH®OPMALLMEN B MPOLIECCE EE XPAHEHUA
N OBPAEOTKN

TpeboBaHuAa K peanusaumm YMAO.12: B nHGOpMaLMOHHON cucTeme A0/MKHbI obecneynBaTbcs Noaaep’>kka (06HOBNeHUe, Ha3HayeHue, U3MeHeHue) U
coxpaHeHue aTpnbyToB 6e3onacHOCTU (MeToK 6e30nacHOCTU), YCTaHOB/IEHHbIX ONEPaTOPOM, CBA3aHHbIX C MHPOPMaLIMEN B NpoLLecce ee XpaHeHUs U 06paboTKu.

ATpunbyTbl 6e3onacHoctM (MeTKM 6e3onacHOCTM) NpeAcTaBAAloT coboit CBOWMCTBa (XapaKTepUCTUKM) 06BEKTOB M (Man) cybbeKkToB AocTyna, KoTopble
NCMO/b3YIOTCA AR KOHTPOAA A0CTyNna Cy6beKToB K 06bekTam A0CTyna U ynpasaeHmsa MHPOPMaLMOHHbBIMU MOTOKAMM.

MpaBuna M npoueaypbl NOAAEPNKKM W COXpaHeHWa aTpubyToB 6€30MacHOCTM PEernameHTUMPYHOTCA B OPraHM3aLMOHHO-PacnopAAUTENbHbIX AOKYMEHTaX
onepaTopa no 3awuTe MHPopPMaLmu.

TpeboBaHuA K ycunenumio YNA.12:

1) B wuHPopmaumoHHOM cucTeme obecneunBaeTca AMHAMMUYECKOE W3MeHeHWe aTpubyToB 6e30MacHOCTM B COOTBETCTBMM C  OpPraHM3aLMOHHO-
pacnopsaauTenbHbIMU AOKYMEHTaMM MO 3aWwmTe nHbopmaLlmMm onepaTopa B 3aBUCMMOCTM OT npouecca 06paboTku nHbopmaumm (popmmposaHme, obbeguHeHMe,
pasgeneHve MHGOPMALMOHHbIX Pecypcos);

2) B MHGOPMALMOHHOW CUCTEME LOMYCKaeTCcA M3MeHeHWe aTpubyToB 6€30MacHOCTU TONIbKO aBTOPU30BAHHBIMM M0/1b30BATENAM MU NPOLLECCamM;
3) B UHPpOpMaLMOHHOM cucTeme obecneymBaeTca aBTOMaTU3NPOBAHHbIN KOHTPOJIb CBA3M aTpnbyToB He3onacHoCTU ¢ MHPopMaLUeN;

4) B UHPOPMaUMOHHOM cucTeme obecneynBaeTca BO3MOXKHOCTb O0TObpaXkeHMs nosb3oBaTenam B yaobountaemom Buae atpubytos 6esonacHocT (MeTOK
6e30MacHOCTM) ANA Kaxaoro n3 o6bekToB goctyna (oTobparkeHue aTpnbyTos 6€30NacHOCTM Ha 3KpaHe MOHUTOPA U (MaK) Npu BbiBoAe MHGOPMALMKM Ha NeYaTb Ha
npuHTepe).

CopeprkaHue 6a3oBoit mepbl YNO.12:

Mepa 3awWmTbl Knacc 3almieHHoCTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmaymm

4 3 2 1




ynga.12

Ycunenue YNAQ.12




yNnAa.13 PEANU3AUMA SAWMWEHHOINO YOANEHHOTO AOCTYNA CYBELEKTOB AOCTYMA K
OBbEKTAM AOCTYNA YEPE3 BHELULHWME NHOOPMALIMOHHO-TETEKOMMYHUKALUMOHHbBIE CETU

TpeboBaHuA K peanunsaumm YMNA.13: Onepatopom Ao/ixKHa obecneunBaTbea 3awmTa MHPopmMaLmm
npu A[ocTyne no/sib3oBaTtesielt (MPOoLEeccoB 3anycKaemblX OT MMEHM nosb3oBatenen) n (Mamn) MHbIX
cybbeKToB [0CTyna K o0b6beKTam pAoctyna MHPOPMaLMOHHOM cucTembl 4Yepe3 WMHPOPMALMOHHO-
TENIEKOMMYHUKAUMOHHbIE CETU, B TOM YMCNEe CETU CBA3M OOLLEro Mnosib30BaHWA, C UCMO/b30BaHUEM
CTaUMOHapPHbIX U (MAN) MOBUNBbHBIX TEXHUYECKMX CPeACTB (3alLmTa yaaneHHoro gocTyna).

3aluTa yaaneHHoro Aoctyna Ao/i»KHa obecneunBaTbca Npu BCex BUAax Aoctyna (becnposoaHoM,
NPOBOAHOM (KOMMYTUPYEMbIIA), LIMPOKOMOJIOCHbIN U UHbIe BUAbI AOCTYNa) U BKAKOYAET:

YyCTaHOB/IEHWE (B TOM 4YMC/ie AOKYMEHTaNbHOE) BUAOB AOCTYNa, pPa3peLlleHHbIX ANa yAaAeHHOro
[0CTyna K o6bekTam Aoctyna MHPOPMALMOHHOM CUCTEMDI;

orpaHuMyeHMe Ha UCMNoJib30BaHUe yaaneHHOro A0CTyna B COOTBETCTBUM C 3adadamu (GyHKUMAMM)
MHPOPMaLMOHHON CUCTEMbI, ONA pelleHUA KOTOPbIX TaKol AocTyn Heobxoaum, U npegocTasieHue
yAaneHHoro AocTyna ANA Ka)Aaoro paspelleHHoro Buaa yaaneHHoro goctyna B cootsetctsunn ¢ YNMA.2;

npegocTaB/eHne yAaAeHHOTO JOCTyna TO/IbKO TEM M0/1b30BaTeIfAM, KOTOPbIM OH Heobxoaum As
BbINOJIHEHWUSA YCTAHOB/IEHHbIX AO/IKHOCTHbIX 06A3aHHOCTEN (DYHKLMIA);

MOHUTOPUHT N KOHTPO/Ib YA3NeHHOro A0CTyna Ha npeaMeT BbiABAeHMUA HECaHKLMOHUPOBAHHOIO
yAa/IeHHOro A0CTyna K 06beKkTam AocTyna MHGOPMaLMOHHOMN CUCTEMBI;

KOHTPONb YyAa/ZIeHHOro A[0CTyna Monb3oBaTesnen (NpoueccoB  3aMyCcKAemMblX OT  MMEHU
nosib3oBatesiell) K obbeKkTam AocTyna MHPOPMAUMOHHOM CUCTEMbI A0 Hadvana MHOOPMALMOHHOIO
B3aMMOAeNCTBUA C MHPOPMALMOHHOWN cucTeMON (Nepeaaym 3aWwmLaeMon MHopmaumnn).

Mpasuaa n npoueaypbl NPUMEHEHWNA yAaNEHHOTo A40CTyNa PEr1aMeHTUPYIOTCA B OpraHM3aLnoHHO-
pacnopaaMTenbHbIX LOKYMEHTax onepatopa no 3awmTte nHGopmaumu.

TpeboBaHuAa K ycunenuto YMA.13:

1) B MHPOPMALMOHHOW CUCTEME O1A MOHWUTOPUHIA U KOHTPOJA YAAJEHHOro A0CTyna AOJIXKHbI
NPUMEHATLCA aBTOMATM3NPOBaHHblE CPeaCcTBa (4OMNOHUTE/IbHbIE NPOrpamMmMHbIe WAM NPOrPammMHO-
TeXHUYEeCKMe cpeacTsa);

2) B MHPOPMAUMOHHOMN CUCTEME WCNO/Mb3YeTcA OrpaHMyeHHoe (MUHMMaNbHO Heobxoammoe)
KO/IMYECTBO TOYEK NOAKAOUYEHMUA K MHPOPMALMOHHOM CUCTEME NPY OpraHM3aLmMmn yaaneHHoro 4ocTyna K
ob6beKkTam 40CTyna MHPOPMALMOHHOMN CUCTEMBI;

3) B UHPOPMALMOHHOM CUCTEME UCKKOYAETCA YAANEHHbIN AOCTYN OT UMEHW NPUBUAETMPOBaHHbIX
YUYeTHbIX 3anuceit (agMMHUCTPATOPOB) ANA AAMMHUCTPUMPOBAHMA MHOOPMALMOHHOW CUCTEMBI M ee
cUCTEMbI 3aLLUTbI MHGOPMALLMK;

4) B WHPOPMALMOHHOM cUCTEME NpU yZaneHHOM p[ocTyne obecneyvnBaeTcA NpPUMEHeHWe B
COOTBETCTBUM C 3aKOHOAATeNbCTBOM Poccuiickoit depepaunm Kpuntorpadpuyeckmx MeToAoB 3aluTbl
nHbopmauuuy;

5) B UHPOpPMaLMOHHOM cnucTeme obecneymBaeTcd MOHUTOPUHE M KOHTPO/b YAANEHHOIo A0CTYNa Ha
npegMmeTt BblABNEHUA YCTAaHOBNEHWUA HECAHKUMOHMPOBAHHOMO COEAMHEHMA TEeXHUYECKUX CPeacTs
(ycTpoiicTs) ¢ MHPOPMaALIMOHHOM cUcTeMO;

6) B MHOOPMALMOHHOW cuUCTemMe A0/KeH obecnednBaTbCA 3anpeT YAaNeHHOro AocTyna C



NCNO/Ib30BaHMEM CETEBbIX TEXHO/IOMMIN M MPOTOKO/IOB, OMNpeae/ieHHbIX 0NepaTopom Mo pesyabTaTam
aHa/M3a 3almLLLEHHOCTM B cooTBeTcTBUM ¢ AH3.1 Kak Hebe3onacHbIX.

CopeprkaHue 6asoson mepbl YMNA.13:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumm
3 2 1
yna.13 + + +
Ycunenwue YMA.13 2,3 2,3,5 1,2,3,5




YNA.14 PETNAMEHTALMA U KOHTPOIb MCNONBb30BAHWUA B NHOOPMALMOHHOW CUCTEME
TEXHO/IOrMIM BECMPOBOAHOIO AOCTYMA

TpeboBaHuAa K peanusaumu YIMN.14: Onepatopom AO/XKHbI 0becneynmBaTbCca perfameHTaumns u
KOHTPONb WCMONb30BAaHWA B MHOOPMALUMOHHON CUCTEME TeXHOMOorMA BecnpoBOAHOrO AOCTyNa
nosb3oBatesield K 0b6beKkTam AJocTyna (CTaHOApTbl KOPOTKOBOJIHOBOW PaAMOCBA3M, CMNYTHWKOBOMN W
MaKeTHOM PaAMOoCBA3M), HanpaBaeHHble HA 3alLMTy MHGOPMALMM B UHGOPMALMOHHON cucTeMe.

PernameHTaumsa M KOHTPONb WCMNO/Ib30BaHMUA TEXHO/IOrMIA 6ecnpoBOAHOrO A0CTyna A0JIXHbI
BK/OYaTb:

orpaHu4YyeHMe Ha UCNo/b30BaHUE TEXHONOMNI becnpoBoaHOro AocTyna (becnposoaHol Nepeaaym
[JaHHbIX, becnpoBogHOro NoAKAoYeHMA 060pyA0BaHMA K CeTU, BECNPOBOAHOIO NOAK/IOYEHUS YCTPONCTB
K CPeACTBY BbIYMC/IUTENbHOM TEXHWKM) B COOTBETCTBUM C 3adavyamu (PpyHKUMamKM) MHPOPMALMOHHOM
CUCTEMbI, AN5 PELEHUS KOTOPbIX TAKOW A0CTyn HeobxoaAnm, u npegocTaBneHne 6ecnpoBoaHOro AocTyna
B cooTBeTcTBUM c YT 1.2;

npeaocTaBAeHne TeXHOAOMMIA 6ecnpoBoO4HOMO A0CTYNa TO/IbKO TEM MO/Ib30BATENAM, KOTOPbIM OH
HeobxoAnM ANA BbINOJAHEHWUA YCTAaHOBNEHHbIX AOKHOCTHbIX 06s83aHHOCTEN (PyHKLMI);

MOHUTOPUHT U KOHTPOJIb NMPUMEHEHUS TEXHO/IOTM 6ecnpoBOAHOrO AO0CTyna Ha npeamer
BbIAB/IEHNA HECAHKLMOHMPOBAHHOIO UCMNOJIb30BaHUA TEXHOOTUIM 6ecnpoBOAHOr0 AOCTyNa K 06beKkTam
[ocTtyna MHGOPMaLMOHHOMN CUCTEMDbI;

KOHTPO/Ib 6ecnpoBOAHOIO AOCTyNa Mo/sb3oBaTesiel (MPOLLEeCCOB 3amMyCcKaemMblX OT WMEHU
nosib3oBatesieil) K obbeKkTam AocTyna MHPOPMAUMOHHOW CUCTEMbl A0 Havana MHOOPMALMOHHOIO
B3aMMOAeNCTBMA C MHGOPMALLMOHHOMN CUCTEMON.

Mpasuna u npoueaypbl NPUMEHEHNA TEXHOOTMIM BeCNPOBOAHOrO AOCTYNa PernameHTUpYIoTCA B
OpraHM3aLMOHHO-PACNoPAAUTENbHbIX AOKYMEHTAX onepaTopa Mo 3awmute MHGopmaumu.

TpeboBaHuA K ycunenuio YMNA.14:

1) B wWHPOpMaUMOHHOM cucTeme obecneumBaeTcs ayTeHTUPUKALMA MNOAKAHOYAEMBIX C
NCNONb30BaHWEM TEXHOOMMI BecnpoBoAHOro AOCTYMNa YCTPOMUCTB B cOOTBETCTBMM € UAD.2;

2) B WHPOPMAUMOHHOW cucTeme obecrneymBaeTca MOHWUTOPUHI ToyeK 6ecnpoBoAHOro
NOAKNOYEHUA YCTPOMUCTB K MUHOOPMALMOHHOM CUCTEME Ha NPeAMET BblsiIBAEHMA HECAHKLMOHUPOBAHHOTO
6ecnpoBOAHOr0 NOAKNHOYEHNA YCTPOMCTB;

3) B UHPOPMALMOHHOMN CUCTEME MCKIIOUYAETCA BO3MOMKHOCTb M3MEHEHUA NO/b30BaTeNem Touyek
6ecnposoaHoro Aoctyna MHGOPMaLMOHHOMN CUCTEMBI;

4) onepatopom ogonXeH b6biTb nNpeaycMoTpeH 3anpeT 6ecnposBogHoro Aoctyna K
MHPOPMALMOHHOM cUCTEME U3-3a NPESesIOB KOHTPOIMPYEMOWM 30HbI;

5) B MHOOPMAUMOHHOW cucTeme AO/IKeH ObiTb 3anpeweH 6ecnpoBogHbIM AOCTYN OT MMEHMU
NPUBUNEIMPOBAHHbIX  YYeTHbIX  3anucei (agMuHUcTpaTopoB)  Ans aAMUHUCTPUPOBAHMA
MHPOPMALMOHHOMN CUCTEMBI U €€ CUCTEMBI 3aLLLUTbI UHPOPMaLUK;

6) B MHOOPMALMOHHOW CUCTEME WCKAKOYAETCA BO3MOXHOCTb W3MEHEHMA No/b30BaTenem
YCTPOMCTB 1 HAaCTpoeK 6ecnpoBoAHOro A40CTyna;

7) onepatopom obecneuynBaeTca onpegeneHne MeCTOHAXOXAEHUS HeCaHKLMOHUPOBAHHOIO
6ecnpoBoAHOrO YCTPOMCTBA;



8) onepaTopom obecneumBaeTcas 6/10KMpOBaHUE GYHKLMOHUPOBAHUA HECAHKLMOHMPOBAHHOTO
6ecnpoBoOAHOro YCTPOMCTBA.

CopeprkaHue 6asoson mepbl YMNA.14:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumm
3 2 1
yna.14 + + +
Ycunenne YNAO.14 1 1,3 1,3,4,5




YNA.15 PEFTNAMEHTALMA U KOHTPO/Ib MCMONb30BAHWUA B NHOOPMALMOHHOW CUCTEME
MOBW/IbHbIX TEXHUYECKUX CPEACTB

TpeboBaHuAa K peanusaumu YIMN.15: Onepatopom AO0/XKHbI 0becneymBaTbCa perfiaMeHTaumns u
KOHTPONb MWCMO/Ab30BaHMA B WHOOPMALMOHHON cUCTEME MOBUNbHBIX TEXHWYECKUX CPencTs,
HanpaB/ieHHble Ha 3aWMTy MHOopMaL MM B UHPOPMALMOHHOM cucTeME.

B KayecTBe MOOU/IbHbIX TEXHUYECKUX CPEeACTB PacCMATPMBALOTCA CbeMHbIe MallMHHbIE HOCUTENU
nHbopmauum (pnsLl-HaKONUTENMN, BHELIHME HAKOMUTENW Ha MKECTKUX AMCKaX U UHble YCTPOMCTBA),
NMOPTAaTUBHbIE BbIYUCAUTE/IbHbIE YCTPOMCTBA M YCTPOWMCTBA CBA3M C BO3MOMKHOCTbIO 00pPabOTKK
nHbopmauum  (HoyTByKM, HETOYKWM, nNNaHWeTbl, COoToBble TenedpoHbl, UUPPOBblE Kamepbl,
3BYKO3anucbiBaloLLMe YCTPOCTBA U UHble YCTPOMNCTBA).

PernameHTaumA n KOHTPOb UCNOb30BAHMA MOBUbHBIX TEXHUYECKMX cpeacTB AONXKHbI BKAHOYATb:

yCTaHoB/eHMe (B TOM 4McNe OOKyMeHTanbHoe) BMAOoB AocTyna (6ecnpoBogHON, NpoBOAHOM
(KoMmyTHpPYeMbIit), LUMPOKOMONOCHBIW U MHblE BUAbI AOCTYNA), Pa3pelleHHbIX 418 A0CTyNna K 06beKkTam
A0CTYyNa UHPOPMALMOHHOMN CUCTEMBI C UCMONb30BaHUEM MOBUIBbHBIX TEXHUYECKUX CPeACTB, BXOAALMX B
cocTaB MHGOPMALMOHHOM CUCTEMBI;

MCMOJIb30BaHWe B cocTaBe WHPOPMALUMOHHOM CUCTEMbI ANA A0CTyna K Ob6bekTam AocTyna
MOBUNbHbBIX TEXHUYECKUX CPeacTB (CNy»KeBHbIX MOBUIbHbLIX TEXHUYECKUX CPeacTB), B KOTOPbIX
peann3oBaHbl Mepbl 3aLWnTbl MHPopMauum B cooTseTcTBmn ¢ 3UC.30;

OrpaHUYeHME Ha UCMOb30BaHNE MOBUIbHbIX TEXHUYECKMX CPEeACTB B COOTBETCTBMM C 33434amu
(byHKUMAMM) MHPOPMALMOHHOW CUCTEMDI, O1A PELIEHUA KOTOPbIX WMCMONb30BaHWE TaKWUX CPeacTB
Heobxo4MMO, U NpeaoCTaB/iieHne AOCTyMa C MCMNO/Ib30BaHMEM MOOW/IbHbBIX TEXHUYECKUX CPeacT8 B
cooteeTcTBMn ¢ YMNAO.2;

MOHUTOPUHT U KOHTPO/Ib MPUMEHEHMA MOBUNbHbBIX TEXHUYECKUX CPEACTB Ha NPeaMET BblABNEHUA
HECaHKLMOHNPOBAHHOINO MCMO/b30BaHMA MOBUIbHbLIX TEXHUYECKMX CPEeACTB A4 A0CTyna K 06beKkTam
A0CTyNa MHPOPMALMOHHOM CUCTEMBI;

3anpeT BO3MOXKHOCTM 3anycka 6e3 KomaHAabl Nonb30oBaTeNa B MHPOPMALMOHHOW cucTeme
nporpaMmHoro obecneuyeHus (NPOrpamMmHOro KogZa), MCMNONb3yeMOro AJjsa B3aUMOZEWCTBUA C
MOBUNBHBIM TEXHUYECKUM CpeacTBOM.

MpaBuna n npoueaypbl NPUMEHEHUA MOOUNbHBLIX TEXHUYECKMX CPEACTB, BK/OYas npoueaypbl
BblJa4YM W BO3BPATa MOOWMbHbIX TEXHUYECKMX CPEACTB, a TaKMKe MX Nepefayn Ha TexHudeckoe
obcnyKmBaHMe (npoueaypa [omKHa obecneumBaTb yAaNeHWE WAM HeAOCTYNHOCTb MHpopmaumm),
PErNameHTUPYIOTCA B OPraHM3aUMOHHO-PACMOPAANTENbHBIX [AOKYMEHTaXx onepatopa Mo 3awuTte
nHpopmaymu.

TpeboBaHuA K ycunenuio YMNA.15:

1) onepatopom obecneuymBaercs 3anpeT WCNOAb30BaHMA B WHPOPMALMOHHOMN CUCTEME, He
BXOOALLMX B €e COCTaB (HaxoAAawmXxcA B NMYHOM WCMOJb30BaHMM) CbEMHbIX MALLUMHHbIX HOCUTENEN
nHbopmauuuy;

2) onepartopom obecneunBaeTca 3anpeT ncnosib3oBaHMA B MHd)OpMaLI,MOHHOﬁ Ccncreme CbeMHbIX
MaLUMHHbIX HOcUTenel VIHd)OpMaLI,VIVI, AnAa  KOTOopbIX HEe onpegeneH saagenel, (I'IO}'Ib3OBaTeﬂb,
OpraHunsauuAa, OTBETCTBEHHbIE 3a MPUHATNE MeP 3aLNTbI MHq)OpMaLI,MM);

3) onepatopom obecneymBaeTcA (B COOTBETCTBMM C npoueaypamu, 3apUKCUPOBaHHbIMU B
OpPraHM3aUMOHHO-PACNOPAANUTENbHbIX [AOKYMEHTaX) OYMCTKA MaLUMHHOMO HocuTena WHbopmauum



MOBMNBHOrO TEXHUYECKOTO CPeACTBa, NepeycTaHOBKa NPOrpamMMHOro obecneyeHms 1 BbINONHEHME UHBIX
Mep Mo 3alLmTe MHPOPMaLMN MOBUIBbHBIX TEXHUYECKUX CPEACTB, MOC/IE X UCMNOJIb30BAaHUSA 3a Npeaesiamm
KOHTPOJIMPYEMOW 30HbI;

4) onepatopom obecneuyMBaeTca NpeaocTaB/ieHMe AO0CTyNna C WMCNONb30BaHUMEM MOBUIbHbLIX
TEXHUYECKMX CPeacTB K obbeKkTam AocTyna MHPOPMALMOHHOW CUCTEMbI TO/IbKO TeM MNO/b30BaTeNAM,
KOTOPbIM OH HEOBXOAMM A1A BbINONHEHUA YCTAHOB/IEHHbIX AOMKHOCTHbIX 06a3aHHOCTEN (PYHKUNI);

5) B MHGOPMaAUMOHHOM cucTeme obecnednBaeTca 3anpeT UCNO/1b30BaHUA MOBUIbHbBIX TEXHUYECKUX
CPeAcTB, HAa KOTopble B MHGOPMALMOHHOM CUCTEME MOXKET BbiTb OCYLLECTB/IEHA 3anucb MHbOPMaL MM
(nepesanuncbiBaeMbiX CbEMHbIX MaLUWMHHbBIX HOCUTeNe Hpopmaumm).

CopeprkaHue 6asoson mepol YMNA.15:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumm
3 2 1
yna.15 + + +
Ycunenume YNAQ.15 1,2 1,2




YNA.16  YNPABMEHME B3AMMOZENCTBUEM C WH®OPMALIMOHHBIMW  CUCTEMAMM
CTOPOHHWX OPTAHM3ALNW (BHELUHWE NUHOOPMALMOHHBIE CUCTEMbI)

TpeboBaHua K peanusaumm YMNA.16: Onepatopom A[0MKHO ObiTb 0becneyeHo ynpasaeHue
B3aMMOAENCTBMEM C BHELWHUMU UHPOPMALMOHHBIMU CUCTEMAMM, BKAIOYAOLWMMU UHOOPMALMOHHDIE
CUCTEMDbI U BbIUMCAUTENIbHbIE PECYPCHI (MOLLHOCTM) YNONHOMOYEHHbIX UL, MHPOPMALIMOHHbIE CUCTEMDI,
C KOTOPbIMM YCTaHOBAEHO MHPOPMALMOHHOE B3aMMOLENCTBME HA OCHOBAHUM 3aKNHOUYEHHOMO AOroBOpa
(cornaweHunn), a TakKe € UHbIMU MHGOPMALMOHHbBIMU CUCTEMAaMU, MHOOPMALMOHHOE B3aMMOLencTeme
C KOTOpPbIMKW HeOBX0AMMO A1A GYHKULNMOHMPOBAHMA NHPOPMALLMOHHOM CUCTEMBI.

ynpaBneHme BBaMMO,D,EVICTBMEM C BHEWHUMU VIHd)OpMaLI,VIOHHbIMVI cncremamm AONXKHO BKNKOYaATb:

npegoctaBneHMe  Aoctyna K MHPOPMAULMOHHOM  cucTeme  TONbKO — aBTOPM30BaHHbIM
(ynonHomouYeHHbIM) nonb3oBaTenam B cootsetcTeuu ¢ YM/A.2;

onpegeneHne TmMnoB NpuUKAagHOro nporpammHoOro obecneveHus MHCI)OpMaLI,MOHHOIZ Cncremsl, K
KOTOpbIM pa3peweH A0CTyn aBTOPU30BaAHHbIM (YI'IOI'IHOMO‘-IEHHI:IM) nonb3oBaTesiIAM U3 BHELWHUX
MHd)OpMaLI,MOHHbIX CUCTEMm;

onpeaenieHne CUCTEMHbIX YUYETHbIX 3aMnceit, MCNOoIb3yeMblX B PamKax AaHHOro B3aMMOAENCTBUS;

onpeaeneHve  nopagka  npenocTaBiAeHMs  goctyna K MHOOPMAUMOHHOW  cucTeme
aBTOPU30BaHHbLIMM (YNOJIHOMOYEHHbIM) MO/1b30BaTENIAMM U3 BHELLIHUX MHPOPMALIMOHHBIX CUCTEM;

onpegeneHne nopAagka O6pa6OTI-(M, XpaHeEHNA U nepenaydn MHd)OpMaLI,MVI C MCNOJZIb30OBaHUEM
BHELWHUX VIH(I)OpMaLI,MOHHbIX cncrem.

YnpasneHve B3aMMOAENCTBMEM C BHEWHUMW WHOOPMALMOHHBIMW CUCTEMAMKU B  LENAX
MEKBEAOMCTBEHHOTO  3/IEKTPOHHOIO  B3aMMOAENCTBMA,  UCMONHEHUA  TOCYAAPCTBEHHbIX WU
MYHULMNANbHbIX QYHKUMI, GOpMUPOBaHNA 6a30BbIX rocyAapCTBEHHbIX MHGOPMALMOHHbLIX PecypcoB
OCYLLECTBNSAETCA B TOM YMC/E C UCMOb30BaHNEM EANHON CUCTEMbI MAEHTUPUKALUMN U ayTEHTUDUKALMM,
CO34aHHOM B COOTBETCTBMM C MocTaHoBAeHWeM [paBuTenbcTBa Poccuiickoit deaepaumm ot 28 HoabpsA
2011 r. N 977.

MpaBuna u npouenypbl YNpaBieHUA B3aUMOAEWUCTBMEM C BHEWHUMU MHOOPMALMOHHBIMU
CUCTEMAMU PErNameHTUPYIOTCA B OPraHM3aLMOHHO-pacnopAauTe/IbHbIX JOKYMEHTax onepatopa no
3awmte nHpopmaumm.

TpeboBaHua K ycunenuto YMNA.16:

1) onepaTop npeaocTaBAdAeT A[oCTyn K MHOOPMALMOHHOW CUCTeMe aBTOPWU30BaHHbLIM
(ynonHOMOYEHHbIM) MONb30BaTENAM BHELHNX MHGOPMALMOHHbIX CUCTEM MU paspeluaeT 06paboTky,
XpaHeHVWe U nepegadvy UHPOPMaUMKM C UCNOMb30BaHMEM BHelHel MHGOPMALMOHHON CUCTEMbI MpU
BbIMNO/IHEHUW CAEAYIOLLMX YCAOBUNA:

a) Npu HanuMumm gorosopa (cornaweHus) o6 MHGOPMaLMOHHOM B3aMMOAENCTBMM C ONepaTopomM
(obnapatenem, Bnagenbuem) BHelWHeH MHGOPMaALMOHHOMN CUCTEMBI;

6) nNpyM HaAUuMM NOATBEPHKAEHMA BbINOJHEHWA BO BHEWHeEW MWHPOPMALMOHHON cucTeme
npeabaABNeHHbIX K Hell TpeboBaHuiA O 3awmTe MHbOpMauMM (Hannume aTtTectaTa COOTBETCTBUA
TpeboBaHMAM Mo 6e30NacHOCTU MHPOPMALUKN MU UHOTO NOATBEPKAEHUSA).

CopeprkaHue 6asosoit mepbl YIMA.16:


consultantplus://offline/ref=34BC7A589B7FA07984B54F5DA0CFFB6FB7A7297DA10D0C49D87D3452879265F5B1967984AE3F07C20DBAC357D6u665H

Mepa 3awmTol

Knacc 3awmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

nHbopmaumm
4 3 2 1
yna.16 + + + +
Ycunenne YNA.16 1a 1a, 16 1a, 16 1a, 16

yNnpA,.17 OBECNEYEHWE JOBEPEHHOW 3ArPY3KM CPEACTB BblYUC/IUTE/IbHOM TEXHUKM

TpeboBaHua K peanmsaumm YNA.17: B MHPOPMALMOHHOM CUCTEME AOIKHO 06eCcneymBaTbCs UCKAOYEHNE HECAHKLMOHNUPOBAHHOIO A0CTYNa K NPOrpaMMHbIM
1 (MNN) TEXHUYECKMM pecypcam CpeacTBa BbIUNCIUTENbHOW TEXHUKN MHPOPMALIMOHHOM CUCTEMbBI Ha 3Tane ero 3arpysku.

[oBepeHHasn 3arpysKka 4o/KHa obecneynBath:

6/10KMpOBaHME NOMbITOK HECAHKLMOHMPOBAHHOM 3arpy3Ky HeLTaTHOW onepaLoHHON cucTembl (Cpeabl) MAN HEAOCTYMHOCTb MHOOPMALMOHHBIX PecypcoB
ONA YTeHUA UAM MognduKaLmMmn B CyYae 3arpy3Ku HeLWTaTHOW onepaumoHHOM CUCTEMBI;

KOHTPOJIb A0CTYNa N0/b30BaTeNel K MPOoLeccy 3arpy3Kki onepaumnoHHo cuctembl;
KOHTPO/1b LIe/IOCTHOCTU MNPOrPamMHOro obecneyeHuns 1 annapaTHbIX KOMMNOHEHTOB CPEACTB BbIUMCANUTEIbHOM TEXHUKMN.

B MHPOPMALMOHHOM cUCTEME NPUMEHAETCA A0BEPEHHAA 3arpy3Ka Ha PasHbIX YpoBHAX (YpoBHA 6a30B0OM cMCTeMbl BBOAA-BblBOAA, YPOBHA NAaThl PaclUMpPEHUS
W YPOBHSA 3arpy304HOI 3anmchm).

Mpasuna 1 npoueaypsbl obecneveHns 4OBEPEHHON 3arpy3Kkn CPEACTB BbIMMCAUTENbHOM TEXHUKM PernaMeHTUPYIOTCA B OpraHn3aunMoHHO-pacnopagnTebHbIX
[OOKYMeHTax ornepaTopa no 3awute MHPopmMaummn.

TpeboBaHuA K ycunenumio YNA.17:

1) B MH(I)OpMaLI,MOHHOﬁ cncreme gonXKHa OCyLWecCcTBIATbCA AO0BEepPEeHHAA 3arpy3ka ypoBHA 6a30BoI cncTeMbI BBO4a-BbiBOAA NN YPOBHA MNMJ1aTbl PpaCWLUMPEHUA;

2) B VIH(I)OpMaLI,VIOHHOf;I cncreme Oo1KHa OCYyLWeCTBIATbCA A0OBEPEHHAA 3arpy3ka ypoBHA 6a30BOI CUCTEMDI BBOOA-BbiBOAA NN YPOBHA NJ1aTbl paclUnpeHnAa,
peann3oBaHHble Ha OCHOBE NPOrpaMmMHO-annapaTHOro Mmoayna;

3) B MHOOPMALMOHHOW CUCTEME A0NKHA OCYLECTBAATLCA A0BEPEHHAn 3arpy3Ka NporpaMmmHoro obecneyeHns TeNeKoMMyHUKaLMOHHOro o60pyaoBaHus;



CopeprkaHue 6asoson mepbl YNA.17:

Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumm
3 2
yna.17 +
Ycunenue YNAQ.17 1




3.3. OTPAHMYEHME NPOTPAMMHOW CPEAbI (OMC)

Oonc.1 YNPABNEHME 3AMYCKOM (OBPAWLEHMAMW) KOMMNOHEHTOB MNPOrPAMMHOIO
OBECMEYEHMA, B TOM YWUCNE OMPEAENEHUE 3AMYCKAEMbIX KOMMOHEHTOB, HACTPOMKA
MAPAMETPOB  3AMYCKA KOMIMOHEHTOB, KOHTPOJ/Ib 3A  3AMNYCKOM  KOMIOHEHTOB
MPOrPAMMHOIO OBECIEYEHUA

TpeboBaHua K peanusaumm OMNC.1: OnepaTopom A[O0MXKHblI ObiTb peann3oBaHbl Ccleayolme
dYHKUMKM MO ynpaBaeHuto 3anyckom (obpalleHNsMn) KOMMOHEHTOB NPOrPaMMHOro obecrneyeHus:

onpeaeneHue nepeyHa (CNUCKa) KOMMNOHEHTOB NporpammHoro obecneyeHuna (dbainos, 06bEKTOB
6a3 AaHHbIX, XPaHUMbIX MPOLLEAYP U UHbIX KOMMNOHEHTOB), 3aNyCcKaeMblX aBTOMaTUYECKM NpPU 3arpysKke
onepaunoHHON CUCTEMbI CPEACTBA BbIYUCANTENIbHON TEXHUKY;

paspelleHMe 3amnycka KOMMOHEHTOB NPOrpamMmmMHOro obecneyeHus, BKAKOYEHHbIX B MepeyeHb
(cnncok) nporpammHoro obecneyeHus, 3amycKaemoro aBTOMATUYECKM NPWU 3arpyske onepalyoHHOMN
CUCTEMbI CPEACTBA BbIUMCNTENbHOW TEXHUKMY;

orpaHuYeHuMe 3anycka KOMMOHEHTOB NporpammHoro obecrneyeHma oT UMEHU agMUHUCTPATOPOB
6esonacHOCTM (Hanpumep, paspeLleHMe TaKoro 3anycka TO/IbKO A/ MPOorpaMMHOro obecneyeHus
CpeacTte 3aWwmTbl MHPOPMaLMU: CEHCOPbI CUCTEM OOHApPYMKEHUA BTOPXKEHWI, areHTbl CUCTEM
MOHMUTOPUHTA COBbITMIA MHPOPMaLMOHHON 6e30NacHOCTU, CPpeacTBa aHTUBMPYCHOW 3aLLUTbI);

HaCTpOlKa NapameTpoB 3anycKa KOMMOHEHTOB NPOrpaMMHOro obecneyeHus oT UMEHM YYETHOM
3anMcuM agmMuHUCTpaTopa 6e30macHOCTM TakMm 0bpas3om, 4YTobObl TeKywMid MoJib30BaTeNb CpeacTsa
BbIYUCAUTENIbHON TEXHUKN HE MOT Noly4nTb Yepes3 AaHHble KOMMNOHEHTbI 40CTYN K obbeKTam AO0CTyna, Ha
[OCTYN K KOTOPbIM Yy HEro HeT npas B cooTeeTcTBuun ¢ YIN/.2;

KOHTPO/1b 3a 3alMyCKOM KOMMOHEHTOB NPOrpaMmHoro 06ECI'IELIEHMF|, 06ECI'IELIMBal0LLI,Ml7I BblAB/1IEHUNE
KOMMOHEHTOB MNporpaMmHoro 06eCI'IeLIE'HMF|, Heé BK/IIOYEHHbLIX B NepevyeHb (CI'IMCOK) KOMMNOHEHTOB,
3anNyCKaeMbIX aBTOMATU4YECKU NpU 3arpyske Ol'lepaLI,MOHHOﬁ cncrembl cpeacrtea BbIYNCANTENBHOMN
TEXHUKN.

Mpasuna v npoueaypbl yNpaBaeHUA 3anycKoOM NporpaMmmHoro obecrneveHuns (B TOmM Yncne CNmncKu
nporpamMmmHoOro o6ecnequm=|, OorpaHn4yeHuA 3anycka, NnapameTpbl 3aNyCKa KOMMNOHEHTOB NMPOrpPamMmmMmHOro
obecneyeHns) pernameHTUPYIOTCA B OPraHWM3aLMOHHO-PACcNoOPAAUTE/bHbIX AOKYMEHTax ornepatopa no
3awmTte nHpopmaumm.

TpeboBaHua K ycuneHuto ONC.1:

1) B nHdOPMaLMOHHOM cucTeme obecneynBaeTca paspeLleHne 3anycka TONbKO TeX MPOrpamMHbIX
KOMMNOHEHTOB, KOTOPble ABHO pa3pelLeHbl agMMHUCTPATOPOM 6e30MNacHOCTy;

2) B MHd)OpMaLI,MOHHOﬁ cucteme obecneumBaeTca UCNoONb30BaHMeE cpencrts aBTOMaTU3NPOBAHHOIO
KOHTPOA nepeyHA (CI'IMCKa) KOMMNOHEHTOB NPOrpaMmmHoOro o6ecnequvm, 3anNyCKaemMoro aBTomaTnu4eckum
npwu 3arpyske OI'IepaLI,MOHHOﬁ Cncrtembl cpeacrtea BbIYNCAUTENBHOMN TEXHUKM;

3) B VIHd)OpMBLI,VIOHHOI?I cucteme obecneymBaeTcs  UCMOJ/b30BaHME dBTOMATU3NPOBAHHbIX
MEXaHN3MOB ynpaB/sieHNA 3anNyCKOM (06paLLI,eHMFIMl/I) KOMMNOHEHTOB NPOrpamMmmHOro O6ECI'Ie‘-IeHMFi,'

4) B uWHPOpMaAUMOHHOW cucTeme obecneymBaeTcs YynpaBaeHWe YAaNEHHbIM  3aMyCKoOm
KOMMOHEHTOB NnporpaMmmHoro obecneyeHus (Hanpumep, 3anpeT 3anycka KOMMNOHEHTOB NPOrpamMmmMHOro
obecneyeHns Ha OAHOM CPEACTBE BbIYUCAUTENBHON TEXHUKU KOMaHOON C Apyroro cpeAacTsa
BbIYUC/IUTENIBHOM TEXHUKN);



5) B MHGOPMaUMOHHOM cnucTeme obecneunsBaeTca ynpasBaeHUe BpemMeHeM 3anycka M 3aBeplueHuns
paboTbl KOMMOHEHTOB NPOrPamMmMHOro obecneyeHuns (Hanpumep, orpaHNUYeHne 3anycka ToNIbKO B TeYeHue
pabouero aHs);

6) B uMHPoOpMauMOHHON cucTeme obecneymBaeTca KOHTPO/b LENOCTHOCTM (cOCTOAHMA)
3anycKkaemblXx KOMMOHEHTOB NporpaMmHoro obecnedyeHus (dpainos (B TOM Yncie KOHPUTYPaLMOHHbIX),
06BbeKTOB 6a3 AaHHbIX, NOAKAYaeMbIx BUb6AMOTEK 1 Ap.) B cooTBeTcTBMM ¢ OL/I.1;

7) B WHOOPMAUMOHHON cucTeme ob6ecneynBaeTcss KOHTPO/b OOHOBAEHMA 3amnyCKaeMbixX
KOMMNOHEHTOB NPOrpaMMHOro obecneyenus;

8) B HOPMALIMOHHOM cucTeme obecneymBaeTca perncTpaums cobbITMiA, CBA3AHHbIX C KOHTPOEM
COCTOAHUA M OOHOB/IEHMEM 3aMNyCKAEMbIX KOMMOHEHTOB NPOrPamMmmHoro obecneyeHus;

9) B MHpOpMaLMOHHOM cucTeme obecneumBaeTca 3anpeT (610KMpoBaHME) 3anycka onpeaeneHHbIX
onepaTtopoM KOMMOHEHTOB MNPOrpaMmHOro obecrneyeHun, He npolweawnx ayTeHTMdUKaumio B
cooTBeTcTBUM ¢ NAD.7.

CopeprkaHue 6asoBon mepbl OMC.1:



Mepa 3awmTol
nHbopmaumm

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

3 2

onc.1

Ycunenune OMNC.1

1,23




ONC.2 YMPABNEHWE YCTAHOBKOW (MHCTANNAUMENA) KOMMOHEHTOB MPOrPAMMHOIO
OBECMNEYEHMA, B TOM YMUCNE ONPEAENEHWME KOMMOHEHTOB, MNOANEXALLNX YCTAHOBKE,
HACTPOMKA TMAPAMETPOB YCTAHOBKM KOMMOHEHTOB, KOHTPO/Ib 3A YCTAHOBKOW
KOMMOHEHTOB NMPOrPAMMHOIO OGECMEYEHNA

TpeboBaHMa K peanusaumm OMNC.2: OnepaTopom [O0MXKHblI ObITb peanu3oBaHbl Ccleaylolme
OYHKUMKM MO ynpaBieHUIO0 YCTAaHOBKOW (MHCTannsaumein) KOMMOHEHTOB MpPOrpammMHoro obecneveHus
MHPOPMALNOHHOMN CUCTEMDI:

onpeaeneHne KOMMOHEHTOB nNporpammHoro obecrnedveHua (coctaBa M KoHbUrypauum),
NoANesKalmnx yCTaHoBKe B MHPOPMaLMOHHOM CUCTEME MOC/Ee 3arpy3Kn onepaLmMoHHOM CUCTEMbI;

HaCTpoWKa napameTpoB YCTaHOBKM KOMMOHEHTOB NporpaMmHoro obecnedeHus, obecneymsaroLLas
WCK/IIOYEHMEe YCTAHOBKM (eciM  OCyWecTBMMO) KOMMOHEHTOB MporpammHoro  obecrnedyeHus,
MCMONb30BaHWE KOTOPbIX He TpebyeTcA ANA  peanvsaumMm  UHPOPMAUMOHHOM  TEXHOAOMMM
MHPOPMALUMOHHOM cUCTeMbl (HanpuMmep, NP 3anycKe YCTaHOBLLMKA MOXKHO Bbi6paTb MAKU He BbibpaTb
onpeaeneHHble ONUUU U, TemM CambiM, PaspewnTb WAW 3aNpPeTUTb YCTAaHOBKY COOTBETCTBYHOLIMX
KOMMOHEHTOB NporpaMmHoro obecneyeHus);

Bbl6OP KOHPUIYPaLIMM YCTaHABAMBAEMbIX KOMMOHEHTOB MPOrPaMMHOro obecneyeHus (B TOm yncne
KOHdUrypaLumm, npeaycMaTpUBatoLLMe BKIOYEHUE B AOMEH, UNN HEBKOYEHME B JOMEH);

KOHTPO/Ib 33 YCTaHOBKON KOMMOHEHTOB MNPOrpaMMHOro obecrnedyeHus (cocTaB KOMIMOHEHTOB,
napameTpbl YyCTaHOBKU, KOHOUIYPaLMA KOMMNOHEHTOB);

onpeaeneHne U NpMMeHeH1e NapameTPoB HAaCTPOMKN KOMMOHEHTOB MPOrpamMmMHOro obecneyeHus,
BK/IOYAA MPOrPamMMHble KOMMOHEHTbI CPeACTB 3aWwuTbl MHGOPMALMM, 0becneymBaoWmnX peannsaumio
Mep 3aLLMTbl MHGOPMALLMK, @ TaKKe YCTPaHEHNE BO3MOXKHbIX yA3BUMOCTEN MHGOPMALMOHHOMN CUCTEMBI,
NPMBOAALLMX K BOSHUKHOBEHMIO Yrpo3 6€30MacHOCTY MHPOPMaLMK.

MpaBuna 1 npoueaypbl yNpaBAeHUA YCTAHOBKOM (MHCTannAumMein) KOMNOHEHTOB NPOrPaMMHOro
obecneyeHna (B TOM uuCie YNpaBieHUA COCTaBOM W KOHOUrypaumen noanerkalmx YCTaHOBKe
KOMMOHEHTOB NpPOrpammHoro obecneyeHus, napameTpamy YCTaHOBKM, MapameTpammu HaCTPOMKK
KOMMOHEHTOB NPOrpammHOro obecneyeHuns) pernameHTUPYIOTCA B OpraHM3aUuMoHHO-PacnopaanTeNbHbIX
[OKYMeHTax ornepaTopa no 3awmte MHPOPMaLMK C YHETOM SKCMAYyaTaLMOHHOMN AOKYMEHTaLMUN,

TpeboBaHua K ycuneHuto ONC.2:

1) B MHd)OpMaLLMOHHOVI cucreme 40/1XKHO obecneynBaTbCa UCNONb30BaHME cpeacTts aBTOomMmaTmnsaumnm
ana npumeHeHMA M KOHTPOA NMapameTpoB HaCTpOVIKM KOMMNOHEHTOB NPOrpamMmmHOro o6ecnequMﬂ,
BINAKOWNX Ha 6e3onacHOCTb I/IHd)OpMaLI,I/IVI;

2) B "HGOPMALMOHHOMN CUCTEeME A0/KHbI BbITb Peann3oBaHbl aBTOMaTU3MPOBaHHbIE MeXaHU3MbI
pearMpoBaHMs Ha HECaHKUMOHUPOBAHHOE W3MEHEHWe MapaMeTPOB HACTPOWKM KOMMOHEHTOB
nporpamMmHoro obecneyeHus, BAMAOWMX Ha 6esonacHocTb MHPOpMaLMKM, npeaycmaTpuBatoLme
6/10KMpOBaHMe AOCTYNa K CPeACTBY BbIUMCAUTENbHOW TEXHUKU U (MAK) MHbOPMaLMKM, aBTOMaTUYECKOe
BOCCTaHOB/IEHWE  MapaMeTPOB  HaCTPOMKK waM  apyrme  aeucTtems, npenATcTByloLMe
HECaHKLUMOHNPOBAHHOMY A0CTYny K MHGOPMALMM, KOTOPbIM MOXKeT 6biTb MNosyyeH BCAeACTBUE
HEeCaHKLMOHNPOBAHHOIO M3MEHEHMA NapaMeTPOB HaCTPOMKY;

3) B VIHd)OpMaLI,VIOHHOVI cucreme A0/1KHO obecneuynBaTbCs UCMO/Ib30BaAHUE cpeacTts aBTomMmaTmnsaunm
ana WNHCTaanaumm m UeHTPann3oBaHHOIO ynpas/seHnA npoueccamn UHCTaAnAuuMun, B TOM 4ucne C
npumeHeHnem NnakeToB COOTBETCTBYHOLMNX ,D,MCTpM6YTMBOB nporpammHoro obecneyeHus.



CopeprkaHue 6asoBon mepbl OMC.2:



Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm
4 3 2 1
onc.2 + +
Ycunenue OrM1C.2 1

OnNC.3 YCTAHOBKA (MHCTANNAUWMA) TONIbKO PA3PELLEHHOIO K MCNON1b3OBAHUIO MPOTPAMMHOIO OBECMEYEHUA U (MNTN) ETO KOMMOHEHTOB

TpeboBaHuAa K peanusaumm OMNC.3: OnepaTopom A0/KHA BbiTb obecrnevyeHa yCTaHOBKA (MHCTANNAUMA) TONbKO pPaspelleHHOro K WMCMNo/b30BaHUIO B
MHDOPMaLMOHHOM cMCTeME NPOrpamMmMHOro obecneyeHua U (Mm) ero KOMNOHEHTOB.

YcTaHoBKa (MHCTannAuma) B MHGOPMALMOHHOW cucTeme MporpammHoro obecnedyeHusa (BuAa, TMMa, Knacca nporpammHoro obecneyeHus) u (unu) ero
KOMMOHEHTOB OCYLLECTBAAETCA C Yy4E€TOM NepeyHa nporpammHoro obecrneyeHms U (MAM) ero KOMMNOHEHTOB, pa3pelleHHbIX ONepaTopomM K ycTaHoBKe ("6enblit
cnucok"), u (unn) nepeyHem NporpammHoOro obecrneyeHma U (MIN) ero KOMMNOHEHTOB, 3anpeLLeHHbIX ONepaTopom K ycTaHoBKe ("YepHblit cnncok"). YKasaHHble
nepeyHyn NporpammHoro obecneveHuna n (MAn) ero KOMMNOHEHTOB pa3pabaTbiBalOTCA ONepaTopom AnA MHPOPMALMOHHOM CUCTEMBI B LLEJIOM UAW O/1S BCeX ee
CErMEHTOB WM YCTPOWCTB B OTAENAbHOCTM M (PUKCUMPYIOTCA B OPraHM3auUMOHHO-PacnopAAUTENbHON AOKYMEHTaUMWM onepaTopa Mo 3awuTe WHpopmauum
(nokymeHTUMpYtOTCA).

YcTaHoBKa (MHCTannaumsa) B UHGOPMALMOHHOM cUCTEME NPOrPaMMHOTo obecneyeHuns n (MM) ero KOMMNOHEHTOB [O/IXKHA OCYLLECTBAATLCA TOJIBKO OT UMEHMU
aAMUHUCTpaTopa B cooTeeTcTBum ¢ YIA.5.

Onepatopom fo/KeH obecneynBaTbCs NEPUOSUYECKMIA KOHTPO/b YCTAHOB/IEHHOMO (MHCTa/LIMPOBAHHOIO) B MHGOPMALIMOHHOW CUCTEME MPOrPaMMHOr0
obecrneyeHnn Ha NpegMeT COOTBETCTBUA €ro NepeyHto NPorpaMmHoro obecnedeHus, paspelieHHOMY K YCTaHOBKe B MHGOPMALMOHHOW CMCTeMe B COOTBETCTBUM C
AH3.4, a TaK»Ke Ha NpeaMeT OTCYTCTBUA NPOrpPamMmMHOro obecneyeHus, 3anpeLLeHHoro onepaTopom K yCTaHOBKe.

TpeboBaHuA K ycunenumio OMNC.3:

He ycTaHOBAEHbI.

CopaepkaHue 6aszoson mepbl OMNC.3:

Mepa 3aLuThl Knacc 3awmiieHHocTM MHGOPMaLMOHHOM CUCTEMbI




nHbopmaumm 4 3 2 1

onc.3 + + + +

Ycunenune OMNC.3

Onc.4 YNPABNEHWUE BPEMEHHbLIMW ®ANAMM, B TOM YMUC/IE 3ANPET, PASPELLEHUE, NEPEHAMNPAB/IEHUE 3AMUCK, YOANEHWUE BPEMEHHbIX ®AN/10B

TpeboBaHua K peanunsaumm OMC.4: B MHOOPMALMOHHON CUCTEME AO/KHO OCYLLECTBAATLCA YNpPaB/ieHWe BPeMEHHbIMKU dalinamu, B TOM 4YMC/e 3anper,
paspelleHuWe, NepeHanpaBAeHne 3anucK, yaaneHme BpemeHHbIX Gpaiinos.

YnpaBsneHue BpeMeHHbIMU dpannamu AONKHO obecrneymBaTb NepexsaT 3annucu BpeMeHHon MHbopmaumnmn B ¢paiinbl Ha CUCTEMHOM (3arpy3o4yHom) pasaene
MaLINMHHOro HocuTens MHGopmaL MM CPeacTBa BbIYMCAUTENbHON TEXHUKM U ee nepeHanpasB/ieHMe B onepaTuBHYIO NamATb M (Man) B Apyroi pasaen mMallMHHOTo

HocuTena MHGopMaLMKM C NoCNeayIoWe O4YUCTKOM (CTUpaHUeEm).

OnepaTopom Jo/KeH O6biTb onpefeneH M 3apUMKCMPOBAH B  OPraHM3aLMOHHO-PACNOPAAMTENbHOW AOKYMEHTauMM No  3awute MHPopmMaLmu
(3a0KyMeHTMpOBaH) NOPAAOK OYMCTKM (CTUPAHMA) BpeMeHHbIX $aiinos.

TpeboBaHuA K ycunenumio OMNC.4:

1) B MHGOPMALMOHHOM CUCTEME A,0MKHbI OCYLLECTBAATLCA:

a) KOHTPO/Ib AOCTYNA K BpeMeHHbIM daitnam;

6) yoaneHue BpemeHHbIX $paiioB No 3aBepLUeHnn ceaHca paboTbl C HUMM.

CopeprkaHue 6asosoi mepbl OMNC.4:

Mepa 3almTbl Knacc 3awmiweHHOCTU MHGOPMALMOHHOW CUCTEMBI
nHbopmauum
4 3 2 1
onc.4

Ycunenue OMNC.4




3.4. 3ALLUNTA MALLUMHHBIX HOCUTENEN MHOOPMALUK (3HN)
3HW.1 YYET MALUMHHbBIX HOCUTENEN UHOOPMALUN

TpeboBaHua K peanusauym 3HW.1: Onepatopom AoMKeH ObiTb obecneyeH yyeT MaLIMHHbBIX
HocuTenen MHPOPMALUMKU, UCMONb3YEMbIX B MHPOPMALIMOHHOW cUCTEME AN XPaHEeHUA U 06paboTku
nHpopmaymu.

YueTy nognexar:

CbeMHble MallWHHble HocuTenn WHpopmaumu (PpasWw-HaKoMUTENU, BHELWWHWE HaAKOMUTEAN Ha
YKECTKUX ANCKAX U UHblEe YCTPOMUCTBA);

NopTaTUBHbIE BbIYUCAUTE/NbHbIE YCTPOMCTBA, MMEIOWME BCTPOEHHbIE HOCUTENU WHPOpMaLnn
(HOyTObYyKM, HETbyKM, nnaHwWeTbl, COTOBble TenedoHbl, UMPPOBblIE Kamepbl, 3BYKO3anucbiBalowWMe
YCTPOICTBA U MHblE aHaN0rMYHble NO GYHKLMOHANbHOCTU YCTPOICTBA);

MaLUUHHbIE HOCUTEAN MHOPOPMALMM, BCTPOEHHbIE B KOPMYC CPEACTB BbIYUCAUTENBHOW TEXHUKU
(HaKoMUTENN Ha KeCTKUX ANCKaX).

YYyeT MaWMUHHbIX HocuTenen MHGOpPMaLMU BKIKOYAET NPUCBOEHUE PErUCTPaALMOHHBLIX (YYETHbIX)
HOMepOB  HocuTenam. B KayecTBe  pPernmcTpauyoHHbIX  HOMEPOB  MOFYT  MCMOJ/b30BaTbCA
NOEeHTUOMKAUMOHHbIE (cepuitHble) HOMEpPa MaLLUHHbIX HOCUTENel, NMPUCBOEHHbIX MPOU3BOAUTENAMM
3TUX MaLUMHHBIX HOCUTeNel UHPOPMaLUN, HOMEPA MHBEHTAPHOrO y4YeTa, B TOM YMC/e MHBEHTapHble
HOMepa TEXHUYECKUX CPEACTB, MMEIOLWMUX BCTPOEHHbIE HOCUTEIM MHDOPMaLUK, U UHbIE HOMEpA.

YyeT CbeMHbIX MaLIMHHbIX HOcUTenen WHGOPMaUUM BeAeTCA B KYpPHaiax y4eTa MALUMHHbIX
HocuTenen nHdopmauuu.

YyeT BCTPOEHHbIX B MOPTAaTUBHblE WAW CTaUMOHapPHble TEXHWYECKMe CPeacTBa MALUMHHbIX
HocuTenen MHOOPMALMM MOXKET BECTUChb B KYpHanax MaTepuasibHO-TEXHUYECKOro y4yeTa B COCTaBe
COOTBETCTBYIOLMX TEXHUYECKUX cpeacTs. [1pu UCNoNb30BaHUKU B COCTaBE OAHOMO TEXHUHYECKOTO CPeacTBa
MHOOPMALMOHHON  CUCTEMbI  HECKONIbKUX  BCTPOEHHbIX MALUMHHBIX HOcuTenen uHbopMaLmy,
KOHCTPYKTUBHO 06 beANHEHHDbIX B €AUHbIN Pecypc ANA XpaHeHUA MHPOPMALLMK, AONYCKAETCA NPUCBOEHME
pPerncTpaunoHHOro Homepa TEXHNYECKOMY CPEACTBY B LLE/IOM.

PerncTpaumMoHHble MAM MHble HOMEpPA MOAJIEXKAT 3aHECEHWUI0 B KYPHaNbl yvyeTa MalUHHbIX
HocuTeNnein MHGOPMALIMM UM XKypPHANbI MaTePUabHO-TEXHUYECKOTO YYeTa C YKazaHMeM Mnosib3oBaTens
WY TPYNMbl NONb30BaTeIei, KOTOPbIM PaspeLleH AOCTYN K MALLUMHHbIM HOCUTeNAM MHpopMaLuu.

PasgenbHOMy yuyeTy B JKypHanax ydyeta noAne)aT CbemHble (B TOM 4ucC/ie MNopTaTUBHbIE)
nepesanucbiBaemMble MallMHHble HocUTenn MHGopMaumm (GA3LW-HAKONUTENN, CbEMHbIE KECTKME AUCKHN).

TpeboBaHuA K ycuneHuo 3HN.1:

1) onepaTtopom obecneymBaeTcs MapKMPOBKA MALUMHHbIX HOCUTeNel MHGOPMALMU (TEXHUYECKUX
CPeACTB), LONONHUTENILHO BK/IHOYAIOLWAS:

a) uHPopMaumMio O BO3MOKHOCTM MCMONAL30BaHUS MALIMHHOIO HocuTensa WMHGOPMauUUKU BHe
MHGOPMALNOHHOM CUCTEMBI;

6) WHPOPMALMIO O BO3MOMKHOCTM WCMO/b30BAHMA MALUMHHOMO HOCUTENs WHpopMauuKn 3a
npeaenamm KOHTPOMPYEMOM 30HbI (KOHKPETHbIX MOMELLLEHWNN);

B) anVI6yTbI 6e3OI'IaCHOCTVI, YKa3sbiBaloule Ha BO3MOXXKHOCTb MCMNOJZ1Ib30BaHNA 3TUX MALIUNHHbIX



HocuTenen nHbopmaummn ans o6paboTKM (XpaHeHUs) COOTBETCTBYOLWMX BUAOB MHPOpMaLMK;

2) onepaTopom obecneynBaeTca MapKMPOBKA MAWWMHHbIX HOocuTenen HGopmaumm (TeEXHUYECKUX
CPeACTB), AONONHUTENIbHO BKOYAIOLWLANA HEOTTOPraemyto LMppoBYyo MeTKY HOCUTeNss MHPOopmMaLun ans
obecneyeHns BO3MOMKHOCTM pacrno3HaBaHWA (MAEHTUOMKALMM) HOCUTENS B CUCTEMAX YMpaB/ieHus
AOCTynom;

3) onepaTopom obecrneymBaTbCca MapKMPOBKA MALLMHHBIX HOCuTenel MHGopmaumm (TEXHUYECKUX
CpeacTs),  AONONHUTENIbHO BK/ItOYAtOLL,AA NCMNo/ib30BaHNe MeXaHWU3MOoB pacno3HaBaHmA
(maeHTUdMKaLMM) HOoCUTENA MHPOPMALUM MO ero YHUKaNbHbIM PUINYECKUM XapaKTEPUCTUKAM.

CopeprkaHue 6asosoit mepbl 3HN.1:



Mepa 3awmTol

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

nHbopmaumm
3 2 1
3HU.1 + + +
Ycunerue 3HU.1 1la 1a, 16




3HW.2 YNPABJIEHME AOCTYNOM K MALUNHHBIM HOCUTENAM UHOOPMALIKA

TpeboBaHMa K peanusaumm 3HU.2: Onepatopom AO/KHbI ObiTb peasnsoBaHbl creayrolimne
OYHKUMM MO yNpaBAEHUIO [OCTYNOM K MALIMHHBIM HOCUTENAM WHQPOPMaLMKN, WUCMONb3yeMbiM B
MHPOPMALNOHHON cUCTEME:

onpeneneHne AO/MKHOCTHbIX ANUL, MMEWMX OGUBUYECKUM AO0CTYN K MALUMHHBIM HOCUTENAM
MHPopMaLUM, 8 UMEHHO K CeAYIOLWNM:

CbEMHbIM MaLWMHHBIM HOCUMTEeNsIM MHbopMaunn (dbn3l-HaKONUTENN, BHELWHWE HAKOMWUTENM Ha
YKECTKUX ANCKAX U UHble YCTPOMCTBA);

NOPTaTUBHbIM BbIYMC/UTE/IbHBIM YCTPOWCTBAM, MMEIOLLMM BCTPOEHHbIE HOCUTeNU MHPopMauum
(HOyTObYyKM, HETbyKM, nnaHwWeTbl, COTOBble TenedoHbl, UMPPOBblIE Kamepbl, 3BYKO3anucbiBalowWMe
YCTPOICTBA U MHblEe aHaN0rMYHble MO GYHKUMOHANBHOCTU YCTPOCTBA);

MaAWKNHHbIM  HOCUTENAM VIHd)OpMaLI,VIM, CTalMOHApPHO YCTaHaB/MBaembiM B KOpnyc cCpeAacts
BbIYNCANUTENBHON TEXHUKM (HaanN\ep, HaKonnTenn Ha XeCTtkux AMCKaX);

npeaocTasneHne Gpu3MYeckKoro AoCTyna K MalUMHHbIM HOCUTENAM WHOOPMaUUU TOJIbKO TeM
JIMLLIaM, KOTOPbIM OH HEOBX0AUM ANS BbINOJIHEHUA CBOUX AOJIKHOCTHbIX 06a3aHHOCTEN (PYHKUMIA);

MpaBuna M npoueaypbl AOCTYyMNa K MAWWHHbIM HOCUTENAM WMHGOPMALUK pernaMeHTUpPYIoTCA B
OpraHU3aLMOHHO-PaACNOPAANTENbHbBIX AOKYMEHTax onepaTtopa Mo 3awuTe nHdopmauum.

TpeboBaHuA K ycuneHuo 3HN.2:

1) npunmeHeHue aBTOMaTM3MpOBaHHOV1 CNCTEMDbI KOHTPOAA ¢M3MHECKOFO A0CTyna B NOMeLWEHNA, B
KOTOPbIX OCYLWECTBNAETCA XPaHEHNE MALUUHHbIX HocuTenen VIH(I)OpMaLI,MM,'

2) onevaTbiBaHME KOpMyca CPEACTBA BbIYUCAUTENBHOW TEXHWKW, B KOTOPOM CTaLMOHapHO
YCTAHOB/IEH MALUMHHbINA HOCUTENb MHPOPMaLMK;

3) B MHOOPMALMOHHOW CcUCTEME [O/MKHO 0b6ecneymMBaTbCa MNPUMEHEHWE MPOrPaMMHbIX
(NporpammMHO-TEXHUYECKMX) aBTOMATU3MPOBAHHBIX CPEACTB YMNpaBieHUs OGU3NYECKUM AOCTYNOM K
MaLUMHHBIM HOCUTENAM MHbOPMALLMK;

4) KOHTpPO/1b ¢M3MH€CKOFO AoCTyna Any, K MalWlnHHbIM HOCUTENIAM MH(bOpMaLl,MM B COOTBETCTBUU C
anM6yTaMM 6e3OI'IaCHOCTVI, YCTAHOBNEHHbIMU ANA 3TUX HOoCUTEeNen.

CopeprkaHue 6a3oBon mepbl 3HN.2:



Mepa 3aWwmnTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm

4 3 2 1

3HW.2 + + + +

Ycunenue 3HU.2

3HW.3 KOHTPO/1b NEPEMELLEHMA MALUMHHBIX HOCUTENEN MHOOPMALLMW 3A NPEAENBI KOHTPONIMPYEMOWM 30Hb!

TpeboBaHua K peanusaumm 3HN.3: Onepatopom AoKeH ob6ecneynBaTbCca KOHTPOIb NEpPeMELLEHNS UCMOJIb3yeMbIX B MHGOPMALIMOHHOM CUCTEME MALLUMHHbIX
HocuTenen nHpopmauum 3a npeaesibl KOHTPOAUPYEMOM 30HbI. MPKU KOHTPOJIE NepPeMELLEHMNA MALLUMHHbIX HOCUTeNen MHPOPMALMM AONXKHbI OCYLLECTBASATLCA:

onpegeneHne OO0/IKHOCTHbIX ML, UMeKLWKNX NpaBa Ha nepemelieHne mallnHHbIX HocuTenemn MHd)OpMaLJ,MM 3a npeaensl KOHTpOﬂMpyEMOﬁ 30HbI,

npegocTaBAeHME NPaBa Ha NepPeMELLEHNE MALUMHHbBIX HocuTenel MHGopMaLMmM 3a Npeaenbl KOHTPOANPYEMOM 30HbI TONLKO TEM /IMLAM, KOTOPbIM OHO
HeobXxoANMMO ANA BbINOJHEHWNA CBOMX AO/IKHOCTHbIX 0653aHHOCTEN (YHKUNIA);

yyeT nepemeLLaembiX MaLIMHHbIX HOCcUTenen MHpopmaumm B cootseTcTamm ¢ 3HN.1;
nepuvogmyeckas NpoBepKa HaMUYUA MaLUMHHbIX HocuTenel nHGopmaumm.

MpaBuna M npoueaypbl KOHTPOAA MNEPeMELLeHUA MaLMHHBIX HocuTenen MHOOPMaUMM PErnaMeHTMPYIOTCA B OPraHUM3aUMOHHO-PacnopPAAUTENbHbIX
[OOKYMeHTax ornepaTopa no 3awute MHGopmMaumm.

TpeboBaHuA K ycuneHuo 3HN.3:

1) onepatopom MHPOPMALMOHHOW CUCTEMbI ONpeaenaloTca 3a4aqn (BUAbl AeATeNbHOCTU, GYHKLUMK), ANA PeeHNn KOTOpbIX Heobxoanumo nepemelleHune
MaLUNHHBIX HocUTenel nHGopmauun 3a Npeaebl KOHTPOANPYEMO 30HbI;

2) npymeHeHWe B COOTBETCTBUM C 3aKOHOZ4aTeIbcTBOM Poccuitickoi Peaepaumm Kpuntorpadmyecknx MeToLoB 3aLnTbl MHPOPMaLMK, XPpaHUMOW Ha HocuTe e,
Nnpv NepemeLLeHNN MaLLMHHBIX HocuTenel MHGopMaunm 3a Npeaesibl KOHTPOMPYEMO 30Hbl;

3) onepatopom onpeaenAaetca 4O0/1KHOCTHOE /IMU 0, OTBETCTBEHHOE 3a NepemelleHne MallnHHbIX HocuTenemn l/IHd)OpMaLI,VIVI;

4) onepatopom MHOOPMALMOHHOW CUCTEMbI OCYLLLECTBASETCA NepMoamMYeckan NpoBepKa MallUHHbIX HocuTenein MHGopmMmaLum nocae UxX Bo3spaTa B npeaessl



KOHTPOIMPYEMOW 30HbI.

CopeprkaHue 6asosoi mepbl 3HN.3:

Mepa 3awmTol

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

nHbopmaumm

3 2

3HW.3

Ycunenune 3HN.3




3HMN.4 WCKMIOYEHME BO3MOMKHOCTU HECAHKUMOHWPOBAHHOIO O3HAKOMNEHMA C
COLOEPAHMEM  WHOOPMALMK, XPAHAWENCA HA MALWMHHbIX HOCUTENAX, U (UAK)
NCNONb3OBAHUA HOCUTENEN MHOOPMALMK B UHBIX UHOOPMALIMOHHbIX CUCTEMAX

TpeboBaHua K peanusauum 3HWU.4: Onepatopom A[ONMXKHO o0becneymBaTbCsi  MCKAOYEHUE
BO3MOHOCTM HECAHKLMOHUPOBAHHOIO O3HAKOMJIEHUA C coaepKaHnem MHOOPMaL MM, XPaHALLENCA Ha
MaLUMHHbIX HOCUTeNAX, U (MAN) UCNONb30BaHUA HOCUTENEeN MHPOPMALMKN B MHBIX MHPOPMALMOHHDIX
cucTemax.

NcKkNtoyeHne  BO3MOMKHOCTM  HECAaHKUMOHMPOBAHHOIO  O3HAKOMJIEHMA C  COAEp’KaHWem
MHbOPMaLMK, XPaHALLLEACA Ha MALLUHHbIX HOCUTENAX, U (MM) NCNONb30BaHUA HOocuTenen MHbopmaLmnm
B MHbIX MHPOPMALIMOHHBIX CUCTEMAX AO0JIKHO NpeaycMaTpmuBaTh:

onpeaeneHne TUMNOB MaLWUMHHbIX HOCuTenel MHbOpMaLMKM, MNOoLJEXAWMUX XPaHEHUIO B
NOMELLEHUAX, CMeuManbHO NpeAHasHaYeHHbIX AN XPaHEeHUSs MaLWMHHbIX HocuTenen WMHbopmaunm
(XpaHuAULLE MaWNHHBIX HOocUTenel nHpopmaumm);

®OU3NYECKMI KOHTPONb W XpaHEHWE MaLUMHHBIX HocuTenei MHOopmauMuM B MNOMELLEHURAX,
cneumanbHO MpeAHasHauYeHHbIX AN XPaHEHMA MALWMHHbIX HocuTenel uHoopmaumu (XxpaHunuuwe
MaLUMHHBIX HocUTenel nHdopmaunm);

3alMTa MaLUUHHbBIX HOCUTeNel WMHPOPMAUMM [0 YHUUTONKEHMA (CTUPAHMA) C HUX OAHHbIX U
0CTaTOYHOMN MHPopMaLMKn (MHGOPMAaLUM, KOTOPYIO MOXKHO BOCCTaHOBUTbL NOC/AE YaanAeHUs C NOMOLLLbIO
HeWwTaTHbIX CPeACTB M METOAOB) C MCMO/Mb30BaHMEM CPEeACTB CTUPaHMA AaHHbIX W OCTaTOYHOM
nHbopmaumu.

Mpasuna v npoueaypbl ynpasaeHUA, HanpasB/ieHHble Ha MCKAIOYEHUE HEeCAaHKLMOHMPOBAHHOMO
O3HaKoOM/1eHNA C coaepraHUem MH(bOpMaLl,MM, XpaHFIU.LEVICﬂ Ha MaWKWNHHbLIX HOCUTENAX, U (MI'IM)
MCNO/Ib30BaHNA HOCUTENeM MHd)OpMaLI,VIM B MHbIX MHd)OpMaLl,MOHHbIX Cncremax, pernameHTupyroTca B
OpraHn3auMoOHHO-pacnopAaAnNTENbHbIX AOKYMEHTAX onepaTtopa no 3awute MHd)OpMaLl,VIM.

TpeboBaHuAa K ycuneHuo 3HN.4:

1) onepaTopom [O/MKHbI MPUMEHATLCA CPEACTBA KOHTPOAA CbEMHbIX MALUMHHbIX HOCUTenel
UHbopmauuu;

2) onepaTopom A[OMXKHbI MPUMEHATbCA B COOTBETCTBMM C 3aKOHOAATENbCTBOM PoCCMIACKOM
denepaumnn Kpuntorpaduyeckne MeToabl 3aLwnTbl UHPOPMALUK, XPAHALLENACS HA MALMHHbIX HOCUTENSX;

3) onepaTopom gfonkeH OblTb onpefeneH MepedeHb MaLUMHHbIX HoOcUTenen WHbopmauuu,
NoANeXalmnX XPaHEHNIO B MOMELLEHMAX, CNEUMANbHO NpPeAHa3HAYEeHHbIX A1A XPaHEeHUs MaLIMHHbIX
HocuTenen nHbopmaunm (XpaHUNULLE MaLLMHHbIX HOCUTenen nHbopmaumn).

CopeprkaHue 6asoBon mepbl 3HN.4:



Mepa 3awmTol
nHbopmaumm

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

3 2

3HWN.4

Ycunenue 3HU.4




3HW.5 KOHTPO/1b UCNOIb30BAHUA UHTEPPENCOB BBOJA (BbIBOA)

TpeboBaHua K peanusaumm 3HWU.5: B MHPOPMALMOHHOM cUCTEME [OJIKEH OCYLLEeCTBAATLCA
KOHTPO/b UCMONb30BaHNA MHTepdeiicoB BBOAA (BbIBOAA).

KoHTponb uncnonb3oBaHUA (paspelleHne WM 3anpet) UHTepdeincos BBOAa (BbiBOAA) AOMNKEH
npeaycmaTpuBsaTh:

onpefeneHne onepatopom WHTepdelncoB CPeacTB BbIYMCAUTENbHOW TEXHWUKM, KOTOpble MOTyT
Mcnonb3oBaTbcA Ana BBoga (BbiBoAa) MHOOpPMaLMM, paspelleHHbIX W (MNM) 3anpeLLeHHbIX K
NCMo/Ib30BaHMNIO B MUHGOPMALMOHHOMN CUCTEME;

onpeaeneHne oOMNepaToOpoM KaTeropuin nosb3oBaTesieil, KOTOpbIM MpeaocTaBNeH AocTyn K
paspeLleHHbIM K UICNOb30BaHMIO MHTepdecoB BBOAA (BbIBOAA);

NPUHATUE MEP, UCKNIOYAIOLLMX BO3MOXKHOCTb MCMO/Ib30BaHMA 3anpeLleHHbIX MHTepdeiicoB BBOAA
(sbiBOAA);

KOHTPO/Ib AO0CTyMa Mno/sb30BaTeNeil K paspelleHHbIM K MCMOoJ/ib30BaHWIO MHTepdelicoB BBOAA
(sbiBOAA).

B KauecTBe Mep, MCKIOYAIOLLMX BO3MOMKHOCTb MCMONb30BaHMA 3anpeLLeHHbIX MHTepdeiicoB BBOAA
(BbIBOAA), MOTYT NPUMEHATLCS:

oneyatbiBaHWe MHTepdelicoB BBOAA (BbiBOAA);
NCMNO/Ib30BaHNE MEXaHUYECKUX 3annpatoLwmnxX YCTPOMCTB;
yaaneHue gpalisepos, obecneunsarowmx paboty nHtepdelicos BBoaa (BbiBoAa);

npUMeHeHne CpeacTs 3alWuTbl MHPOPMaLMK, 0BecnevymBaloWmMX KOHTPOJIb WMCMO/b30BaHUA
NHTepdelicoB BBOAaA (BbIBOAA).

MpaBuMna w©  npoueaypbl  KOHTPONS  MCNOMb30BaHMA  WHTepdelicoB BBOAa  (BbiBOAA)
PErnameHTUPYIOTCA B  OPraHM3aUMOHHO-PACMOPAANTENbHBIX [AOKYMEHTaX onepatopa No 3awuTte
nHpopmaymu.

TpeboBaHuA K ycuneHuo 3HN.5:

1) B WHbOPMaUMOHHON cucTeme [0NXKHA b6biTb obecnedyeHa pervcTpaums MCMosib30BaHMA
nHTepdelicoB BBoAa (BbiBoAa) B cootBeTcTBun ¢ PCB.3;

2) onepatopom ob6ecrneunmBaeTcs KOHCTPYKTUBHOE ((dU3MYECcKoe) WCKAoYeHue W3 CPeacTBa
BbIYUCUTENLHOMN TEXHUKM 3aMNpeLLeHHbIX K MCMN0J/Ib30BaHMIO HTepdEcoB BBOAA (BbIBOAA);

3) onepatopom WHPOPMALMOHHOM cCUCTEMbI oObBecneymMBaeTcd MPOrPAaMMHOE OTKAUYeHue
3anpeLLeHHbIX K MICNob30BaHMIO HTepdeiicoB BBOAA (BbiBOAA).

CopeprkaHue 6asoBon mepbl 3HN.5:



Mepa 3aWwmnTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm
4 3 2 1
3HW.5 + +
Ycunexune 3HNU.S 1

3HW.6 KOHTPO/1b BBOJA (BbIBOAA) UHOPOPMAL NN HA MALUUHHBIE HOCUTETIU UHPOPMALINU

TpeboBaHuA K peanmsauum 3HN.6: B uHGOPMaLMOHHOM CUCTEME A0/IXKEH OCYLLECTBAATLCA KOHTPO/1b BBOAA (BblBOAa) MHGOPMALMM HAa MALLNMHHbIE HOCUTENU
nHbopmaumm.

KoHTponb BBOAA (BblBOAA) MHPOPMALMM HA MALLMHHbIE HOCUTENM MHPOPMALLIUK SOIKEH NPeayCcMaTpUBaTh:
onpeaeneHne onepaTopom TUNOB HocuTenein MHGopmaunn, BBoL (BbliBoa) MHPOPMaLMKN HA KOTOPbIE MOANEHKUT KOHTPOIO;

onpeaeneHve onepaTopom KaTeropuii Nosib3oBaTesiel, KOTOPbIM NPEAO0CTaB/eHbI MOJHOMOYUS MO BBOAY (BbiBOAY) MHPOPMALUM HA MALLMHHbBIE HOCUTENN B
cooTseTcTBMK ¢ YT [.2;

3anper gencTeuii no Beoay (BbiBoay) MHPOPMaLMK ANA NOb30BaTeNEN, HE UMEIOLLMX NOHOMOYMIA Ha BBOA, (BbiBOA) MHGOPMALMM HA MALLMHHbIE HOCUTEU
MHbOPMaLUK, U Ha HOCUTENIM MHPOPMALMK, Ha KOTOpble 3anpeLleH BBo, (BbiBoa) MHbOpMaLuuy;

pernctpauma AencTemii nosb3oBartene n cobbiTmii No BBoAY (BblBoAy) MHOOPMALIMM HA MALLUMHHbIE HOCUTENN MHbOopMaLmMK B cooTBeTcTBuK ¢ PCB.3.

MpaBuna ¥ npoueaypbl KOHTPOAA BBOAA (BblBOoAa) MHPOPMALMM Ha MALUMHHbIE HOCUTENM WHGOPMALMKM PEernameHTUPYIOTCA B OpraHM3aLMOHHO-
pacnopsaauTenbHbIX AOKYMEHTax onepaTopa Mo 3awmTte nHpopmaumu.

TpeboBaHuA K ycuneHuo 3HN.6:

1) B MHGOPMALMOHHOM CUCTEME A0MKHA CO34aBaThCA KONUA MHGOPMaLMK, 3aNMCbiBaeMOl NONb30BaTENAMM Ha CbeMHble MalLUMHHbIE HOCUTENN MHPOopMaLUN
(TeHeBOe KonnpoBaHue);

2) onepartopom AO0J/IKHbI NPUMEHATLCA CPeACTBA KOHTPO/IA NOAKNKOYEHNA CbEMHbIX MALUMNHHbBIX HocuTenemn VIH(I)OpMaLI,VIM.

CopaepkaHue b6aszosoin mepbl 3HWN.6:



Mepa 3aWwmnTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHdopmauum

4 3 2 1

3HW.6

Ycunenue 3HU.6

3HW.7 KOHTPO/Ib NOAKNHOYEHUA MALUMHHbIX HOCUTENEN MHOOPMALMN

TpeboBaHua K peanmsaumn 3HN.7: B uHPOpMaLMOHHOM cucTeEME A0MKeH obecneynmBaTbCca KOHTPO/Ib MOAKAIOYEHNA MALLMHHbIX HOCUTENEN MHOoPMaLUW.
KOHTpONb NOAKNIOYEHNS MALLUHHbBIX HOCUTe el MHOopMaLUUKM AONKEH NpeayCMaTpMBaTh:
onpeaeneHne onepaTopom TUNOB HocuTenen MHbopmaLmMmn, NOAKNOYEHNE KOTOPbIX K MHGOPMALMOHHOM cucTeme paspeLleHo B cooTeeTcTeum ¢ YMA.2;

onpeaeseHne onepaTopom KaTeropuii Nonb3oBaTeeil, KOTOPbIM NPeaoCTaBAeHbl NOJHOMOYMA MO NOAKAOYEHUIO HOCUTENEN K MHDOPMALIMOHHOM cucTeme
B cootBeTcTBum c YMNA.2;

3anpeT NoAKAYEHNA HocuTenen HdopmaLmMm, NOAKAOYEHME KOTOPbIX K UHGOPMALLMOHHOM CUCTEME HE PA3PELLEHO;
pernctpauus AencTeumiA Nonb3oBaTeNein n cobbITU MO NOAKAOUYEHUIO K MHGOPMALMOHHOM cucTeme HocuTenel B cooteeTcTeum ¢ PCB.3.

MpaBuna M npoueaypbl KOHTPOAA MOAKAOYEHWA MaWWHHBIX HOCUTenen WHGoOpMauUM PernameHTUPYIOTCA B OPraHM3aLMOHHO-pacnopAaUTENbHbIX
[OOKYMeHTax onepaTopa no 3awute MHbopmaLmu.

TpeboBaHuA K ycuneHuio 3HN.7:

1) onepaTopom AoKeH 0becneynBaTbCs KOHTPOIb MOAK/OYEHMA MALIMHHBIX HOCUTEIe MHPOPMALMK C UCMONb30BaHNEM CPEACTB KOHTPOAA MNOAK/IOYEHUS
CbEMHbIX MALWMHHbIX HOCUTENEeN MHOPMaLLMK, NO3BOAOLWMX YCTAHABANBATDL Pa3peLleHHble U (UK) 3anpeLLeHHbIe TUMbl U (UK) KOHKPETHbIE CbeMHble MALLMHHblEe
HOCUTENIN MHDOPMALMKN ANA PA3IMYHBIX KaTeropuii NoNb3oBaTenem;

2) 3anpeT NoAKNHYEHNA K VIH(I)OpMaLI,VIOHHOl7I cMcTeMe HocuTene nonb3oBaTtesAMUn, He UMEKLWLNMN NOJIHOMOYMI Ha noaxknr4YeHme HocuTenemn.

CopepkaHue b6aszoson mepbl 3HN.7:



Mepa 3awmTol
nHbopmaumm

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

3 2

3HW.7

Ycunenue 3HN.7




3HN.8 YHUYTOMEHWE (CTUPAHUE) MHPOPMALNN HA MALUWMHHBIX HOCUTENAX NPU WX
MNEPEOAYE MEXAY MOJIL3OBATENAMW, B CTOPOHHWE OPFrAHUSAUUW AONA PEMOHTA WU
YTUNU3ALUNN, A TAKKE KOHTPO/1b YHUYTOXEHUA (CTUPAHUA)

TpeboBaHua K peanusaumm 3HW.8: Onepatopom A[OAKHO o6ecneymBaTbCA YHUUTOMKEHUE
(cTMpaHune) MHPOPMALMM Ha MaALLUMHHBIX HOCUTENAX MPU WX Nepefavye Mexay MNoib3oBaTeNsiMU, B
CTOPOHHMWE OpPraHM3aLUKN A1 PEMOHTA UAW YTUAM3ALMUK, @ TAKKE KOHTPONb YHUUTOXKEHMUA (CTUPaHUA)
nHpopmaymu.

YHuUuTOXKEHME (CTMpaHMe) WHPOPMAUMM HA MALIMHHBIX HOCUTENAX LO/MKHO WCKAoYaTb
BO3MOXHOCTb BOCCTAHOB/JIEHMA 3aliMWAemolit MHPOpMaLMM Npu nepefayve MALIMHHBIX HOCUTenen
MeXKAY NoNb30BaTENAMM, B CTOPOHHME OpraHM3aumm 414 PEMOHTA UAN YTUAU3ALUMN.

YHUUTOXKEHMUIO (CTUPaHMIO) NoaneXuT nHGopmaLma, XpaHALWAnaca Ha LUMPPOBbLIX U HELUNPPOBDIX,
CbEMHbIX U HECbEMHbIX MaLLIMHHbIX HOCUTENAX MHOPMaLMK.

Mpoueaypbl YHAUTOXKEHMA (CTUPAHUA) MHPOPMALMN Ha MALWMHHBIX HOCUTENAX, @ TAKKE KOHTPOIA
YHUYTOXKEHUA (CTMpaHMA) MHPOPMaLMKM AO0MKHbI 6biTb pa3paboTaHbl ONEpaTopoM W BKAKOYEHbI B
OpraHM3aLMOHHO-pacnopAAUTENbHbIE 4OKYMEHTbI NO 3aLWuTe MHOPMALMHK,

TpeboBaHuA K ycuneHuto 3HN.8:

1) onepaTopom A0/MHbI B6bITb 0becrneyeHbl PerucTpaLms U KOHTPONb AEUCTBUA MO yAaNEeHUIo
3aWWMLWAEemMoit MHGOPMALMM U YHUUTOKEHUIO MALLUMHHbBIX HOCUTeNnen nHbopmauuu;

2) onepaTopomM AO/KHbI MPOBOAWUTLCA MEepUoAMYEecKas MpoBepKa Npoueayp U TeCcTMpOoBaHWe
CPeACTB CTUPaHMA MHOOPMALMM N KOHTPONA yAaNeHUa MHPopmMmaLmuu;

3) onepatopom nepes, NOAKNOYEHNEM K MHPOPMALMOHHOMN cucTemMe AOMKHO BbiTb obecneyeHo
YHUYTOXKEHME (CTMpaHMe) MHPOopMaLUK C HocuTesnel MHPOopMaummn nociae uMx NpuobpeTeHusa U npu
nepBUYHOM NOAKAOYEHMMN K UHPOPMALMOHHOM CUCTEME, MPU UCMONb30BaHNN B UHbIX MHPOPMALMOHHbIX
cuctemax, npu nepegade gna MNOCTOAHHOrO WCNO/b30BaHMA OT OAHOrMO MO/Ab30BaTens Apyromy
No/b30BaTeso, NOC/e BO3BPALLEHNA U3 PEMOHTA, @ TaK}KE B MHbIX Cy4asnX, onpeaensiemMblx onepaTtopom;

4) onepaTtopom A0/IKHO BbiTb 06ECneYeHo YHUYTOMKEHNE MaLUUHHbIX HocuTenen uHdopmaLmm,
KOTOpble He Nog/iexaT O4YMCTKe (HenepesanucbiBaemble MalWHHbIE HOCUTENU MHPOPMALLUK, TaKMUE KaK
onTMyeckue ancku tuna CD-R);

5) onepatopom fJO/IKHbI MPUMEHATLCA ClefyloliMe Mepbl MO YHUUTOXKEHUIO (CTUpaHUIO)
MHOOPMALMM HA MALUMHHBIX HOCUTENAX, UCK/OYatoLLME BO3MOMKHOCTb BOCCTAHOB/IEHUA 3aLUMLLLAEMON
nHpopmaymu:

a) yaaneHve ¢alinoB WTAaTHbIMKU CPEeACTBAMM OMEepPaLMOHHON cuctemsl U (Man) popmaTMpoBaHue
MaLUNHHOro HOCUTENs MHPOPMaLUK LUTAaTHBIMK CPeACTBAMMN OMNEPaLMOHHOM CUCTEMbI;

6) Nepesanucb yHUUTOXKaemblIxX (CTMpaemsbix) ¢ainoB caydaiiHoli 6UTOBOMN NoCNeA0BaTENbHOCTbIO,
yoaneHve 3anucu o ¢aiinax, obHyneHune KypHana ¢altnoBon cUCTEMbI UAM NOSHAA Nepes3anncb BCEro
agpecHoro MPOCTPaHCTBa MaLUNHHOro HocuTens nHbopmaumun cny4yaiHom 6uTOBOM
noc/ieA0BaTeNbHOCTBIO C NOC/eAyIOWMM GOpPMaTUPOBAHMEM;

B) OYMCTKa Bcero ¢GU3MYECKOro MNPOCTPaHCTBA MalUMHHOTO Hocutena uHbopmMaluuu, BKAkoYas
cboiHbIe U pe3epBHble 3/1EeMEeHTbl NamMATU CNeuManmM3MpPoBaHHbIMU NPOrpaMmaMmn UAN YTUAUTAMM
npoussoauTens;

I') NOoNHaA MHOTIOKpaTHaA nepe3anncb MalWlMHHOIoO HOCUTenA VIH(bOpMaLI,VIVI cneunanbHbIMU



6MTOBbLIMMU nocnenoBaTeNlbHOCTAMU, 3aBUCAWLMMU OT TUNA HAKOMUTENIA U UCNOJIb3yeMOIro MeToaa
KogunpoBaHUA VIHCI)OpMaLI,VIM, 3aTeém O4YUNCTKAa BCEro (I)VI3M‘-IECKOI'O NPOCTPaHCTBA HAKOMUTENA, BKKOYaA
cboliHble U pe3epBHbIE 3/1EMEHTbI NAaMATU CheunaananmpoBaHHbIMMU nporpammamn Uanm yTuantTamum
npounssoguTend,;

,D,) pasmarHnymBaHme mallMHHOIo HOCUTeENA VIH(I)OpMaLI,MM,'

e) Pusnyeckoe yYHMUTONKEHME MALUMHHOIO HOocuTens MHpopmaumm (B TOM UMUC/e CXKUraHue,
n3mesibuyeHue, NiaBeHMe, pacLlLenieHne, pacnblieHne 1 gpyroe).

CopeprkaHue 6asosoit mepbl 3HN.8:



Mepa 3awmTol

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

nHbopmaumm
4 3 2 1
3HWN.8 + + + +
Ycunerne 3HN.8 5a 1,56 1,58 1,2,3,5r




3.5. PETUCTPALLMA COBbITUI BE3ONACHOCTW (PCE)

3.5.1. PCb.1 OMPEAE/IEHME COBbITUM BE3OMACHOCTM, MOAMEMALLMX PEFUCTPALIAN, U
CPOKOB X XPAHEHWMA

TpeboBaHuMa K peanmsaumm PCB.1: Onepatopom AOJ/IKHbI ObiTb onpegeneHbl CobbITUA
6€e30MacHOCTM B UHPOPMALMOHHOWN CUCTEME, NOANEKALLME PETUCTPALMMU, U CPOKU UX XPAHEHUS.

CobbiTna 6e3onacHOCTM, NoAfexalume peructpaumm B UHOOPMAUMOHHOM CUCTEME, AOKHbI
onpeaenaTbeca ¢ y4eTom cnocobos peanmsaumm yrpos 6esonacHocTy Ana MHGOPMaLMOHHON cuctemsl. K
cobbiTMAM 6e30MacHOCTU, MoAJeXalMM pPerncTpaumMm B MHGOPMALMOHHON cucTeMe, AO0/KHbI ObiTb
OTHeceHbl Ntobble MNPOABAEHUA COCTOAHMA WHGOOPMALMOHHOM CUCTEMbI W €e CUCTEMbI 3aLMUTbl
MHGOPMALUMM, YKasbIBAOWME HA BO3MOMKHOCTb HapyLeHUA KOHPUAEHLMANbHOCTU, LLEeNIOCTHOCTU MK
AOCTYNHOCTU MHPOPMaLMKU, AOCTYMHOCTU KOMMNOHEHTOB WHGOPMAUMOHHOW CUCTEMbI, HApYLUEHUSA
npoueayp, YCTAaHOB/IEHHbIX OPraHM3aUMOHHO-PACNOPAAMTENBbHBIMM  AOKYMEHTAaMM MO 3aluTe
MHGOpPMAUMM OMepaTopa, a TaKKe Ha HapylweHMe WTAaTHOro ¢GYHKUMOHMPOBAHUA CPeACTB 3aLuUTbl
nHpopmaymu.

CobbiTnA H6e30nacHOCTU, NoANEeXKalume pernctpaumm B MUHGOPMALMOHHON CUCTEME, U CPOKU MX
XPaHEHMA COOTBETCTBYIOWMX 3anUCeN  PErncTpaLMOHHbIX KYPHANoB  AO/KHbI  obecneuynBaTtb
BO3MOHOCTb OOHAPYXEHUA, UAEHTUPUKALLMM M aHANM3A MHLMAEHTOB, BO3HUKLWNX B MHPOPMALLMOHHOM
cucteme. Moanekat perncTpaumm coboitna 6e3onacHoOCTH, CBA3aHHbIE C NMPUMEHEHMEM BblOPaHHbIX Mep
no 3awmrte MHGopmaLnn B MHPOPMALMOHHOM CUCTEME.

MNepeyeHb cobbLITUIN 6E30MacHOCTU, PernucTpauusa KOTOpbIX OCYLLECTBASETCA B TEKYLLMUN MOMEHT
BpEMeHU, onpeaenseTcd onepaTtopoM UCXOAA M3 BO3MOXKHOCTEM peanvs3aumm yrpos 6esonacHocTu
MHbopMauumnm un OUKCUpPYeTCcs B  OPraHM3aLUMOHHO-PACNoOPAAUTENbHBIX [AOKYMEHTax no 3awuTte
HpopMmauun (ZoKymeHTUpyeTCA).

B MHd)OpMaLI,MOHHOﬁ cncreme Kak MMHUMYM noanexat perucrtpaumm chegyroume cobbITuA:

BX04, (BbIXO4), a TaK¥e MNOMbITKM BXOAa CYObLEKTOB A0CTyna B MHPOPMALMOHHYIO CUCTEMY WU
3arpysku (octaHoBa) onepaLMoHHOM CUCTEMDI;

NOAKNIOYEHUE MALUUHHbIX HOcuTene WHbopmauumn U BbiBOA, MHOOPMALMM Ha HoCUTenu
UHbopmauuu;

3anycK (3aBeplueHne) nporpamMmm W npoueccoB (3agaHuiA, 3agad), cBA3aHHbIX C 06paboTKoW
3awmuaemoit Hbopmauuu;

NOMbITKM A0CTYyNa NPOrpaMmHbIX CPEACTB K OnpeaensembiM OnepaTopom 3almiLaeMbiM 06beKkTam
AoCTyna (TexHWYeckMm cpeacTBam, y3nam CeTM, NMHMAM (KaHanam) CBA3W, BHELWHMM YCTPOWCTBaM,
nporpammam, TOMam, Katasaoram, hanam, 3anncam, Noasm 3anucei) n MHbIM obbekTam 40CTYNa;

NOMNbITKMN yOaNeHHOIo A0CTyNna.

CoctaB u cogepxaHuve WHOOPMauMM O cobbITMAX 6e30MacHOCTM, MOANENALLMX PEerncTpaumu,
onpeaenatoTca B cootseTcTemu ¢ PCH.2.

TpeboBaHua K ycunenumto PCBE.1:

1) onepatopom pgosxeH obecneuynBaTbCsi MEpPecMOTP NepeyHs cobbiTuit  BesonacHocTy,
nogfexalmx perucTpaunm, He MeHee Yem OAMH Pa3 B rog, a TaKKe MO pe3y/ibTaTaM KOHTpoAsA
(MOHUTOPUHIA) 3a obecneyeHMem YPOBHA 3aLUMLLEHHOCTM WHOOPMaUMK, coaeprKalleinca B
MHPOPMALMOHHOM CUCTEME;



2) onepaTtopom B nepeyeHb cobbITUIA He30NacHOCTK, NoAeXKallnX pPerncTpaumm, AoNXHbl bbiTb
BK/lOYEHbl CObbITUA, CBA3aHHble C AENCTBUAMM OT MMEHU MNPUBUAETMPOBAHHbLIX YYETHbIX 3anucei
(agmuHucTpaTopoB);

3) onepaTopom B nepeyeHb COObITUI 6E30MaCHOCTM, NOANEKALMX PEFUCTPALMM, OO/KHbI BbITh
BK/IHOUYEHbI COBbITUSA, CBA3AHHbIE C U3MEHEHMEM NMPUBUNETUIA YYETHBIX 3anncen;

4) onepaTopom A0NXKeH BbITb obecrneyeH CPOK XxpaHeHUAa MHPOPMaLMM O 3aPEerncTPUPOBaHHbIX
cobbiTAX 6e30MacHOCTM He MeHee TPex MecCALEeB, eC/IM MHOe He YCTaHOBAeHO TpeboBaHUsMMU
3aKoHoZaTebcTBa Poccuinickon ®egepaumnm, npm STom:

a) ocyLLLeCTBASETCA XpaHEHWNE TO/IbKO 3anucei 0 BbiABAEHHbIX COBbITUAX 6e3onacHoCTy;

6) ocyLlecTBNAETCS XpPaHEHWe 3anucer O BbIBJAEHHbIX COObITUAX 6e30macHOCTU W 3anucen
CUCTEMHbIX YKYPHaN0B, KOTOPbIE MOCAYKUAM OCHOBaHMEM ANA PerucTpaumnmn cobbitua 6esonacHocTy;

B) OCyLLECTBNAETCA XPaHEHWUE XKYpPHA/NOoB I'IpMJ'IO)KEHVIVI, KOTOpbleé NOCNYyXWUIN OCHOBaHMEM ANA
perncrtpauunmn cobbITuA 6€3OI'IaCHOCTM;

r) ocylecTBAsieTCcA XpaHeHNe BCEX 3anmceit CUCTEMHbIX KYPHa/I0B U cobbITMIN 6e3onacHoCTy;

[1) OCYLLLECTBACTCA XpaHEHME BCEX 3anunCen ypHasioB NMPUNONKEHWNN.

CopeprkaHue 6asoBon mepbl PCB.1:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumm
3 2 1
PCB.1 + + +
Ycunenwne PCB.1 1,3,4a 1,2,3,46




PCB.2 ONMPEAENEHUNE COCTABA N COAEPKAHNA NHOPOPMALIMN O COBbITUAX BE3OMACHOCTH,
NOANEXRALLNX PETUCTPALNNA

TpeboBaHua K peanusauum PCB.2: B uHGOpMaUMOHHON cUCTEME AOJIKHbI ObiTb onpeaeseHbl
COCTaB M coaepkaHue nHpopmaLmm o cobbITUAX He30NacHOCTU, NOANENKALLMX PETUCTPALLUN.

CoctaB M coaeprkaHue WHPopmauMm o cobbiTuAXx 6e30MacHOCTH, BKAKOYAEeMOM B 3anucu
perucTpauum o cobbiTuax 6e30MacHOCTH, AO0JIKHbI, KaK MUHUMYM, obecneynmTb BO3MOMKHOCTb
naeHTMdMKaumm Tuna cobbitma 6esonacHoOCTM, [AaTbl W BpemMeHW cobblTua 6e3onacHocTH,
MAEHTUPUMKAUMOHHOM  UHPOPMAUUM  UCTOYHMKA cobbiTMa 6Ge3onacHocT, pe3ynabTaT  cobbiTus
6e3onacHOCTM (ycrelHo Uan HeycnewHo), cybbeKkT aoctyna (nonb3oBaTenb U (M1n) npolecc), CBA3aHHbIM
C AaHHbIM cobbITMEM Be3onacHOCTH.

Mpu pernctpaumm Bxoza (Bbixoaa) CybbEKTOB AOCTYNa B MHOOPMALMOHHYIO CUCTEMY U 3arpy3Ku
(ocTaHOBA) ONEpPaUMOHHOW CUCTEMBbI COCTaB M cofepraHve MHOOPMALMU OO/MKHbI, KaK MUHUMYM,
BK/lOYaTb AaTy M Bpema Bxoda (Bbixoga) B cuctemy (M3 cuctembl) WM 3arpysku (ocTaHoBa)
OnepaLMoHHOM CUCTEMbI, PE3YNbTAT NOMbITKM BXOAa (yCNewHasa uam HeycnewHas), pesyabTaT NnomnbITKK
3arpyskn (octaHoBa) OMEPALMOHHOM cUCTEMbI (ycMewHas WAM HeycnewHasn), uAeHTUUKaTop,
npeabABAEHHbIV NPY NOMbITKE AOCTYyNa.

Mpu perncTpaumm NOAKAOYEHNA MALUMHHbIX HOCcuTenel nHGopmaL M1 1 BbiBOAA MHGOPMALMKN Ha
HocuUTeNM MHGOPMALMM COCTaB M COAEP)KaHUEe PEerncTpauMOHHbIX 3arnucel AOJIKHbI, KaK MUHUMYM,
BK/IIOYATb A4ATY M BPEMSA MOAKIOYEHUS MaLLMHHBIX HOocuTenel nHdopmaLmm 1 BbiBoAa MHPOPMaLMK Ha
HocUTeNn MHpopMaLMK, TorMyeckoe MmaA (Homep) NOAKAYaEMOro MaWMHHOIO HoCcUTeNs MHGopMaL My,
naeHTMdMKaTop cybbeKTa 40CTYyNa, OCYLLECTBAAOLWETO BbiBOA MHOOPMALMK Ha HOCUTENb MHPOPMaLMN.

Mpu perMcTpaLmm 3anycka (3aBepLieHuns) Nnporpamm 1 NpoL,eccos (3agaHuii, 3aga4), CBA3AHHBIX C
06paboTKon 3awmiLaemMon MHGOPMaALMKM, COCTAaB U COAEP!KAHME PErncTPaLMOHHbIX 3aNMUCel O0MKHbI,
Kak MWHMMYM, BKIOYaTb OaTy U Bpema 3anycka, Mmsa (MaeHTUUMKaATop) nporpammsl (npouecca,
3afaHuA), ngeHtTnduKatop cybbekta AocTyna (yCTpoicTea), 3anpocuBLUEro nporpammy (npouecc,
3aZlaHue), pesynbTaT 3anycka (ycnewHbli, HeycnewHbli).

Mpu perncTpaumm MOMbITOK AOCTyna NPOrpammHbIX cpeacTs (nMporpamm, MNpoLeccos, 3agad,
3a4aHnii) K 3awmwaemsim dainam cocTaB M COAEpPsKaHWe PEermcTpaumoHHbIX 3anmncein A0MKHbI, Kak
MUHUMYM, BKAKOYATb AaTy U BPEMA NOMbITKX AOCTYNa K 3awwpiwaemomy daiiny c ykasaHuem ee pesysbraTa
(ycnewHasa, HeycnewHan), wuaeHTUdMKaTop cybbekTa pocTyna (yctpoictsa), cneunduKaumio
3awmiLaemoro ¢aina (normyeckoe uma, Tmn).

Mpu perncTpaummn NonbITOK AOCTYyNa NPOrpPamMMHbBIX CPeACTB K 3amwaembim obbeKkTam JocTyna
(TEXHMYECKMM CpeacTBam, y3/1am CEeTU, IMHUAM (KaHaNam) CBA3W, BHELWHMM YCTPOMCTBAM, MporpaMmmanm,
TOMaMm, KaTasioram, 3anucAm, MNOJISM 3anuceil) COCTaB U cofep’kaHue WHPOpPMauMKM LOJ/KHbI, KaK
MWHMMYM, BKAOYaTb OAaTy M BPemMs MOMbITKM AOCTYyMa K 3aWmwaeMoMy OOBEKTY C yKasaHuem ee
pesysbTaTa (ycnewHas, HeycnewHas), naeHTuourkaTop cybbekTa goctyna (yctpolictea), cneunduKaumio
3almaemoro obbekTa focTyna (nornyeckoe umsa (Homep).

Mpu peructpauum MOMbITOK YAANEHHOTO A0CTyna K MHGOPMALMOHHOW CUCTEME COCTaB M
coAepiKaHne MHOOPMaLMN AO0/MKHbI, KAK MUHUMYM, BKAKOYaTb AaTy WU BPems MOMbITKU yAaneHHOro
AOCTyna C yKasaHvMem ee pesynbTaTa (ycnewHas, HeycnewHas), naeHTMdGMKaTop cybbekTa gocTyna
(ycTpoiicTBa), MCNoOAb3yemMblit MPOTOKOA AOCTYNa, UCMOAb3yeMblit MHTepdeC gocTyna u (Man) UHYIo
MHPOPMaLMIO O NOMNbITKAX yAaNEHHOTo A0CTyna K MHGOPMALMOHHOM cucTeme.

Coctas u cogepxaHue VIH(I)OpMaLI,VIVI 0 cobbITHAX 6e30r|aCHOCTM, noanexawmnx perncrtpauuu,
OTpPaxKakTCA B OPraHn3auMOHHO-pacnopAgnNTENIbHbIX AOKYMEHTAaX onepaTtopa no 3awuTe MHd)OpMaLI,VIM.



TpeboBaHuA K ycunenuto PCBE.2:

1) B MHPOPMALMOHHOW cucTemMe obecneymBaeTca 3anucb AOMNOJHUTENbHOW WHPOpMaLuM o
cobbiTnAX 6€30NacHOCTM, BKIKOYAOLLYIO:

a) NONHOTEKCTOBYHO 3aMUCb NPUBUIETMPOBAHHbBIX KOMaHg, (KOMaHA, yNpaBAsOWMUX CUCTEMHbBIMM
dyHKUMAMN);

6) 3anncb ceTeBbIX MOTOKOB (AamnoB), CBA3aHHbIX C CObbITMEM 6e3onacHoCTY;

2) B MHPOPMALMOHHON cucTemMe obecrneymBaeTcs LEeHTpasM30BaHHOE YMpaBieHWe 3anucimu
pernctpauum cobbiTmii 6e30MacHOCTU B paMKax CEerMeHTOB MHPOPMALMOHHOW CUCTEMBI, ONpeaeniemblx
onepaTopom, U (Mnmn) MHGOPMALLMOHHOMN CUCTEMBI B LLE/IOM;

3) B UHOOpPMaLUMOHHOM cucTeme obecneunmBaeTca UHANBMAYAbHAA PErucTpauma nosib3oBaTesnei
rPynnoBbIX YYETHbIX 3anucen <*>;

<*> JloKa/ibHble U lOMEHHbIE TPYMMbl NO/b30BaTeIen.

4) B uHpopmaLMOHHOM cucTeme obecneumsaeTcsa peructpauus MHGopmaumm o mecrte (B 4aCTHOCTH
ceTeBoM agpec, reorpadumyeckan npuBasKa U (Mnun) apyraa MHPopmauma), C KOTOPOro OCYLLECTBASETCS
BX0Z, cy6beKTOB A0CTyna B MHPOPMALIMOHHYIO CUCTEMY;

5) B MHOOPMALMOHHOM CUCTEMe COCTaB M COoAep’KaHWe PerucTpaumMoHHbIX 3anuceid npu
perucTpaumnm 3anycka npoLeccos (MPUAOKeHUI) A0NKHbI BKAOYaTb cieaylowme ceegeHns:

a) mapaMeTpoB 3anycKa npouecca (MpUNoKeHus);

6) NPOAOMKUTENLHOCTb PaboThI;

B) 0OBEKTbI LOCTYNA, K KOTOPbIM OCYLLLECTB/ANOCH 0bpaLleHne npouecca (NpuUnoxKeHus);
r) ncnoNb3oBaHHbIE MPOLECCOM (MPUIOKEHMUEM) YCTPOICTBA;

6) B MHGOPMaLMOHHOM cucTeme obecneunmBaeTca 3anucb caeaytollein MHopmMaLnn, cBA3aHHOM C
OOCTYNom K o6beKkTam AocTyna (B 4acTHOCTU K dainam):

a) TMn gocTyna (B TOM YyMcae YTeHME, UCNONHEHME, 3aNUCb U (MNK) UHbIE TUMbI);

6) “smeHeHne aTpmbyTOB OOBEKTOB AOCTyna (NMpaBa AOCTyna, KOHTPOJIbHblIE CyMMbl, pasmep,
cofepiKaHue, NyTb, TUMN U (UK) MHble aTPUBYTLI);

B) NPOAO/IKUTENBHOCTb A4OCTYNa.

CopeprkaHue 6a3osont mepbl PCB.2:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumm
3 2 1
PCB.2 + + +
Ycunexue PCB.2 1a 1a




PCB.3 CEOP, 3ANMNCb N XPAHEHUE MHOOPMALMKN O COBbITUAX BE3OMNACHOCTU B TEHYEHUE
YCTAHOBJ/IEHHOIO BPEMEHW XPAHEHWA

TpeboBaHuA K peanusauyum PCB.3: B MHGopmMaLMOHHOMN cMCTEME AOJIKHbI OcyLlwecTBaaTbea cbop,
3anucb M xpaHeHWe MHbopmaumm o cobbiTMAX 6€30MacHOCTM B TeYEHME YCTaHOB/IEHHOTO ONEPaToOpPoOM
BPEMEHW XpaHeHMA MHOPMaLMK o cobbiTuax 6e3onacHoCTy.

C6op, 3anucb U xpaHeHne MHGOPMaLUMM O coBbITUAX 6E30NacCHOCTM B TeYeHUE YCTaHOB/IEHHOro
BPEMEHM XpaHEHUA [0/IKEH NpeaycMaTpuBaTh:

BO3MOXHOCTb BblboOpa agMMHUCTPATOPOM HGe30MacHOCTU cobbiTMM Be3onacHOCTM, noasexKalmx
perncTpauum B TEKYLMIA MOMEHT BPEMEHU U3 MnepedyHA cobbITMIt 6e30MacHOCTM, OnpedesieHHbIX B
cootBetcTteuu ¢ PCBE.1;

reHepaumio (cbop, 3anuceb) 3anucen peructpaumm (ayaurta) gns cobbiTviA  6esonacHocTy,
noanexawmx peructpaumnm (ayamty) B cootsetcteum ¢ PCB.1 ¢ coctaBom 1 cogeprRaHmem nHdopmaumu,
onpeaeneHHbiMM B cooTBeTcTBuK ¢ PCB.2;

XpaHeHue uHpopmaumm o cobbiTuax 6e3onacHoCTU B TeYEeHWEe BPEMEHMW, YCTAaHOB/IEHHOMO B
cootBeTtctemu ¢ PCB.1.

06Bbem NamaTn oA XpaHeHs nHpopmauum o cobbiTuax 6e30nacHOCTM A0MKEH ObITb PaccYMTaH U
BblAE/IEH C YY4EeTOM TUNOB CObObITUI Be3onacHOCTU, NoA/exKalunx perncTpaummn B cootsetctenm ¢ PCb.1,
COCTaBOM W coAeprkaHnem MHPopmauMm o cobbiTMAX O6e30MacHOCTU, MoAsieKallmnx Perncrpauumn, B
cooTBeTcTBUM ¢ PCB.2, NpOrHo3nMpyemoit YacToTbl BOSHUKHOBEHUS MOANENKALUNX PErncTpaumm cobblTuit
6e30nacHOCTU, CpOKa XpaHeHus MHPOPMaLMM O 3aPEerucTpPUpoBaHHbIX cobbiTUAX 6e3onacHocTn B
cooteeTcTBun ¢ PCBE.1.

Mpasuna v npoueaypbl cbopa, 3anncM M XpaHeHua MHPopmaumMm O cobbiTMAX 6e30NacHOCTM
PErnameHTUPYIOTCA B OPraHM3aUMOHHO-PACMNOPAANTENbHBIX [AOKYMEHTaXx onepatopa Mo 3awuTte
nHpopmaymu.

TpeboBaHuA K ycunenuio PCB.3:

1) B WHPOPMAUMOHHOW cUCTEME [JO/MKHO bObiTb  obecrneyeHO  LLEHTPasnM30BaHHOE
aBTOMaTM3MPOBaAHHOE YynpaB/ieHne CcHOPOM, 3anuUcbio M XpaHeHuem WHopmaumm O CcobbITUAX
besonacHocTY;

2) B MHPOPMAUMOHHOM cucTemMe obecneumBaeTca obbeauHeHMe WHbOpPMaLMKU U3 3anucen
perucTpauumn cobbiTvii 6e30MacHOCT, MOYYEHHOW OT pPasHbIX TEXHWYECKUX cpeacts (ycTpoWcTs),
nporpammHoro obecrneyeHma MHPOPMALIMOHHOM CUCTEMbI, B €AMHbIA NOTMYECKUA UAU DU3UYECKUI
YpHan ayauta c Koppensuuein WHPopmaumm No BPEMEHM [/ CBOEBPEMEHHOTO BbIIBAEHUS
WHUMIEHTOB M PearMpoBaHUA Ha HUX;

3) B uHbOpMaUMOHHOW cucTteme obecneumBaeTca obbeaMHeHMEe WHOOPMALUUM U3 3anuUcel
perucTpauumn cobbiTvii 6e30MacHOCTM, NOJlYY4EHHOW OT pPasHbIX TEXHWUYECKUX CpeactB (YCTPOWMCTB),
nporpammHoro obecrneyeHMa UMHPOPMALIMOHHOM CUCTEMbI, B €AMHbIA NOTMYECKUA UAU GU3MYECKUI
KYpHan ayauta ¢ Koppenauueint uHoopmaumm no cobbitam 6He3onacHoOCTU ANA CBOEBPEMEHHOro
BbIABNEHNA NHUNAEHTOB U pearMpoBaHUA Ha HUX B MacliTabax onepaTopa;

4) B MHOOPMALMOHHOM cucTemMe obecneymBaeTca XpaHeHWe 3anuceit CUCTEMHbIX KYPHaNoB U
3anuce o cobbiTMax 6Ges3onacHOCTM B 0060COO6NEHHOM XpaHuauwe, OUSUYECKM OTAeNIeHHOM OT
TEXHUYECKMX CPeACTB, BXOAALLMX B COCTaB MHPOPMALMOHHOW CUCTEMbI.

CopepraHue 6aszoson mepbl PCB.3:






Mepa 3awmTol

Knacc 3awwmueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

nHbopmaumm
3 2
PCB.3 + +
Ycunenue PCB.3 1




PCB.4 PEATMPOBAHWE HA CEOM MPU PETUCTPALNMM COBbITUIN BE3OMNACHOCTU, B TOM YUC/IE
ATMAPATHbBIE U MPOrPAMMHBIE OWWMBKK, CEON B MEXAHM3IMAX CBOPA MH®OPMALIMKN U
OOCTUXEHWE MPEAENA UMW MEPENOTHEHUA OBBEMA (EMKOCTU) NAMATHU

TpeboBaHua K peanusaumun PCB.4: B MHDOPMALMOHHOM cCUCTEME [O/IKHO OCYLLECTBAATLCA
pearMpoBaHuMe Ha cbou npu pernctpaumm cobbITM H6e30NacHOCTM, B TOM YMC/Ae annapaTHble U
nporpammuble OWKOKKM, cboM B MexaHuM3Max cbopa MHOOPMaUMM M AOCTUNKEHME npeaena uau
nepenosiHeHMa obbema (eEMKOCTH) NamaATK.

PearnpoBaHue Ha cboun npu peructpaumm cobbiTuin 6e30MacHOCTU AOKHO NpeaycMaTpuBaTh:

npeaynpexageHve (cMrHanvsauma, WMHOMKauua) agMUHUCTPATOPOB O cbosx (ammapaTHbIX W
NPOrpaMmMHbIX owunbKax, cboax B mexaHM3mMax cbopa MHPopmauuM WAM NepenosiHeHua obbema
(emKkocTu) namATK) Npu perncTpaumm cobbiTnin 6esonacHoCcTH;

pearMpoBaHvMe Ha cbou npu perucTpaumm cobbiTuii  6esonacHoCcTM NyTemM W3MEHEHUA
aAMMHUCTPATOPaMM NapameTpoB cbopa, 3anNncK 1 XpaHeHMsa MHPopMaLun o cobbiTnax 6e3onacHocTH, B
TOM uucie OTKAouYeHWe 3anucu MHPopmaumm o cobbiTAX 6e30MacHOCTM OT YacTU KOMMOHEHTOB
MHPOPMALMOHHOM CUCTEMBI, 3aMMCb MOBEPX YCTaPEBLUMX XPaHMMBbIX 3anuceit cobbiTuii 6esonacHocTy.

MpaBuna n npoueaypbl pearnpoBaHuAa Ha cbou npu perncrpaumm cobbiTmini 6esonacHocTU
PEernameHTUpPYIOTCA B OPraHM3auMOHHO-PACNoOPAANTENbHBIX [OKYMEHTax onepatopa Mo 3awuTte
nHbopmaumu.

TpeboBaHua K ycunenuio PCB.4:

1) B UHpopMauUmMoHHOM cucTeme obecneunBaeTca Bblgaya npeaynpexKaeHna aammHUCTpaTopy nNpu
3ano/IHEHUW YCTaHOBJIEHHOM ONEPATOPOM YacTh (NPOLEHT UK GaKTUYeCKoe 3HaYeHne) obbema NamaTu
ANA XpaHeHUsa MHGopmaunm o cobbiTax 6esonacHocTy;

2) B MHPOPMALMOHHOM cucTemMe obecneyMBaeTcs Bblgaya NpeaynpeskaeHna agMUHUCTPATopy B
MacwTtabe BpemeHu, 6AM3KOM K peasibHOMY, MPU HACTyNAeHUN KPUTUYHBbIX c6oeB B MexaHM3max cbopa
MHdOpPMaLMN, onpeaeneHHbIX OnepaTopom;

3) B MHdpopmauMOHHONW cucteme obecneumsaeTca 3anper 06paboTKM MHPOpPMaUUKM B Clyyae
annapaTHbIX WK NPOrpamMmHbIX owmnbok, cboeB B mexaHnamax cbopa MHPOpPMALMN AN LOCTUNKEHUS
npegena uav nepenosiHeHUsa obbema (eMKocTH) NamATK.

CopeprkaHue 6asoBont mepbl PCB.4:



Mepa 3aWwmTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI
nHbopmaumun
1 2 3 4
PCb.4 + + + +
Ycunexue PCE.4 13,2

PCB.5 MOHUTOPUHT (MIPOCMOTP, AHA/IN3) PE3Y/IbTATOB PEFUCTPALMWN COBbITUIA BE3OMNACHOCTM WU PEATMPOBAHUE HA HUX

TpeboBaHuA K peanmsauumn PCB.5: OnepaTopom A0KEH OCYLLECTBAATLCA MOHUTOPUHT (NPOCMOTP, aHan3) pe3ynbTaToB pernctpaumum cobbiTin 6esonacHocTu
M pearMpoBaHue Ha HUX.

MOHUTOPUHT (MPOCMOTP M aHa/M3) 3anuncelt pernctpaumu (ayauta) 4oaKeH NPoOBOAUTLCA A5 BCeX COOLITUN, NoA/eXaLUMX PETNCTPALMM B COOTBETCTBUN C
PCB.1, u C nNepMoaMyYHOCTbIO, YCTAaHOBJAEHHOM OMNEpPaTopom, M obecrneymBalolLelt CBOEBPEMEHHOE BbIIBIEHWE MPU3HAKOB WMHUMAEHTOB 6e3omacHocTH B
MHPOPMALMOHHOM CUCTEME.

B cnyyae BbiABAeHME NPU3HAKOB UHLNAEHTOB 6esonacHOCTU B VIH¢O|0M3LI,MOHHOVI CncTeme ocyullecrtendaeTca n1aHMpoBaHME U nNposeaeHune MepOI'IpMFITMﬁ no
pearnpoBaHMIo Ha BblAB/IEHHbIE MHUUAEHTDI 6e3onacHoOCTW.

Mpasuna v npouesypbl MOHUTOPUHIA PE3YNbTATOB PErucTpauum cobbITMin 6e30NacHOCTU U pearMpoBaHna Ha HUX PEernameHTUPYIOTCA B OpraHM3aumnoHHo-
pacrnopsaauTesibHbIX AOKYMEHTax onepaTtopa no 3awmte nHpopmaumuu.

TpeboBaHusA K ycuneHuto PCBE.5:

1) B "HGOPMaLMOHHOMN cUCTeMe A0/IKHbI 06ecneunmBaTbhCa MHTErpaUma pesybTaToB MOHUTOPKUHIA (MPOCMOTPa M aHanM3a) 3anuceit peructpaunn (ayamurta) us
pa3sHbIX MCTOYHMKOB (KYPHANOB, XPaHUAWULW, UHPOPMaLMN O COBbLITMAX BE30MacHOCTM) U UX KOPPEensauusa C UENblo BbiABAEHMA WUHUMAEHTOB 6e30nacHOCTU M
pearMpoBaHuWA Ha HUX;

2) B nHOOPMaUMOHHON cucTeme obecrneynmBaeTcs MHTerpauma npoLeccoB MOHWUTOPUHra (MPOCMOTpPa, aHanAM3a) pesynbTaToB pernctpaumm cobbiTuit
6e30MacHOCTM C pe3y/ibTaTamu aHanu3a yasBMMOCTEN, MPOBOAMMOrO B COOTBETCTBMM C AH3.1, M pesynbTaTamu OBHapYKEHUA BTOPMKEHWIA, NPOBOAMMOrO B
cooTBeTcTBUM ¢ COB.1 ¢ LLesiblo yCUeHNs BO3MOXKHOCTEN NO BbIIBAEHUIO MPU3HAKOB MHLMAEHTOB 6€30MNacHOCTH;

3) B MH(I)OpMaLI,MOHHOl\;I cucteme obecneynmBaeTcs NOAHOTEKCTOBLIN aHaNn3 NPUBUNETNPOBAHHbLIX KOMaHA,



4) onepatopom obecneunBaeTcs aHaM3 3aNMCaHHbIX CETEBbIX MOTOKOB (4amnos).

CopeprkaHue 6asosoit mepsbl PCB.5:

Mepa 3awmnTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm
4 3 2 1
PCB.5 + + + +
Ycunenune PCB.5 1

PCB.6 TEHEPMPOBAHME BPEMEHHbIX METOK U (M) CUHXPOHWU3ALIMA CUCTEMHOIO BPEMEHW B UHOOPMALIMOHHOM CUCTEME

TpeboBaHua K peanusaumm PCB.6: B MHPOPMALMOHHOM CUCTEME AO/KHO OCYLLECTBAATLCA FeHEepUpPOBaHWE HAAEKHbIX METOK BpemeHu u (uaum)
CUHXPOHMU3ALMA CUCTEMHOIO BPEMEHM.

MonyyeHne METOK BPEMEHW, BKAIOYAIOLWMX AATY U BPEMA, UCMOAb3YEMbIX MPU FeHepauuu 3anuceit peructpaumm (ayauta) cobbiTmii 6esonacHocTn B
MHPOPMaLMOHHOM cUCTEME AOCTUrAETCA NOCPEACTBOM NMPUMEHEHUA BHYTPEHHMX CUCTEMHBIX YacOB MHPOPMALMOHHOM CUCTEMBI.

TpeboBaHuA K ycuneHuto PCB.6:

1) onepatopom VIHd)OpMaLI,VIOHHOl‘/JI CnCTtembl O01KEH 6bITb onpeaneneH UCTOYHUK HaAeXKHbIX METOK BpPeEMEHWU; B MHd)OpMaLI,MOHHOﬁ cncreme A01XKHa
BbIMOJIHATLCA CUHXPOHM3aLUMA CUCTEMHOIO BpeEMEHN C NEPUOANYHOCTBIO, OI'IpE,CI,EﬂEHHOVI onepartopom.

CopeprkaHue 6asosoit mepsbl PCB.6:

Mepbl 3aLuTbI Knacc 3awmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm
4 3 2 1
PCB.6 + + + +

Ycunenue PCB.6 1




PCB.7 SALLUTA MHOOPMALIMN O COBbITUAX BE3OMNACHOCTU

TpeboBaHusA K peannsaumm PCB.7: B nHGOPMaLMOHHOM cucTEME A0/1XKHa 0becneuynBaTbCs 3aWwmMTa MHPOPMaLUKM O CobbITUAX BE30MacHOCTH.

3awmta MHPopmauum o cobbiTuax 6esonacHocT (3anucax perucTpaumu (ayawra)) obecneumBaeTcA NPUMEHEHMEM MepP 3alWmTbl MHPOPMALMUKM OT
HENpPaBOMEPHOro A0CTyna, YHUUTOXKEHUA AU MOAMDULMPOBAHUSA, oNpeseNeHHbIX B COOTBETCTBMM C HACTOAWMM METOAMYECKMM AOKYMEHTOM, U B TOM Yucie
BK/OYAET 3aLNTY CPEACTB BEAEHMA pernctTpaumnm (ayamra) M HacTpoeKk MexaHM3MOB PerncTpaumnm cobbiTuii.

JocTyn K 3anucam ayamta M QYHKUMAM YNpaBAeHUS MexXaHU3MaMK peructpaumm (ayauta) AONXKeH NpefocCTaBAAaTbCA TOJbKO YMNOAHOMOYEHHbIM
[ONKHOCTHBIM INLLAM.

MpaBwnaa u npoueaypbl 3aWUTbl UHGOPMALMK O COBLITUAX HE30NACHOCTM PErNaMeHTUPYIOTCA B OPraHN3aLMOHHO-PaCcNopAaANTEbHbIX LOKYMEHTax onepaTopa
no 3awmTe MHPopmaLmu.

TpeboBaHuA K ycuneHuto PCB.7:
1) B uHpopmaLMOHHOM cncTeme obecneynBaeTca pesepBHOE KOMMPOBaHWE 3anucei perncTpauun (ayamra);

2) B MHPOpPMaLMOHHOM cucTeme obecneymBaeTca pe3epBHOE KOMWPOBaHWE 3anucelt perncTpaumm (ayamrta) Ha HOCUTEAM OAHOKPATHOM 3anucu
(HenepesanucbiBaemble HOCUMTENU MHPOPMALLMK);

3) B I/IHd)OpMaLI,I/IOHHOI7I cncreme gnAa obecneyeHus LenoCTHOCTH VIHd)OpN\aLI,VIVI O 3aperncTpmpoBaHHbIX cobbITMAX H6esonacHoCTM AOJ/IXKHbI MPUMEHATLCA B
COOTBETCTBUU C 3aKOHOAATE/IbCTBOM Poccuitckoit (De,u,epau,MM KpmnTorpaqueCKme meToapbl;

4) onepaTtop NpeaocTaBAfeT AOCTYN K 3aNnCAM perncrpaumm cobbitnin 6esonacHocT (ayamTa) orpaHUYeHHOMY Kpyry aAMUHUCTPaTOPOB.

CopeprkaHue 6asoBoit mepbl PCB.7:

Mepa 3almTbl Knacc 3awmiweHHOCTU MHOPMALMOHHOW CUCTEMDI
nHbopmauum

PCB.7 + + + +




Ycunenue PCB.7

PCE.8 OBECMNEYEHWE BO3MOXHOCTU MPOCMOTPA U AHANU3A MHOOPMALIMK O AEMCTBUAX OTAENbHbLIX MO/Ib3OBATENEN B UHOOPMALMOHHON

CUCTEME

TpeboBaHuA K peanmsaumm PCB.8: B uHGOpMaUMOHHOM cucTeMe A0/1KHA MMETbCA BO3MOXKHOCTb NPOCMOTPA M aHaNn3a MHGOPMALLMK O AENCTBMAX OTAENbHbIX

nosib3osaTtesielt B UHGOPMALIMOHHOM cucTeme.

CBefeHuWA 0 AeNCTBUAX OTAE/bHbIX M0/b30BaTeIel B MHPOPMALMOHHOW CUCTEME AOMKHbI NPeAoCTaBAATLCA YNOAHOMOUYEHHbIM AOAXHOCTHLIM ANLAM AR
NPOCMOTPa M aHanM3a C Leblo PaccnefoBaHUA MPUYMH BO3HUKHOBEHMA MHUMAEHTOB B MHPOPMALMOHHOMW CMCTEME B COOTBETCTBMM C 3aKOHOAATENbCTBOM

Poccuinckoin epepaumm.

Mpasuna v npoueaypbl MPOCMOTPa WM aHasnaM3a MH(I)OpMaLI,MM o AeVICTBMﬂX OTAENbHbIX nonb3oBaTenem pernameHTnpyroTca B OpPraHM3aunMOHHO-

pacnopAagnTenbHbIX AOKYMEHTAX onepaTtopa no 3awuTe MHd)OpMaLI,MM.

TpeboBaHuA K ycuneHuto PCB.8:

1) B MHPOPMALMOHHON CUCTEME AO/MKHA BbiTb 0becneyeHa BO3MOMKHOCTb aBTOMATU3MpPOBaHHOM 06paboTKM 3anucelt peructpauumn (ayamra) cobbiTui

6e30nacHOCTN Ha OCHOBE KpUTepMeB M3bMpaTeNbHOCTH.

CopeprkaHue 6asosoi mepsbl PCB.8:

Mepa 3awmTol

Knacc 3awmuieHHoCcT! MHGOPMaLMOHHOM CUCTEMDI

nHpopmaymm

3 2

PCB.8

Ycunenue PCB.8




3.6. AHTUBMPYCHAA 3ALLUTA (AB3)
AB3.1 PEA/IN3ALUMA AHTUBUPYCHOM 3ALLMTDI

TpeboBaHuA K peanunsaumm AB3.1: OnepaTopom gonxKHa obecneymBaTbCs aHTUBMPYCHAA 3alLmMTa
MHPOPMALMOHHON CUCTEMbI, BKAtOYAOLWLAA ODOHApyXKeHWe KOMMbIOTEPHbIX MNporpamm amnbo MHOM
KOMNbIOTEPHOW  MHOOPMaLMKM, NpPefHA3HAYEHHbIX [ANA  HECAHKLMOHMPOBAHHOIO  YHUYTOMKEHMS,
610KMpoBaHMA, MoaMdUKaALMMU, KONUPOBAHWUA KOMMbIOTEPHOW WHPOPMALMM UAM  HEWUTpanU3aLmm
CpeacTB 3aWwmnTbl MHPOPMaLMK, a TaKKe pearMpoBaHmne Ha 0bHapyKeHUe 3TUX NPorpamMmm 1 HGopPMaUmK.

Peanusaums aHTUBMPYCHOM 3aLLUNTbI A0JXKHA NpeaycMaTpMBaTh:

npUMeHeHWe CpeacTs aHTMBMPYCHOM 3aliMTbl Ha aBTOMaTU3MPOBAHHbLIX pPabounx mecTax,
cepsepax, NnepMmMeTpasbHbIX CPeaCTBax 3aWuTbl MHGOPMaLMM (CPeACTBaX MEKCETEBOrO SKPaHNPOBaHKS,
NPOKcU-cepBepax, MOYTOBbIX LWAK3aX M APYrMX CPeAacTBax 3awuTbl MHOGOPMALMM), MOBUAbHBIX
TEXHUYECKMX CPEACTBaX WM WMHbIX TOYKAX O0CTyNa B MHOOPMALMOHHYIO CUCTEMY, NOABEPKEHHbIX
BHEAPEHMIo (3apakeHut0) BPeAOHOCHbIMM KOMMNbIOTEPHLIMM NPOrpaMmmamu (BUpycamm) 4yepes CbemHble
MaLUNHHbIE HOCUTENW MHPOPMALMU WAM CETeBble MNOAKAOYEHMA, B TOM uucie K ceTam obuiero
NO/1b30BaHUA (BNOMKEHWA 31EKTPOHHOM NOYTLI, BEG- M ApyrMe ceTeBble CepBuchI);

YCTaHOBKY, KOHPUIYpUpOBaHUE U ynpaBaeHue CPeaCcTBaMM aHTUBMPYCHOM 3aLLUUTLI;

npeaocras/ieHne A0CTyna cpeacTBaM aHTUBUPYCHOWM 3alnTbl K 0ObeKTamM MHPOpPMALMOHHOM
CUCTEMbBI, KOTOPbIE JONXKHbI ObITb NOABEPTHYTHI NPOBEPKE CPEACTBOM aHTUBUPYCHOM 3aLUMTbI;

npoBefAeHWe  MNepuoaMyYecKkUx  MPOBEPOK  KOMMOHEHTOB  MHOOPMALMOHHOM  CUCTEMDI
(aBTOMaTU3MpPOBaAHHbIX Pabouymx MecT, CepBEPOB, APYIMX CPEACTB BbIUMCAUTENbHOM TEXHUKKN) HA HalMumMe
BPEAOHOCHbIX KOMMbIOTEPHbIX NPOrpamm (BMpycoB);

NPoOBeEPKY B MacliTabe BpemeHu, BAM3KOM K peanbHOMY, 0b6beKToB (PalinoB) M3 BHELIHUX
WCTOYHMKOB (CbEMHbIX MALIMHHbIX HOCUTenNel MHOOPMaUMKM, CETEBbIX NOAK/OYEHUMN, B TOM YUCIe K
ceTam o6LLero Nonb30BaHUSA, U APYrUX BHELIHMX MCTOYHUKOB) NPU 3arpyske, OTKPbITUM UAN UCNOSHEHUM
Takux ¢alnos;

onoBeLeHne agMUHUCTPATOPOB 6e30MacHOCTM B MacluTabe BpemeHu, 61M3KOM K peasibHomy, 06
06HapY*KEHNN BPEAOHOCHbIX KOMMbIOTEPHbIX MPOrpamm (BUMpPYcos);

onpeaeneHune v BbINOJHEHWE AEACTBUIA NO pearnpoBaHUIO Ha 0bHapyKeHue B UHPOPMALLMOHHOM
cucteme OOBEKTOB, MOABEPTrIMXCA 3apaXeHUH BPEAOHOCHBIMU KOMMbIOTEPHBIMU NPOrpaMmmamm
(supycamn).

Mpasuaa v npoueaypbl aHTUBMPYCHOM 3aLWMTbl MHGOPMALLMOHHOMN CUCTEMbI PEFNAMEHTUPYIOTCA B
OpraHM3aLMOHHO-PaCNoPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmte nHGopmaumnn.

TpeboBaHuA K ycuneHuio AB3.1:

1) B "HGOPMALMOHHOW cucTEME LO/IKHO 06ecrneunBaTbCa NpesoCcTaBaeHne Npas no ynpasaeHUo
(aAMUHUCTPMPOBAHUIO) CPEACTBAMM aHTUBMPYCHOM 3aLLMTLI agMUHUCTPATOPY 6e30MacHoCTy;

2) B MHOOPMALMOHHOW CUCTeMEe AOO0J/IKHO obecneymBaTbCA LEHTPANIM30BaHHOE YynpasieHue
(yctaHOBKa, ypaneHve, OOGHOB/MEHWE, KOHOUIYpMpPOBaHME U KOHTPOAb aKTya/lbHOCTU Bepcui
nporpaMmmHoro obecrneyeHus CpeacTB aHTUBMPYCHOW 3aluTbl) CpeacTBaMM aHTMBMPYCHOWM 3aLLUTLI,
YCTaHOB/IEHHbIMM Ha KOMMOHEHTax MHOOPMALMOHHOW cucTeMbl (cepBepax, aBTOMAaTU3MPOBAHHbIX
pabouunx mecrax);



3) onepatopom AonKeH obecneunBaTbCs 3aNpeT UCNOb30BaHUA CbeMHbIX MaLlWHHbBIX HOCUTenen
MHbOPMaLMKN, KOTOPble MOTYT ABAATbCA WMCTOYHUMKAMM BPEAOHOCHbIX KOMMbIOTEPHbIX NpPOrpamm
(supycos);

4) B MHGOPMALMOHHON cUCTEeMe AO/IKHO obecneymBaTbCA UCMOb30BaHWE Ha PasHbIX YPOBHAX
MHPOPMALMOHHOM CUCTEMbI CPeACTB aHTUBMPYCHOM 3aLWMTbI PasHbIX NPoM3BoOAMUTENEN;

5) B uHdOpMaULMOHHOW cuUcTeEMe AO/XKHbl obecrneuymBaTbca npoBepKa paboTocnocobHocTH,
aKTyanbHOCTb 6a3bl A@aHHbIX NPU3HAKOB KOMMbIOTEPHbIX BUPYCOB W BEPCUM NPOrpaMMHOro obecneyeHus
CpeAcTB aHTUBUPYCHOM 3aLMTbI;

6) B UHGOPMALIMOHHOM c1UCTeMe A0KHA obecrneymnBaTbCA NPOBEPKa 06BEKTOB $aiIoBOM CUCTEMDI
CpeACcTBOM aHTUBMPYCHOM 3aLWWMTbl A0 3arpy3KM onepaumoHHOM CUCTEMbI;

7) B MHGOPMALMOHHOW cUCTEMe A0/KHA 06ecneymBaTbCa perncTpauma cobbiTMin o HeycnewHom
06HOB/IeHNN 6a3bl AaHHbIX MPU3HAKOB BPEAOHOCHbIX KOMMbIOTEPHbIX MPOrpamMm (BUpPYCoB);

8) onepatopom Ao/KHa obecneuynBaTbC aHTUBMPYCHasA 3alimMTa Ha 3Tane WMHULMANU3aLUunu
MMUKPOMPOrpammHOro obecneyeHmsa cpeacTsa BbIYUCAUTEIbHOM TEXHUKN.

CopepraHue 6asosoin mepbl AB3.1:



Mepa 3aWwmnTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI
nHbopmaumm
3 2 1
AB3.1 + + +
Ycunenune AB3.1 1 1,2 1,2

AB3.2 OEHOBJ/IEHUE BA3bl AAHHbIX MPU3HAKOB BPEAOHOCHbBIX KOMMNbIOTEPHbIX MPOrPAMM (BUPYCOB)

TpeboBaHuA K peannsaumm AB3.2: OnepaTopom A0HKHO bbiTb 0becrneyeHo 06HOBAEHWE 6a3bl AaHHbIX MPU3HAKOB BPELOHOCHbIX KOMMNbIOTEPHbLIX MPOrpPamm
(supycos).

O6HoBNeHME 6a3bl AaHHbIX NPU3HAKOB BPeAOHOCHbIX KOMMbIOTEPHbIX MPOrpaMm (BUPYCOB) AOKHO NpeaycMaTpuBaTh:

nonyyeHue yBeAOMIEHUA O HEOBX0AMMOCTM OBHOBAEHWA M HenocpeacTBEHHOM O6HOBAeHWM 6a3bl AaHHbIX NMPU3HAKOB BPEAOHOCHbLIX KOMMbIOTEPHbIX
nporpamm (Bupycos);

noayyeHue 13 J0BEPEHHbIX UCTOYHUKOB M YCTaHOBKY 06HOBAEHMI 6a3bl AaHHbIX NPU3HAKOB BPEAOHOCHbIX KOMNbIOTEPHBIX NPOrpamm (BUpyCcoB);
KOHTPOJIb LLe/IOCTHOCTM 06HOBAEHUI 6a3bl 4aHHbIX NPM3HAKOB BPELOHOCHbLIX KOMMbIOTEPHbIX MPOrpamm (BUPYcoB).

Mpasuna n npoueaypbl 06HOBNEHMA 6a3bl AaHHbIX NPU3HAKOB BPeAOHOCHbIX KOMMbIOTEPHbIX MPOrPamMmm (BMPYCOB) pErN1aMeHTMPYHOTCA B OPraHN3auMOHHO-
pacnopsaauTenbHbIX AOKYMEHTax onepaTtopa Mo 3awmte nHpopmaumu.

TpeboBaHMA K ycuneHumio AB3.2:

1) B8 MHGOPMaUMOHHON cUcTeMe AOMKHO obecneunmBaTbCA LEHTPAAM30BaHHOe ynpasBneHuve ob6HoBAeHWeM 6asbl AaHHbIX MPM3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHbIX NpOorpamm (BMpycos);

2) B MHGOPMALIMOHHOM cUCTEME A0JIKHO 06ecrneymBaTbca aBTOMaTMYyeckoe 06HoBEHWE 6a3bl AaHHbIX MPU3HAKOB BPEAOHOCHbIX KOMMNbIOTEPHbIX NPOrPamMmm
(BupycoB) Ha Bcex KOMNOHEHTax MHPOPMALMOHHON CUCTEMDI;

3) B MHPOPMALMOHHOM cuUcTeme A0/KeH o6ecrneymBaTbCca 3anpeT U3MEHEHU HacTPOoeK cucTembl 06HOBNEHUS 6asbl AaHHbIX NMPU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHbIX NPOrpamm (BMPYCOB) Ha aBTOMAaTU3MPOBaAHHbIX Ppabounx mecTax U cepeepax;



4) B MHPoOpMaLMOHHON cucTeme A0/KHA obecrneymBaTbCA BO3MOXKHOCTb BO3BpaTa (OTKaTa) K npeablaywium o6HOBAeHUsM 6a3bl AaHHbIX MPU3HAKOB
BPEAO0HOCHbIX KOMMbIOTEPHbIX NPOrPaMm (BUPYCOB).

CopeprkaHue 6asoBoit mepbl AB3.2:

Mepa 3awmThbl Knacc 3awmieHHoCTM MHPOPMaLIMOHHOM CUCTEMDBI
nHbopmaumm
4 3 2 1
AB3.2 + + + +

YcunenHue AB3.2 1 1




3.7. OBHAPYXEHWE BTOPYEHWIA (COB)
COB.1 OBHAPYEHMWE BTOPXEHWNM

TpeboBaHua K peanusauum COB.1: Onepatopom A0/KHO obecneymBaTbCsi OOHapyKeHue
(npepoTBpallleHMe) BTOPXKEHUI (KOMMbIOTEPHbIX aTak), HanpaB/eHHbIX Ha npegHaMepPEeHHbIN
HeCaHKLUMOHWPOBAHHbIN A4OCTYN K UHOPMaLMK, CNeLMabHble BO3LENCTBMA Ha MHbOpMaLmto (HocuTenu
MHbOpPMaumn) B Lenax ee fo6bIBAHUA, YHUUTOXKEHNA, UCKAXKEHNA U BNOKMPOBAHUA AOCTYyNa K HeMl, C
NCNO/Ib30BaHMEM CUCTEM ODHAPYKEHMA BTOPIKEHUN.

MpumeHaemble cuctembl OBHapyKeHMA BTOPKEHMI AOKHbI BK/IHOYATb KOMMNOHEHTbI PErMCTPaLLmMm
cobbITMIA H6e3onacHOCTM (JaTUMKM), KOMNOHEHTbl aHanM3a cobbiTuiA 6e30MacHOCTU M pacno3HaBaHUs
KOMMNbIOTEPHbIX aTak (aHanmsaTopbl) M 6a3y pelwalowmx npasua, coaepxauyo UHGopmauuio o
XapaKTepHbIX NPU3HaKaX KOMMNbOTEPHbIX aTakK.

O6HapyeHue (NpeaoTBpaLLEHME) BTOPMKEHUIN OOMKHO OCYLWECTBAATLCA HAa BHELWHEN rpaHuue
NMHPOPMALMOHHOM CUCTEMBI (CUCTEMbI OBHAPYKEHUA BTOPMKEHWUI YPOBHA CETU) U (MNM) Ha BHYTPEHHMUX
y3nax (cuctembl OBHApyKeHUs BTOPXKEHMUI YPOBHA Yy31a) CErMEHTOB MHGPOPMALMOHHOW CUCTEMDI
(aBTOMaTU3MpPOBAHHbIX Ppabounx MecTax, CepBepax 1 UHbIX y31ax), onpeaensaembix onepaTopom.

MpaBa no ynpaeneHuio (agMUHUCTPUPOBAHUIO) CUCTEMAMM OBHAPYIKEHNA BTOPMKEHWUIA AOMKHbI
NpPefoCTaBAATLCA TONbKO YNOAHOMOYEHHbIM AOMKHOCTHLIM ANLLAM.

Cuctembl OBHapyKeHMA BTOPXKEHMI 4OKHbI obecrneymBaTb pearMpoBaHne Ha 0OHapyKeHHble U
pacno3HaHHble KOMMbIOTEPHbIE aTaKK € y4eTom ocobeHHocTel GYHKLMOHMPOBAHUA MHOOPMALMOHHbIX
cuctem.

MpaBuna n npoueaypbl OOHApyKeHUa (NpeaoTBpPaALLEHMA) BTOPMKEHUM (KOMMbIOTEPHbIX aTak)
PErnameHTUPYIOTCA B OPraHM3aUMOHHO-PACMNOPAANTENbHBIX [AOKYMEHTax onepatopa Mo 3awuTe
nHpopmaymu.

TpeboBaHua K ycuneHuto COB.1:

1) onepaTopom obecrneymBaeTcs NPUMEHEHUE CUCTEM OOHAPYKEHWUA BTOPXKEHWIN YPOBHA CETW,
obecneunsatowmx c6op 1 aHanns nHdopmauum 06 HGOPMALMOHHBIX NOTOKAX, NepesaBaemMbIX B paMKax
cermeHTa (cermeHToB) MHGOPMALMOHHOM CUCTEMBI;

2) B WHPOPMALMOHHOM cucTeme OOecneuynmBaeTcs  LLEeHTPa/IM30BaHHOE  ynpasjeHue
(aAMUHUCTPMpPOBAHME) KOMMOHEHTAMM CUCTEMbI OOHAPYKEHUS BTOPYKEHWM, YCTAHOBJAEHHbLIMA B
Pas/IMYHbIX CErMEHTaxX MHPOPMALMOHHOM CUCTEMDbI;

3) obHapyXeHue 1 pearnpoBaHue (yBegomaeHne agMnHUCTpaTopa 6esonacHocT, 610KMpoBaHue
TpaduKa 1 UHble AeACTBUA NO PearMpoBaHMI0) Ha KOMMbIOTEPHbIE aTakKn B MacluTabe BpemeHn, 611M3Kom
K peasbHoMY;

4) 3awmnTa MHPopmMmauumn, cobpaHHOM U CreHepUPOBaHHOW CUCTEMOM OBHAPYKEHUA BTOPIKEHWUN, OT
HEeCaHKLMOHNPOBAHHOro A40CTYNa, MOANPUKALMN U yaANEHUS;

5) onepaTopom MHGOPMALMOHHOW cUCTEMbI 0becneymnBaeTca NPMMEHEHME CUCTEM OBHapYKeHus
BTOPYKEHUI YPOBHA y3/71a HAa aBTOMATM3UPOBaHHbLIX PAabouMx MecTax M cepBepax MHGPOPMALMOHHOMN
cUCTEMBI;

6) onepaTopom MHGOPMALMOHHOW cuCTeMbl obecneynBaeTca NPMMEHEHME CUCTEM OBHapYKeHNn
BTOPXKEHWUI Ha NPUKNAAHOM YpoBHe 6a30BOI 3TaIOHHOW MOAENN B3aMMOCBA3UN OTKPbITbIX CUCTEM.



CopeprkaHue 6asoson mepbl COB.1:



Mepa 3awumTbl

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumun
3 2
COB.1 +
Ycunenue COB.1 2




COB.2 OBHOBJ/IEHME BA3bl PELLAKOLLIMX MTPABUN

TpeboBaHua K peanunsaumm COB.2: OnepaTtopom [O0KHO obecrneuymBaTbcAa obBHOBNEeHMEe 6asbl
peLaoLLmX NpaBua cMCTeMbl OBHapyKeHUA BTOPXKEHUI, MPUMEHAEMON B MHPOPMALLMOHHOM cUCTEME.

O6HoBneHve 6as3bl  pewawwmnx MpaBUA  CUACTEMbl  OBHapPYKEHWA BTOPMKEHWUWA  [O/IKHO
npeaycmaTpuBarh:

noJsiy4eHne yBeaoMIeHUN O HeobXxoAMMOCTM OOHOB/IEHWI M HenocpeacTBEHHOM OOHOBAEHUMU
6a3bl pellatowmx Npasu;

nosy4yeHue U3 goBepeHHbIX MCTOYHUKOB U YCTAHOBKRY obHOBNEHUI Ha3bl pewarwmnx npasun;
KOHTPO/1b UENTOCTHOCTU obHoBNEHWU 6a3bl pewarowmnx npasuni.

MpaBuna UM npouedypbl 06HOBAEHWA 6asbl  pelalolmx MpPaBua  pPernameHTUpYoTca B
OpPraHM3aLMOHHO-PACNOPAAUTENbHbIX AOKYMEHTaX onepaTopa No 3awmute MHGopmaumm.

TpebosaHua K ycuneHuio COB.2:

1) B WHPOPMAUMOHHOWN cUCTEME A[ONKHO obecneynmBaTbCs LLEHTPANIM30BaHHOE YrpaB/eHue
obHoBIeHNeM 6a3bl peLlaoLmUX NPaBma CUCTEMbI OOHAPYKeHUA BTOPKEHUN;

2) B MHPOPMALMOHHOM cMCTEME A0/KHA 06ecneymBaTbCs BOSMOXKHOCTb PeAaKTMpPOBaHUA 6asbl
pewatowmx npaBun (oobasneHne wn (MAN)  WUCKAKOYEHME pellaloLMX MNpPaBuA) CO  CTOPOHDI
YNOAHOMOYEHHbIX AO/MKHOCTHbIX vl (agMWHUCTPATOPOB) A4 NPeAoTBPALLEHUA OnpeaeneHHbIX
onepaTopOM KOMMbIOTEPHbBIX aTak U (MM) COKPALLLEHNA HarPy3KM Ha MHGOPMALMOHHYIO CUCTEMY, @ TaKKe
MUHMMM3ALMUU NIOXKHbIX CpabaTbiBaHWI CUCTEMbI OBHAPYKEHUA BTOPKEHU;

3) onepatopom MHPOPMALMOHHOW CUCTEMbI YCTaHABAMBAETCA MOPALAOK PefaKkTMPOBaHUA 6asbl
pelwatoLlwmx npasua. B cnyyae pegaktMpoBaHus 6asbl pellalrolwmx NpaBua 3anncb 06 3Tom cobbITuK ¢
yKasaHMeM MNpPOU3BEAEHHbIX U3MEHEHUA GUKCUMPYETCA B COOTBETCTBYIOLWLEM KypPHajle perucrpaumu
cobbITnii besonacHocTu.

CogpeprkaHue 6asoson mepbl COB.2:

Mepa 3awmThbl Knacc 3awmieHHoCcTM MHPOPMaLMOHHOM CUCTEMBI
nHbopmaumnn
4 3 2 1
COB.2 + +
Ycnnerue COB.2 1,23

3.8. KOHTPO/1b (AHAZTN3) 3ALLULLEEHHOCTU MH®OPMALNU (AH3)
AH3.1 BbIABNEHUE, AHA/IU3 N YCTPAHEHUE YA3BUMOCTEN MHOOPMALIMOHHOWM CUCTEMDbI

TpeboBaHuA K peanunsaummn AH3.1: OnepaTopom OO0/MKHbI OCYLLECTBAATLCA BbiABAEHME (MOUCK),
aHaNN3 U yCTpPaHEHWEe YyA3BUMOCTEN B UHOOPMALMOHHOM cucTeMe.

Mpu BbiABAEHUU (NOWCKE), aHanM3e U YCTPaHEHUM ya3BMMOCTEN B MHGOOPMALMOHHOW cucTeme
AONXKHbI NPOBOAMUTBLCA:



BbiiBieHNe  (MOUCK) YA3BMMOCTEW, CBA3aHHbIX C OWWBKAMM Koda B NPOrpPaMMHOM
(MMKponporpammHom) obecnedyeHnn (0bWECUCTEMHOM, NPUKAAAHOM, CMEeUManbHOM), a TaKxkKe
nporpaMmmHom obecneyeHnn cpeacTs 3alMTbl UHGOPMaLUK, NPABUNLHOCTbIO YCTAHOBKU U HACTPOMKM
CpeAcTB 3alMTbl UMHOOPMaUMKM, TEXHUYECKUX CPeacTB M MNPOrpaMmHoOro obecrnedyeHMs, a TaKxKe
KOPPEKTHOCTbIO paboTbl CPeAcTB 3almTbl MHPOPMALUM MPU UX B3aUMOAEWUCTBUU C TEXHUYECKUMMU
cpeAcTBamu 1 NporpaMmmHbIM obecnedyeHmem;

pa3paboTka no pesynbTaTaM BbiiBAEHUA (MOUCKA) YA3BMMOCTEN OTYETOB C ONUCAaHMEM BbIIBAEHHbIX
YA3BUMOCTEN M NNAHOM MEPONPUATUI MO UX YCTPAHEHMUIO;

aHaNM3 OTYETOB C pe3y/bTaTaMM MOMCKa YA3BUMOCTEN U OLEHKM AO0CTaTOYHOCTM peanm30BaHHbIX
Mep 3aWwmnTbl UHGOPMaUMK;

YCTpaHeEHNE BbIABJ/IEHHDbIX yﬂ3BMMOCTeﬁ, B TOM 4ucne nytem YCTaHOBKMU 0bHOBNEHWI
nporpammHoro obecneveHus cpencrts  3aliuUThbl MHd)OpMaLI,MM, O6IJ.I,€CVICTEMHOI'O nporpammHoro
O6ECI'IE‘-IEHMF|, NPUKNaAHOIro nporpammHoro obecneyeHuns wunu MUKpPONpPOrpaMmmHoOro obecneyeHus
TEXHUYECKUNX CPEACTB,;

WHPOPMMPOBAHME  AO/KHOCTHBIX /ML, onepaTopa (nonb3oBaTenei, aAMMHUCTPATOPOB,
noApaszeneHunn no 3awmre MHGOpPMaLMmM) 0 pesyabTaTax NOMCKA YA3BUMOCTEMN U OLLEHKM A0CTaTOYHOCTH
peann3oBaHHbIX Mep 3aLnTbl MHGOPMaLUN.

B KayecTBe UCTOYHMKOB MHOPMaALMM 06 YS3BUMOCTAX MCMOJb3YIOTCA ONyb6AMKOBaHHbIE AaHHble
pa3paboTunKoB CpPeacTB 3alWmuTbl MHPOPMAULUKM, OBLLECUCTEMHOrO, NPUKNALHOIO M CNeunanbHoro
nporpammHoro obecneyeHms, TEXHUYECKUX CPEACTB, a TaKXKe Apyrie 6asbl AaHHbIX YA3SBUMOCTEN.

BbiABneHMe (NOWUCK), aHaNM3 M YCTPAHEHME YA3BMMOCTEM [AOJXKHbI NPOBOAMTBLCA HA 3Tanax
CO34aHMA WU 3KCNAyaTauum MHOOPMALMOHHOM cucTembl. Ha 3Tane akcnayatauMmM MOUCK M aHanu3
YA3BMMOCTEN NPOBOAMUTCA C NEPUOAMYHOCTBIO, YCTaHOBAEHHOW onepaTopom. MNpu 3Tom B 0653aTeIbHOM
nopagKe pAaa KPUTUYECKMX YA3BMMOCTEM MNPOBOAMTCA MOUCK M aHa/AM3 YyA3BUMMOCTEM B C/yyae
ony6nMKoBaHMA B 06LWEeA0CTYMNHbIX UCTOYHUKAX MHPOPMALMM O HOBbIX YA3BMMOCTAX B CPEACTBaX 3aLUUTbI
MHbOPMALMKN, TEXHUYECKUX CPeacTBax M NporpammHom  obecneyeHuM, nNPUMEHAEMOM B
MHPOPMALMOHHOM cUCTEME.

B cnyyae HEBO3MOXKHOCTU YCTPaHEHUA BbISIBIEHHbIX YA3BUMOCTEN MyTEM YCTaHOBKM OBHOB/IEHU I
nporpaMmmHoro obecneyeHua CcpeacTs 3alWMTbl WMHPOpMaUMK, OBLLECUCTEMHOIO NPOrPaMMHOTO
obecneyeHuns, NMPUKNAAHOrO NPOrpamMMHOro obecneyeHus MAM MUKPOMPOrpaMMHOro obecrneyeHus
TEXHUYECKMX CPeACTB HEOBXOAMMO NpeanpuHATL AeUCTBUA (HAaCTPOMKM CpeacTB 3almnTbl MHGOPMaLNN,
M3MEHEHME pexMma U MnopsaKa MCNoib30BaHMA WHPOPMAUMOHHOM CUCTEMBI), Hampas/ieHHble Ha
yCTpaHeHWe BO3MOXKHOCTU UCMO/1b30BaHUSA BbISBIEHHbIX YA3BMMOCTEN.

OnepaTtopom AONXKHbI OCYLLECTBAATLCA MOJyYEHME M3 AO0BEPEHHbIX MUCTOYHWKOB U YCTAHOBKA
06HOB/IEHNIA 6a3bl MPU3HAKOB YA3BUMOCTEN.

MpaBuaa u npoueaypbl BbiABAEHMA, aHaAM3a U YCTPAHEHUA YA3BMMOCTEN pernaMeHTUpyoTca B
OpraHM3aLMOHHO-PaCNoPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmte nHGopmaumnn.

TpeboBaHuA K ycuneHumio AH3.1:

1) onepaTtopom obecneymBaeTcs UCNONb30BaHME ANA BbiABAEHMSA (NMOWCKa) yA3BMMOCTEN CpeacTs
aHanusa (KOHTposA) 3awMlLeHHOCTM (CKaHepoB 6e30MacHOCTM), MMeKWUX CTaHAaPTU30BaHHbIE
(yHMOUMUMPOBaHHbIE) B COOTBETCTBMM C HALMOHA/NbHBIMM CTaHZAPTAMW OMUCaHUME W MEepPeyHM
NporpaMmHo-anmnapaTHbiXx NAatGopm, YA3BUMOCTEM NPOrPamMMHOro obecneyeHus, OLWMBOYHBIX
KOHdUrypaLumii, NpaBua ONUCaHWA YA3BMMOCTEN, NMPOBEPOYHbIX CMUCKOB, NPOLEAyp TECTUPOBAHMA U
A3blka TECTMPOBAHMA MHPOPMALMOHHOW CUCTEMbI Ha Ha/iMuMe YA3BMMOCTEM, OLLeHKM MOoC/iencTBUi
YA3BMMOCTEN, MMEIOWMX BO3MOXHOCTb OMepaTMBHOrO OO6HOBAEHWMA 6a3bl AAaHHbLIX BblABASEMbIX



YyS3BUMOCTEN;

2) onepaTop A0/IXKEH YTOYHATb NepeyeHb CKaHUPYeMbIX B MHGOPMALMOHHOW CUCTEME YA3BMMOCTEN
C YCTAHOBNEHHOM MM NEePUOAMUYHOCTbLIO, A TaKKe Nocae NoABAeHUA MHGOPMALMM O HOBbIX YA3BUMOCTAX;

3) onepaTtopom onpeaensetca MHpopmauma 06 MHGOPMALMOHHON CUCTEME, KOTOPas MOXKET CTaTb
M3BECTHOW HApyWwuTeNAM W MCMOAb30BaHA MMW AAs 3KCMyaTauuMu ysa3BMMOCTEN (B TOM uucie
yAa3BUMOCTEN "HyneBoro AHA" - yA3BMMOCTEMN, OMMCaHME KOTOPbIX OTCYyTCTBYeT B 6asax AaHHbIX
pa3paboTunKoB cpeacTs 3awmTbl MHPOPMaLMM, OOLECUCTEMHOIO, MPUKAALHOIO W CNEeunanbHOro
nporpaMmHoro obecrneyeHusa, TEXHUYECKUX CPEeACTB), WU MNPUHUMAIOTCA Mepbl MO CHUMKEHUIO
(MCKNtoueHUo) NoCeACTBUIM OT SKCNYyaTaUMU HaPYLLUMTENSAMMN HEYCTPAHUMbIX YA3BUMOCTEN;

4) onepaTopom NpeaocTaBAfeTCA AOCTYN TOAbKO aAMMHUCTPATOpaM K GYHKLMAM BbISBAEHUSA
(noucka) ysa3BMmocTei (nNpedocTaBNeHWE TaKOW  BO3MOMHOCTM  TO/MbKO  aAMMHUCTPaTOpPam
6esonacHocTH);

5) onepaTtopom NpPUMEHAIOTCA aBTOMAaTU3MPOBAHHbIE CPeacTBa A/1A CPaBHEHWUA pesyabTaToB
CKaHMPOBAHUA YA3BMMOCTEM B pasHble Nepuoabl BPeMeHW ANA aHanM3a M3MEHEHUA KO/AMYecTBa U
KnaccoB (TMnos) yassumocTei B UHGOPMaLMOHHOMN CUCTEME;

6) onepaTopom MNPUMEHSIOTCA aBTOMAaTM3MPOBAHHblE cpeacTBa AN OOHapy)KeHus B
MHOPMALMOHHON  CUCTeMe  HepaspelleHHOro  nporpamMmHoro  obecrneyeHus  (KOMMOHEHTOB
nporpammHoro obecneyeHus) M yBeaOMAEHUA 06 3TOM YMNOJHOMOYEHHBIX [OOJIKHOCTHbIX /UL,
(agmuHucTpaTopa 6esonacHOCTH);

7) onepaTopom MPOBOAMUTCA aHANM3 KYPHANOB PerucTpaumm cobbiTuii 6esonacHocTM (KypHana
ayauTta) B uenax onpegeneHusa, O6blAM AW BbiABAEHHblE YA3BMMOCTM paHee WCNo/b30BaHbl B
MHPOPMALMOHHOM cUCTEME A HapyLeHna 6e3onacHocT nHdopmaumm;

8) onepatopom obecneuymBaeTcA NPOBEAEHUE BbIABMEHMA YyA3BUMMOCTeil "HyneBoro AHs", o
KOTOPbIX CTaN0 M3BECTHO, HO MHDOPMALIMA O KOTOPbIX HE BK/KOYEHA B CKaHEPbl YA3BMMOCTEN;

9) onepatopom obecneuynBaeTca NpPoBeAeHME BbISBIEHUA HOBbIX YA3BUMMOCTEW, MHbOpMaLma o
KOTOpPbIX He ONy6/IMKOBaHa B 06LLeA0CTYNHbIX UCTOYHUKAX;

10) onepaTopom AONKHO OCYLLECTBAATLCA BbiBAEHME (MOUCK) yA3BMMOCTEN B MHGOPMALMOHHOW
CUCTEME C UCMOb30BaHMEM YYETHbIX 3anNuceit Ha CKaHUPyeMbIX pecypcax;

11) onepaTopom AOAXKHO WMCMNOAb30BaTbCA TeCcTUpPOBaHWE WMHOOPMALMOHHOW CUCTEMBI Ha
NPOHUKHOBEHME.

CopeprkaHue 6asoBont mepbl AH3.1:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumm
3 2 1
AH3.1 + + +
Ycunenne AH3.1 1,4 1,2,4 1,2,4,7




AH3.2 KOHTPO/Ib YCTAHOBKW OBHOBNEHWW MPOrPAMMHOIO OBECMEYEHWA, BKIHOYAA
MPOrPAMMHOE OBECIMEYEHWE CPEACTB 3ALLNTBI MHOOPMALINU

TpeboBaHuA K peanusauymm AH3.2: OnepaTopom AOJ/IKEH OCYLLECTBAATLCA KOHTPO/b YCTAHOBKMU
0OHOBNEHWNIN MNPOrpamMMHOro obecrneyeHus, BKAOYAA MporpammHoe obecrneyeHne CpPeacTB 3alUUTbl
MHbOPMaLUUK 1 NporpaMmHoe obecneyeHne 6a3oBoOl cMCTEMbI BBOAA-BbIBOAA.

OnepaTtopomM [AOJI}KHO OCYLLECTBAATLCA MOJyYeHUe M3 A0BEepPeHHbIX UCTOYHMKOB W YCTAaHOBKA
OOHOB/IEHWUI MpPOrpaMMHOro obecnevyeHusn, BKIOYaA MNporpammHoe obecneyeHue cpeacTB 3alMTbl
nHpopmauum n nporpammHoe obecnedyeHne 6a3oBoI cMCTeMbl BBOAA-BbIBOAA.

MpY KOHTPOJie YCTaHOBKM OOHOBAEHWUA OCYLLECTBAAIOTCA MPOBEPKM COOTBETCTBUA BepCuUi
06LLLEeCUCTEMHOTO, MPUKIAAHOTO U CNeumnasbHOro NporpammHoro (MMKponporpammHoro) obecneyeHus,
BKIIOYAA nporpammHoe obecreyeHve CPeACTB  3aluMTbl  MHOOPMALMKM, YCTAHOB/NEHHOMO B
MHPOPMAUMOHHOM CUCTEME W  BbINYWEHHOTO pPaspaboTuMKOM, a TaKKe HaanMdme OTMETOK B
3KCn/yaTauMOHHON AOKYMeHTauum (dopmynsap uam nacnopt) o6 yctaHoBKe (NpUMeEHEHUN) OBHOBEHUA.

KOHTpOI’Ib YCTaHOBKU 0bHOBNEHUI nposoanTCA C NepNoanNYHOCTbIHO, YCTaHOBHEHHOVI onepatopom
B OpraHM3auMnOHHO-pacnopAaAUTENbHbIX AOOKYMEHTAX MO 3aluTe MH(I)OpMaLI,VIM n CbMKCMpyETC‘r'l B
COOTBETCTBYHOLUNX XKYpPHannax.

MpK KOHTPOJIE YCTAaHOBKU OOHOBJIEHWUIM OCYLLLECTBAIOTCA NPOBEPKM YCTaHOBKN OOHOBAEHWUI 6a3
OaHHbIX MPU3HAKOB BPEAOHOCHbIX KOMMbIOTEPHbIX NPOrpamm (BUPYCOB) CPeacTB aHTUBUPYCHOM 3aLuUThbI
B cooTBeTcTBUM Cc AB3.2, 6a3 peluatowmx npasma CUCTEM OOHAPYXKEHUA BTOPXKEHUI B COOTBETCTBUU C
COB.2, 6a3 npu3HAKoOB YA3BMMOCTEM CPEACTB aHa/AM3a 3alWMUWEHHOCTM U UHbIX 633 AaHHbIX,
HeobxoaMMbIX 1A peannsaummn GyHKLMN 6e30NacHOCTU CPeaCcTB 3amnTbl HGOPMaLLUK.

MpaBuna MW npouenypbl KOHTPONS YCTAaHOBKM OOHOBNEHWM NporpamMmHOro obecneyeHus
PErnameHTUPYIOTCA B OPraHM3aUMOHHO-PACMNOPAANTENbHBIX [AOKYMEHTax onepatopa Mo 3awuTte
nHpopmaymu.

TpeboBaHuA K ycuneHuo AH3.2:

1) onepatopom [AOMXKHA OCYLLECTBAATLCA MNPOBEPKA KOPPEKTHOCTU  PYHKLMOHMPOBAHUA
obHOBNEHNI B TecToBOi cpefde C o06s3aTesibHbIM  0bOpPMAEHUEM pPe3yNbTaTOB MNPOBEPKM B
COOTBETCTBYIOLLEM XKYpPHae;

2) onepatopom obecneynMBaeTcA pPernameHTaums M KOHTPOJIb OBHOB/IEHWI MPOrPaMMHOro
obecneyeHns 6a30BOI CMCTEMbI BBOAA-BbIBOAA (MHOTO MUKPOMPOrpamMmMHOro obecrneyeHums).

CopeprkaHue 6asoBon mepbl AH3.2:



Mepa 3awmTol
nHbopmaumm

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMbI

3 2

AH3.2

+ +

Ycunenune AH3.2




AH3.3 KOHTPO/NIb PABOTOCMOCOEHOCTW, MAPAMETPOB HACTPOMKW W MPABU/IbHOCTU
OYHKLUMOHNPOBAHUA MPOrPAMMHOIO OBECMEYEHNA N CPEACTB 3ALLNTBI MHOOPMALIUN

TpeboBaHuMa K peanusaumm AH3.3: OnepaTopom OOMXKEH NPOBOAUTLCA  KOHTPOJIb
paboToCcnocobHOCTM, MapaMeTPOB HACTPOMKM M MNPABUABHOCTU PYHKUMOHMPOBAHWUA MPOrPaMMHOro
obecneyeHna 1 cpeacTs 3alWMTbl MHPOPMALUN.

Mpu KoHTpOAE paboToCcnoCco6HOCTH, MaPaMETPOB HACTPONKN U NPABUNBHOCTU GYHKLMOHUPOBAHUSA
nporpammHoro obecrneyeHms U CPEACTB 3aLMTbl MHOPMALMM OCYLLLECTBAACTCA:

KOHTPO/Ib PaboTOCNOCOBHOCTM (HEOTK/IOYEHMSA) NPOrPaMMHOro obecneyeHmsa U CpeacTB 3aLunThbI
nHbopmauuu;

NpoBepKa NPaBUAbLHOCTU GYHKLMOHMPOBAHUSA (TECTUPOBAHME HA TECTOBbIX AAHHbIX, MPUBOAALLMX K
M3BECTHOMY pe3y/abTaTy) NporpamMmHoro obecrnedyeHus M CPeacTB 3almTbl MHGOpMauun, obbem wu
coZep!KaHne KOTopoi onpeaenseTcs onepaTopom;

KOHTPO/Ib COOTBETCTBMA HACTPOEK MPOrpamMmmMHoro obecrneyeHms u cpeacTs 3awmTbl MHGopmaLmm
napameTpam HaCTPOMKW, NPUBEAEHHbIM B 3KCMAYaTaLMOHHOM [AOKYMEHTAUMW Ha CUCTEMY 3aluThbl
MHbOPMALMM U CPeacTBa 3aLLMTbl MHPOopMaLmK;

BOCCTaHOB/NeHWe paboTtocnocobHocT (MpaBUAbHOCTM  GYHKUMOHMPOBaAHMA) M MapameTpos
HaCTPOMKM NporpammHOro obecneyeHmsa 1 cpeacTs 3aWwmuTbl MHPopmaumm (Npu HeobXo4MMOCTH), B TOM
Yyuncae C UCMO/Ib30BaHNEM Pe3epPBHbIX KOMUiA U (nan) AucTpubyTNBOB.

KoHTponb paboTocnocobHOCTM, NAapameTpoB HACTPOWMKM U MPaBUAbHOCTU YHKUMOHUPOBAHMSA
NPorpaMmHoro obecneyeHna M CPeACTB 3aWmTbl MHOOPMaLMM NPOBOAUTCS C MNEPUOLAUYHOCTDLIO,
YCTAHOB/IEHHOW OMNEpPaToOpoOM B OPraHM3aUMOHHO-PACNOPAAUTENbHBIX AOKYMEHTax Mo  3awmTe
nHpopmaymu.

TpeboBaHuA K ycuneHuo AH3.3:

1) B HGOPMaLMOHHON cucTemMe AOMKHbI 0becneymBaTbCca pernctpaums cobbiTMiA U onoseLeHne
(curHanusaums, MHAMKauMA) agMUHUCTpaTopa 6e30MacHOCTU O COBbITUAX, CBA3AHHbLIX C HApyLUeHUEM
paboTocnocobHocTN (MPaBUALHOCTU GYHKLUMOHWPOBAHMA) M NAapamMeTpoB HACTPOWKWM MPOrpamMHOro
obecneyeHun 1 cpeacTs 3aWmTbl MHGOPMaLUK;

2) onepatopom B cayd4ae OOHaApy)eHWs HapylweHulii paboTocnocobHocTn (nNpaBuUIbHOCTU
$YHKLMOHMPOBaHMA) M MapaMeTpPoB HACTPOWMKM MPOrpammMHOro obecneyeHuss U CpencTs 3alumTbl
UHPopMaummn JonxkeH obecneumsaTbCcs nepeBos MHPOPMALMOHHOW CUCTEMBI, CErMeHTa WAu
KOMMNOHEHTa WMHPOPMALMOHHOM CUCTEMbI B PEKUM OrpaHuyeHns obpaboTkm nHdbopmaumm u (Mam)
3anpeT 06paboTKM WHPopMauun B WHPOPMALMOHHON CUCTEME, CErMEeHTE WAM KOMMNOHEHTe
MHPOPMALMOHHOM CUCTEMbI 40 YCTPAHEHUA HAPYLLEHWI;

3) onepaTopomM [O/KHbI MCNO/b30BAaTbCA aBTOMaTM3MPOBaHHbIE CpeacTBa, obecneunBatolime
MHBEHTapM3aLMIO NapamMeTPOB HAaCTPOMKM NPOrpaMmmHOro obecneyeHns U CpeacTs 3almTbl MHGOpMaLUm
M BOCCTAaHOB/JIEHME MapPaMeTPOB HACTPOMKM nporpammHoro obecrneyeHuMs W CPeACTB  3aLUUTHI
nHbopmauuuy;

4) B WHOOPMALMOHHOM CUCTEME [OOJ/IKHO MCMOMb30BaTbCA MNpOrpaMmHoe obecneyeHue,
npoleauee KOHTPO/b OTCYTCTBMS HELEeKNapUPOBaHHbIX BO3MOXKHOCTEM WM OTCYTCTBUA BAMAHUA Ha
KOPPEKTHOCTb paboTbl CPeaCTB 3auTbl MHOPMaL UM,

CopeprkaHue 6asoBon mepbl AH3.3:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumm
3 2
AH3.3 + +
Ycunenue AH3.3 1




AH3.4 KOHTPOJIb COCTABA TEXHWYECKMX CPEACTB, MPOrPAMMHOIO OBECMEYEHMA U
CPEACTB 3ALLNTBI UHOPOPMALIMKN

TpeboBaHua K peanusaumm AH3.4: OnepaTopom [AOJ/IKEH NPOBOAUTLCA KOHTPOAb COCTaBa
TEXHUYECKMX CPeacTB, MPOrpamMmmMHoOro obecrneyeHmsa u cpeacTs 3aWwmnTbl MHGOPMaLMK, NPUMEHAEMbIX B
MHOOPMAUMOHHOM cucTeme (MHBEHTapM3aLma).

Mpn KOHTpO/e cocTaBa TEXHUYECKUX CPEACTB, MPOrpPamMMHOro obecnevyeHna M CpencTs 3almThbl
MHGOPMALMM OCYLLLECTBAAETCA:

KOHTPO/Ib COOTBETCTBMA COCTaBa TEXHUYECKUX CPEACTB, NMPOrpamMMHOro obecnedyeHusa U cpencts
3aWnTbl MHPOPMAUUM NPUBEAEHHOMY B IKCM/IYaTaLUMOHHON AOKYMEHTauuu C Lesbio noaaepykaHus
aKTya/ibHOW (YCTaHOBNEHHOW B COOTBETCTBUWM C 3IKCMJ/yaTaUMOHHOM OOKYMeHTauuen) KoHpurypaumm
MHPOPMALMOHHOMN CUCTEMbBI U MPUHATUE MEP, HAaMPaBAEHHbIX Ha YCTPaHEHWE BblABAEHHbIX HE40CTAaTKOB;

KOHTPO/Ib COCTaBa TEXHWYECKMX CPeACTB, MPOrpamMHOro obecneyeHWsa U CPEACTB 3aluThbl
MHPOPMAUMN Ha COOTBETCTBME CBEAEHUAM AeWCTBYloWEN (aKTyaansMpoBaHHOM) 3KCNyaTalUMOHHOWM
AOKYMEHTAUMK U NPUHATUE MEP, HanpaBAeHHbIX Ha YCTPAaHEHWE BbIBIEHHbIX HEAOCTATKOB;

KOHTPO/Ib BbINO/IHEHUA YCNOBUIA U CPOKOB AENCTBUA CepTUUKATOB COOTBETCTBUA HA CPeAcTBa
3alWMTbl MHPOPMaLMU U NPUHATUE Mep, HanpaBAeHHbIX Ha YCTPaHEeHME BbiIBNEHHbIX He4OCTaTKOB;

UCKoYeHne (BOCCTAHOBJ/IEHUE) M3 cocTaBa MHOOPMALMOHHOM CUCTEMBbI HECAHKLUMOHUPOBAHHO
YCTaHOB/NIEHHbIX (YAaneHHbIX) TEXHUYECKUX CPe/CcTB, NPorpammHoro obecrnevyeHma U CpeacTs 3allnThbI
nHbopmauuu.

KOHTpONb cOCTaBa TeXHUYeCKUX cpeacTs, MNPOrpamMmmHOro obecnevyeHus wu cpencrts 3aWunTbl
MHd)OpMaLI,MM nposoamnTcA C NepunoamyHOCTbHO, yCTaHOBI'IEHHOVI onepatopom B OpPraHM3aunoHHO-
pacnopAagnTenbHbIX AOKYMEHTAX NO 3aluTe MHd)OpMaLI,MM.

TpeboBaHuA K ycuneHuio AH3.4:

1) B MHPOPMALMOHHOW cucTeMe A0/KHA obecneunBaTbCca perucTpauns cobbiTnii 6esonacHocTy,
CBA3aHHbIX C M3MEHEHMEM COCTaBa TEXHWYECKUX CPeacTB, MpPorpamMmHoro obecneyeHus M cpeacrts
3aWwmTbl MHPOpMaLmK;

2) onepaTopom LOJIKHbI MCNOMAb30BaTbCA aBTOMATU3MPOBAHHbIE CpeacTBa, obecneuymBaiolme
MHBEHTaPM3aLMIO TEXHUYECKMX CPeCTB, NPOrpaMMHOro obecrneyeHns u cpeacTs 3almTbl UHGOpMaLUN.

CopeprkaHue 6a3oBont mepbl AH3.4:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

nHbopmaumm
3 2 1
AH3.4 + + +
Ycunenue AH3.4 1 1,2




AH3.5 KOHTPO/1b MPABW TEHEPALIMW U CMEHbI MAPOJIEM NONb30OBATE/IEN, 3ABELAEHUA U
VOAJIEHMA  YYETHbIX 3AMUCEM MONb3OBATENEW, PEANM3ALMM NPABUN  PA3TPAHUYEHUA
[OCTYNOM, NOJIHOMOYUIM NONB3OBATENEN B UHOOPMALMOHHOW CUCTEME

TpeboBaHMAa K peanusaumm AH3.5: Onepatopom n[ONXKEH NPOBOAUTBCA KOHTPO/b MpaBun
reHepaLmm 1 CMeHbl NApo/Ien Noib3oBaTes1eN, 3aBEAEHMA U YAANEHUA YHETHbIX 3aMMCen Nob3oBaTenei,
peanusaunn npaBua pPasrpaHUYeHna AO0CTYNOM, MOAHOMOYMI Nosnb3oBaTeneir B MHGOPMaLMOHHOM
cucteme.

Mpn KOHTpONEe npaBua FeHepauunm M CMeHbl Naponei nosib3oBaTesiei, 3aBeAeHMa U yaaneHus
YYETHbIX 3anuceit nosib3oBaTeNen, peanmsaunn MpPaBua  pasrpaHUYEHna AOCTYNOM, MOJIHOMOYNI
nosnb3oBaTtesieit B UHGOPMaLMOHHON CUCTEME OCYLLLECTBAAETCA:

KOHTPO/1b NMPaBWJI reHepauum U CMeHbl Naposielt nonb3osaTtesielt B cootseTcTeum ¢ MAD.1 n NAD.4;
KOHTPO/1b 3aBe€HNA U yAANEeHNA yYeTHbIX 3anNncen Noab3osaTtenen B cootseTctenm ¢ YNA.1;
KOHTPO/1b peanm3aunmn Npasma pasrpaHMyYeHna 4ocTynom B cootseTcteum ¢ YMNA.2;

KOHTPO/Ib peasin3aLmnmn noaHOMOUUI NoJsib3oBaTenein B cootsetctanm ¢ YMNA.4 v YNA.5;

KOHTPO/Ib Ha/INYMA AOKYMEHTOB, MOATBEPIKAAIOLLMX Pa3pelleHne U3MEHEHUIN YYETHbIX 3anncemn
no/sib3oBaTesield, UX NapameTpoB, NpPaBu PasrpaHUYeHUs AOCTYNOM M MOJHOMOYMI MONb30BaTEsNEMN,
NpeaycMOTPEHHbIX OPraHM3aLMOHHO-PACNoPAANTENbHBIMW AOKYMEHTAMM MO 3awmte WHOOPMALUK
oneparopa;

YCTPpaHEeHMEe HapYLWEHWUM, CBA3AHHbIX C TeHepauuel M CMeHOoM naposieh NoNb30BaTesNEMN,
3aBeeHMEM W YOANEHWEM YYETHbIX 3anuceit nosib3oBaTesniel, peanmnsaumen npasua pasrpaHUYeHUs
OOCTYMNOM, YCTaHOB/IEHWMEM MOJTHOMOYMI NONb30BaATENEN.

KoHTpoAb NpaBui reHepaumm U CMeHbl Naposiei Nosb3oBaTe e, 3aBeAEHUA U YAAIEHNA YUETHbIX
3anucer nosb3osaTesien, peannsaLmm NPaBua pasrpaHUYeHmna 4OCTYNoM, NOJHOMOYUI NONIb30BaTENEMN
B MHOOPMALMOHHOW CUCTEME MPOBOAMTCA C MEPUOAMYHOCTbIO, YCTAHOBJIEHHOW OMEepaTopom B
OpPraHn3aLLMOHHO-PACNOPAANTENbHBIX JOKYMEHTaX Mo 3awmTe HGopMauuu.

TpeboBaHuA K ycuneHumto AH3.5:

1) 8 MHGOPMALMOHHON cUCTEME A0/MKHA 0becneymBaTbCs PerncTpauma cobbiTUin, CBA3AHHbIX CO
CMEHOM naposieit nonb3oBaTesnell, 3aBeAeHMEM W yganeHWem Y4YeTHbIX 3anuceit nonb3oBaTenei,
N3MeHeHWeM NPaBua pasrpaHUYeHns 4OCTYNOM M NOHOMOYMIA NONb30BaTeNel;

2) onepaTtopom AO1XKHbl UCNOJ/1Ib30BAaTbCA aBTOMATU3NPOBAHHbIE CpPeAacTBa, o6ecneqMBa|oume
KOHTPO/1Ib NpaBua reHepaunn " CMeHbl naponeﬁ nonb3oBaTesien, YYE€THbIX 3anucern nosb3oBaTenen,
npasuna pasrpaHn4yeHnA AOCTYyNnom u NONHOMOYMI NONb30BaTENEN.

CoaeprkaHue 6asoBon mepbl AH3.5:



Mepa 3awmTol

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumm
3 2
AH3.5 + +
Ycunenue AH3.5 1




3.9. OBECMEYEHME LLENOCTHOCTU UHOOPMALMOHHOM CUCTEMbI M UHOOPMALMM (OL1)

OU/1.1 KOHTPO/J1b LLENOCTHOCTU NPOrPAMMHOIO OBECMEYEHWA, BK/TKOYAA MPOTPAMMHOE
OBECMEYEHME CPEACTB 3ALLNTBI MHOOPMALINU

TpeboBaHua K peanusaumm OUJ.1: B MHPOPMaLMOHHON CUCTEME [OMKEH OCYLLECTBAATLCA
KOHTPONb LENOCTHOCTM NporpaMmmHoOro obecneyeHus, BK/AOYAA NporpammHoe obecneyeHue cpeacTs
3awWwmTbl MHGOPMaLMK.

KOHTpoNb LENOCTHOCTM MpOorpamMmmMHOro obecrneyeHus, BK/OYaA MporpammHoe obecnevyeHue
CPeAcTB 3aLWMTbl MHPOPMALMK, AONKEH NpesyCcMaTpMBaTh:

KOHTPOJIb LLeIOCTHOCTU NMPOTrPaMMHOro obecrneyeHusa cpeacTs 3alwuTbl MHGOPMALLMK, BKIOYAA UX
O6HOBNEHMA, MO HAIMUYUIO UMEH (MAEHTUDUKATOPOB) M (MAK) MO KOHTPOJIbHBIM CYMMamM KOMMOHEHTOB
CpeacTB 3awmuTbl MHPOpPMaLMM B MpoLLecce 3arpysku M (Man) guMHamMu4Yecknm B npouecce paboTbl
MHPOPMALNOHHOM CUCTEMDI;

KOHTPO/Nb LeNIOCTHOCTU KOMMOHEHTOB MPOrpaMmHoro obecneyeHus (3a MCKAOYEHUMEM CpPeacTB
3aWmTbl UHPOPMaLMK), onpeaenseMoro onepaTtopoM MCXOoA4A W3 BO3MOXMHOCTM peanunsauuu yrpos
6e3onacHOCTM MHOOPMALMKU, NO HaNUUUIO UMeH (MAeHTUOUKATOPOB) KOMMOHEHTOB MPOrpamMmmMHOro
obecneyeHna 1 (M1K) N0 KOHTPOAbHLIM CYMMaMm B npoLecce 3arpy3ku 1 (Man) AMHamMMYecKku B npolecce
paboTbl MHPOPMALMOHHOM CUCTEMDI;

KOHTPO/b MPUMEHEHUA CPeacTB Pa3paboTKM U OTNaAKM MPOrpamm B COCTaBe MPOrpammHOro
obecneyeHns MHGOPMALMOHHOM CUCTEMDI;

TEeCTMPOBaHME C NEPUOAMNYHOCTbLIO, YCTAHOBIEHHOM onepaTopom, GyHKUMIM 6e3onacHoOCTM cpeacTs
3aWmThl UMHOOPMALMM, B TOM UYMCAEe C MOMOLLbI TEecT-Mporpamm, WMUTUPYIOWMX MNOMbITKK
HeCaHKUMOHMPOBAHHOrO A40CTyNa, U (MAK) cneumnanbHbIX MPOrPaMMHbIX CPeAcTB, B cooTBeTcTBMM ¢ AH3.1
n AH3.2;

obecneyeHne ¢usnYecKol 3aWMTbl TEXHUYECKUX CpeacTB MHGOPMALMOHHON CUCTEMbI B
cootBeTcTBum ¢ 3TC.2 n 3TC.3.

B cayuyae ecam  ¢yHKUMOHaNbHbIE BO3MOMHOCTM  MHOOPMALMOHHOM CUCTEMbI  [OJ/IXKHbI
npeaycmaTpuBaTb NPUMEHEHWE B COCTaBe ee MPOrpaMmHOro obecneyeHus cpencte paspaboTKu u
OTNaAKM nporpamm, onepatopom obecneyuBaeTca BbINOAHEHWE Npoueayp KOHTPOASA LEeNoCTHOCTM
NporpaMmHoro obecneyeHus nocse 3aBepLUeHUA KarKAoro npouecca ¢yHKUMOHMPOBAHUA CPeacTB
pa3paboTKM 1 OTNAAKM NPOrpamm.

Mpasuaa 1 npoueaypbl KOHTPOAA LENOCTHOCTM NPOrPamMMHOro obecneyeHna pernraMmeHTMpyoTcA B
OpraHM3aLMOHHO-PACNoPAANUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmute MHGopmaLmu.

TpeboBaHuA K ycuneHuo OLJI.1:

1) 8 MHGOPMALMOHHOWM CUCTEME KOHTPOb LEeNOCTHOCTM CPeacTB 3aluTbl MHOOPMALMU O0MKEH
OCYLLECTBAATLCA MO KOHTPO/IbHbIM CYMMam BCEX KOMMOHEHTOB CPeACTB 3aluTbl MHPOPMaLMN, KaK B
npouecce 3arpy3Ku, Tak MU AUHAMUYECKM B NpoLiecce paboTbl CUCTEMDI;

2) B UHPOPMALMOHHOM cUCTEME JO0/IKEH 06eCneumBaTbCa KOHTPOJIb LLENOCTHOCTM CPEACTB 3aLMUThbI
MHPOPMaLMK C UCNOIb30BAHMEM KPUNTOrpaduUecKMx MeToA0B B COOTBETCTBUM C 3aKOHOAATE/IbCTBOM
Poccwuiickolt deanepaumn, BceX KOMMNOHEHTOB CPEACTB 3alMTbl MHPOPMaLUMK, KaK B NpoLecce 3arpysku,
TaK ¥ AMHAMMWYECKM B NpoLecce paboTbl cucTembl;

3) onepaTopoM MCKAOYAETCA BO3MOMHOCTb WMCMO/b30BaHWUA CPeAcTB paspaboTkM M OTnafaku



nporpamm Bo Bpemsi 06paboTKM U (MK) xpaHeHUa MHPopMaLMK B LenAax obecneyeHns LLeNOCTHOCTU
NporpaMmmHon cpeabl;

4) onepatopom obecneynBaeTcA BblaeseHMe pabouymx MecT C YCTaHOBNEHHbIMU CPeacTBaMM
pa3paboTKM 1 OTNAAKM NPOrPaMm B OTAE/IbHbIN CErMEHT (TecToByto cpeay);

5) B MHPopMaLMOHHON cUcTeMe A0MKHa obecneymBaTbcA BNOKMPOBKa 3amnycka NpPorpamMmHoOro
obecneyeHna U (MaM) ONOKMPOBKA cermeHTa (KOMMOHEHTa) WMHGOPMALMOHHOM  CUCTEMBI
(aBTOMaTM3MpOBaHHOTO paboyero mecTa, cepBepa) B c/ydae O6Hapy:KeHMs ¢aKTOB HapyLlleHun
LEeN0CTHOCTH.

CopeprkaHue 6asoson mepbl OLL/.1:



Mepa 3awmTol

Knacc 3awmieHHoOCT MHGOPMaLMOHHON CUCTEMBI

nHbopmaumm
3 2 1
oun.i + +
Ycunenune OU.1 1,3 1,3




OL/1.2 KOHTPONb LEENOCTHOCTU MHOOPMALIMW, COLEPMALLEACA B BA3AX [OAHHbIX
NHPOPMALMOHHOWM CUCTEMBI

TpeboBaHua K peanusaumm OUJ.2: B MHPOPMALMOHHON CUCTEME [OMMKEH OCYLLECTBAATLCA
KOHTPO/b LLeNNOCTHOCTM MHPOPMALLUK, coaeprraLlenca B 6a3ax AaHHbIX MHPOPMALMOHHOM CUCTEMDI.

KoHTpo/ib LenocTHocTn MHbopmaumn, coaepkawenca B 6asax AaHHbIX WMHPOPMALMOHHOM
CUCTEMBI, JIO/IKEH NpeaycMaTpmBaTh:

KOHTPO/1b LLe/IOCTHOCTU C MEPUOAMYHOCTbLIO, YCTaHOB/IEHHOM ONEePaTopoM, CTPYKTYPbI 6a3bl AaHHbIX
No HaN4YMIO UMeH (MAEHTUOUKATOPOB) U (MIM) MO KOHTPOJIbHLIM CYMMaM MPOrPaMMHbIX KOMMNOHEHT
6as3bl AaHHbIX B MpoLecce 3arpy3kuM M (MamM) aMHamuuyecku B npolecce paboTbl MHGOPMALIMOHHOM
cUCTEMDbI;

KOHTPO/b LLe/IOCTHOCTU C NepuoaMYHOCTbIO, YCTaHOBIEHHOW onepaTopom, 06beKToB 6a3 AaHHbIX,
onpeaensemMbix onepaTopom, Mo KOHTPObHbIM CyMMam U (MAK) C UICNONb30BaHNEM KpunTorpadpuyeckmx
MeTOoA0B B COOTBETCTBMM C 3aKOHOoAaTeNbCTBOM Poccuiickolt deaepaumm B npouecce 3arpysku u (uam)
ANHaMKUYeckn B npouecce paboTbl MHPOPMALIMOHHOW CUCTEMDI;

obecneyeHne GM3MYECKON 3aLLMUTbI TEXHUYECKUX CPEACTB MHPOPMALMOHHON CUCTEMDI, HA KOTOPbIX
ycTaHoBneHa 6a3a AgaHHbIX, B cooTBeTcTBuM ¢ 3TC.2 1 3TC.3.

Mpasuaa W npoueaypbl KOHTPOAA  LENOCTHOCTM MHPOpMaUUM  pernameHTUpyloTca B
OpraHM3aLMOHHO-PaACNOPAANTENbHBIX JOKYMEHTaX ornepaTopa no 3awmTe MHGopmaLmm.

TpeboBaHuA K ycuneHuto OLJT.2:

1) B MHPOPMALMOHHON CUCTEME AOJKHbI BbINOAHATLCA MNPOLEAYPbl KOHTPOAA LEeNOCTHOCTM
MHpopMaumn, coaeprralleica B 6ase AaHHbIX, Nepes KaxKAabiM 3anycKom NporpammHoro obecneyeHus
A0CTyna K 6ase AaHHbIX;

2) B MHPOPMALMOHHOW cucTemMe A0JXKeH 0becneumBaTbCa KOHTPOJIb LLEJIOCTHOCTU MCMNOTHAEMbIX
MoAynen, XpaHalmxca B 6asax gaHHbIX (Hanpumep, XpaHUmble NpoLeaypbl, TpUrrepsbl);

3) B WHOOPMAUMOHHON cuUcTeMe [0/KHA obecneymBaTbca 6/IOKMPOBKA 3amycka CUCTEMbI
ynpasneHua 6asbl AaHHbIX U (M1KM) BNOKMPOBKa cermeHTa (KoMnoHeHTa) MHPOPMALMOHHON CUCTEMDbI
(aBTOMaTM3MpOBaHHOTO paboyero mecTa, cepBepa) B c/aydae oOb6Hapy:KeHMs ¢aKTOB HapylleHun
LLeNIOCTHOCTH;

4) KOHTPO/b LENOCTHOCTU CTPYKTYpbl 6asbl AaHHbIX M KOHTPO/b LEeNOCTHOCTU MHbOPMaLMK,
XpaHsuleica B 6ase AaHHbIX, C MPUMEHEHMEM CheumasnbHbIX NPOrPaMMHbIX aBTOMATU3MPOBAHHbIX
CPeACTB KOHTPOAA LLe/IOCTHOCTH.

CopeprkaHue 6a3oson mepbl OLI/.2:



Mepa 3awmTol
nHbopmaumm

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

3 2

oun.2

YcuneHue OLJ.2




Ooun.3 OBECMEYEHME BO3MOKHOCTM BOCCTAHOB/IEHMA NMPOrPAMMHOIO OBECMEYEHWUA,
BK/TIOYAA NPOTPAMMHOE OBECMEYEHUE CPEACTB 3ALWLNTHI MHPOPMALIMW, MPU BO3HUKHOBEHUW
HELUTATHbIX CUTYALLIUIA

TpeboBaHuAa K peanusaumm OLI.3: OnepaTopom Ao/mKHa ObiTb NpegycMOTPEHa BO3MOMHOCTb
BOCCTAHOBJ/IEHUA NPOrPaMMHOro obecneyeHus, BKAOYAA NporpammHoe obecnevyeHne CpeacTs8 3aLLMTbI
MHPOPMaLUK, NPU BOSHUKHOBEHUMN HELUTATHbIX CUTYALUNA.

Ona obecneyeHMss  BO3MOXHOCTM  BOCCTAaHOBAEHMA  MpOrpamMmHoOro obecrneyeHua B
MHPOPMALMOHHOM cUCTEME A0/XKHbI ObITb MPUHATHI COOTBETCTBYHOLLME NAaHbl NO AEACTBUSAM NepcoHana
(agmuHucTpaTOpOB HE30MaCHOCTH, NoAb30BaTeNEN) NPU BO3HUKHOBEHMUW HELUTATHbIX CUTYaLUNA.

BO3MOKHOCTb  BOCCTAaHOB/JIEHMS  MPOrpPamMMHOro  obecrneyeHusi, BKAOYAs MNPOrpammHoe
obecneyeHne cpeacTB 3alMTbl MHOOPMAUUKM, MPU BO3HUMKHOBEHUMU HELTATHbIX CUTYaUMI OOJIXKHA
npeaycmaTpusathb:

BOCCTaHOB/IEHWE MpPOrpaMMHOro obecneyeHuns, BK/OYasa nporpammHoe obecrnedyeHue CpeacTs
3aLWmMTbl MHGOPMALLMK, U3 Pe3ePBHbIX KOMKUiA (AUCTPNBYTUBOB) NporpaMmHoro obecnevyeHus;

BOCCTAHOBJ/IEHWE M MNpoBepKa paboTocnocobHOCTM  cUCTEMbI  3alMTbl  MHPOPMaLUK,
obecneunsatowme HeobxoAnMMbIM YPOBEHDb 3aLUMULLEHHOCTU MHPOPMALUWK;

B0O3BpPaT MHPOPMALMOHHOW CUCTEMbI B Ha4yalbHOE COCTOSIHWE (A0 BO3HWMKHOBEHMA HelTaTHOWM
cutyaumm), obecneuymBatollee ee WTaTHoe OYHKUMOHWPOBAHME, WAW BOCCTAHOBJ/IEHWE OTAE/bHbIX
JYHKLUMOHANbHBIX  BO3MOMHOCTEMN  WMHOPOPMALMOHHOM  CUCTEMbI, OMPEAENIEHHbIX ONepaTopoMm,
NO3BO/IAOLLMX peLlaTb 3a4a4m no 06paboTke MHopmaLuu.

OnepaTtopom NPUMEHAIOTCA KOMMNEHCUPYIOWME Mepbl 3aWwmTbl MHGOPMAUMM B CAyYanXx, Koraa
BOCCTaHOB/IeHMe paboToCNOCOBHOCTM CUCTEMbI 3aLLUTbI MHGOPMALMM HEBO3MOXKHO.

Mpasuna u npoueaypbl BOCCTAHOBAEHMA (B TOM YMC/E NaHbI NO AEACTBUAM NepcoHana, nopagok
NPUMEHEHNA KOMMEHCUPYIOWMX MepP) OTPaKatoTCA B OPraHU3aLMOHHO-PACNoPAANTENbHbIX AOKYMEHTAX
onepaTtopa no 3awmTte MHPopmaLmu.

TpeboBaHuA K ycuneHumto OLJ.3:

1) onepaTtopom obecneymMBaeTcs BOCCTAHOB/EHWE OTAE/bHbIX GYHKLUMOHAMbHbBIX BO3MOMKHOCTEMN
WHOOPMAUMOHHOM CUCTEMbI C NPUMEHEHMEM pPE3epPBUMPOBAHHONO NPOrpammHOro obecneyeHun
3epKasbHOM MHPOPMALMOHHOM cUcTEMbI (cermeHTa WHPOPMAUMOHHOM CUCTEMBI, TEXHUYECKOro
cpeacTBa, ycTpolictea) B cooteetcteum ¢ OAT.2 1 OAT.4.

CopeprkaHue 6asoBon mepbl OLL/.3:



Mepa 3awmTol
nHbopmaumm

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

3 2

oun.3

+ +

YcuneHue OLJ.3




oun.4 ObHAPYXEHUE N PEATUPOBAHWE HA MOCTYNNEHUE B UHOOPMALIMOHHYIO CUCTEMY
HE3AMPALLUMBAEMbIX 3NNEKTPOHHbIX COOBLLEHWI (MUCEM, LJOKYMEHTOB) U UHOW MHOOPMALLUN,
HE OTHOCALLMXCA K ®YHKLUNOHUPOBAHWUIO NUHOOPMALMOHHOW CUCTEMBI (3ALLMTA OT CNAMA)

TpeboBaHua K peanusaumm OL1.4: OnepaTopom AO/IKHO obecneymBaTbCsi OBOHapy)KeHue Wu
pearnpoBaHMe Ha NOCTYNAeHWE He3anpPaLIMBaAEMbIX 3NEKTPOHHbIX COOBLLEHMI (NMcem, AOKYMEHTOB) U
MHON MHOPMALMK, HE OTHOCALMXCA K GYHKUMOHUPOBAHUIO MHPOPMALMOHHOW cUCTEMDBI (3almTa oT
cnama).

3alWmTa OT CcrMama peanusyeTcs Ha TOouyKax Bxoda B MHPOPMALMOHHYO cuctemy (Bbixoaa)
MHPOPMALMOHHbIX MOTOKOB (MeKceTeBble 3KpaHbl, NoYTOBbIe cepBepbl, Web-cepBepbl, TPOKCU-cepBepbl
N cepBepbl YAaIeHHOro A0CTYyNa), a TakKe Ha aBTOMaTM3MpPOBaHHbIX paboumx mecTtax, cepsepax u (1am)
MOBOUNbHbBIX TEXHUYECKMX CPeACTBaxX, MOAK/IOYEHHbIX K CeTAM CBA3M obwero nonb3oBaHuA, Ans
OBbHapyXeHUss U pearnpoBaHMA Ha MNOCTYMJIEHMEe MNO 3SNEKTPOHHOW Mo4YTe HesanpalliMBaemMbixX
3/1IEKTPOHHbIX COOBLIEHNI (NUCEM, AOKYMEHTOB) NN B MPUIOKEHMUAX K SINEKTPOHHbIM MUCbMaM.

3awmTa oT cnama obecneunBaeTca npumeHeHnem cneunmanmnsnmpoBaHHbIX CpeacTB 3aluThl,
peannsyrumnx cneayroume mexaHmM3mol 3alnUTbI:

éduUNbTPaLuMA MO COAEPKUMOMY  INEKTPOHHbIX  COOBWEHMI  (MMcem, OOKYMEHTOB) C
MCMNONb30BaHNEM KpPUTEPMEB, MO3BONAIOWMX OTHOCUMTb COOBLLEHMA K CNamy CUrHaTypHbIM U (1K)
3BPMCTMYECKUM METOAaMMU;

duNbTpauusa Ha ocHoBe MHPopMaLMM 06 OTNpaBUTeNe 3NEKTPOHHOTO coobliieHMA (B TOM yncae ¢
ncnosnb3oBaHMeM "4epHbIX" CNMCKOB (3anpelleHHble oTnpasutenn) u (Mam) "6enbix" CcnNUcKos
(paspelueHHble oTNpaBuTeNm).

OnepaTopom 0/1KHO OCYLLEeCTBAATLCA 0bHOBNAEHME 6a3bl "yepHbIX" ("6enbix") CNUCKOB U KOHTPOb
uenoctHocTn 6asbl "yepHbix" ("6enbix") cnmMckos.

MpaBuna u npoueaypbl 0B6HapPYKEHUA W pearMpoBaHUA Ha MOCTyMN/eHWe HesanpaluBaemoin
MHPOPMaLMN PErnameHTUPYIOTCA B OpraHM3aLMOHHO-PacnopAAUTEbHbIX AOKYMEHTax onepaTtopa no
3awmTe nHdopmaumu.

TpeboBaHuA K ycuneHuto OLJ.4:
1) onepaTopom obecrneunBaeTca LLeHTPaM30BaHHOE ynpasBaeH1e CPeaCTBaMM 3aLUMTbl OT CNama;

2) B MHPpOPMaALMOHHON cUCTEME A0/1KHa obecneunBaTbea GUAbTPALMA HA OCHoBe MHPOPMaLMK 06
oTnpaBuTesne 3/1EKTPOHHOIO COOBLWEHMA C WMCNO/b30BaHMEM 3BPUCTUYECKMX METoA0B (Hanpumep,
"cepble" CMWUCKM CepBepOoB 3/1EKTPOHHOM MOYTbl, PacNo3HaBaHWE aBTOMATUYECKU FeHEepPUPYEMbIX UMEH
oTnpasuTenei u gpyrue);

3) B WHbOPMALMOHHOW cucTeme AO0NKHA obecneynBaTbCA ayTeHTUGMKaLMA oOTnpasuTenei
3/1IeKTPOHHbIX coobLeHni B cooTBeTcTBUN ¢ UAD.1, UAD.6, UAD.7;

4) B WHPOPMALMOHHOM cucTeme f[OMKHA obecneymBaTbCs ayTeHTUOMKAUUA CcepBepoB
3NEeKTPOHHOM NoYThbl (B TOM Uncne B cooTBeTcTBuM ¢ UAD.2, NAD.7);

5) B VIHd)OpMaLI,VIOHHOf/‘I cucreme OOoKeH obecneuynBaTbCs KOHTPO/1Ib NOCTYyNna1eHNA B
MHq)OpMaLI,MOHHy}O cncremy VIH(I)OpMaLI,VIOHHbIX COO6LLI,€HMI\;I N OOKYMEHTOB Ha OCHOBE KOHTEHTHOIO
daHaus3a.

CopeprkaHue 6asosoi mepbl OLJ1.4:



Mepa 3awmTol
nHbopmaumm

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

3 2

oun.a

+

YcuneHue OUJ.4




OLY1.5 KOHTPO/Ib COAEPYAHUA UHOOPMALMMK, NEPESABAEMOWN U3 MHOOPMALIMOHHOM
CUCTEMbI (KOHTEMHEPHbIW, OCHOBAHHbIA HA CBOMCTBAX OBbEKTA AOCTYMA, N KOHTEHTHbIN,
OCHOBAHHbI HA MOWUCKE 3AMPELWEHHOW K MEPEOAYE WMHOOPMALMU C UCNOJIb3OBAHUEM
CUTHATYP, MACOK W WHbIX METOAOB), UM WCKIHOYEHWME HEMNPABOMEPHOWM MEPELAYM
NHPOPMALMU N3 NHOOPMALMOHHOW CUCTEMBI

TpeboBaHua K peanusaumm OUJL5: B MHPOPMaLMOHHON cUCTEME [OMMKEH OCYLLECTBAATLCA
KOHTPONb coAepaHua nHbopmaLlmm, nepegasaemoin ns MHGOPMaLMOHHON CUCTEMBI (KOHTEHEPHDIN,
OCHOBaHHbIM Ha CBOMCTBaX 0ObEKTA A0CTYNa, MU KOHTEHTHbIA, OCHOBAHHbLIA Ha MOUCKE 3anpeLLeHHON K
nepegaye MHOOPMaLMM C UCMOJIb30BAaHMEM CUTHATYP, MACOK M MHbIX METOAO0B), U WCKAOYeHue
HenpaBOMeEpPHOM nepeaayn MHbGopmaLmm n3 MHPOPMaALMOHHOMN CUCTEMDI.

KoHTponb copeprkaHma MHbopmaLmnK, nepesaBaemon M3 MHPOPMaLMOHHON CUCTEMDBI, OONMKEH
npeaycmaTpuBaTh:

BblABAEHNE PAKTOB HENPABOMEPHOM Nepeaayn 3awmaemon nHeopmaunm 3 MHGOpPMaLMOHHOMN
CUCTEMbI Yepes pPasnYHble TUMbl CETEBbIX COEANHEHUI, BKAOYAsA CETU CBA3WN OOLLEro Mo/b30BaHUSA, U
pearnpoBaHue Ha HUX;

BblAB/IEHUNE (I)aKTOB HenpaBOMepHOVI 3anuncu 3au.|,V|u.|,aeM0ﬁ VIH(I)OpMaLI,VIM Ha Hey4YTeHHblE CbEMHbIE
MalWKWHHbIE HOCUTENTN MHd)OpMaLI,MVI 1 pearmpoBaHne Ha HUX;

BbifiB/IeHME PaKTOB HEMPaBOMEPHOTO BbIBOAA Ha NeYaTh JOKYMEHTOB, COAEPKaLUMX 3aLIMLLIaEMYHO
NHOGOPMALMIO, U PearnpoBaHne Ha HUX;

BbifiBNeHMe GaKTOB HEenpaBOMEpPHOro KOMMPOBAHMA 3alLMLLaeMOn MHGOPMALMK B NPUKNALHOE
nporpammHoe obecneyeHune us bypepa obmeHa n pearnpoBaHne Ha HUX;

KOHTPONb XpaHeHUs 3awmiiaemoit MHbopMaLumn Ha cepBepax U aBTOMaTU3MPOBaHHbIX pabounx
MecTax;

BblABJEHWE HAKTOB XpaHEeHMA MHPOPMaLMKM Ha 06LLMX ceTeBbIX pecypcax (obuime nanku, cuctembl
AOKYyMeHTo060poTa, 6a3bl AaHHbIX, MOYTOBbIE apXMBbLI U UHbIE PeCYpCbl).

KoHTponb copepxaHua uHbOpmaLumu, nepenasaemon U3 MHPOPMALMOHHOM  CUCTEMBI,
OCYLLECTBNAETCA NO UMOPOBbIM OTNeYaTkam MHPOPMaUMK, NO PEryiAapHbIM BblpaxKkeHuam u (uam) no
aTpubytam 6esonacHocTn (MeTkam 6e3onacHocTM) GaioB, a TaKKe C MOMOLLbIO MHbIX METOZOB.

MpaBuaa n Nnpoueaypbl KOHTPOA COAEPKaHMA NepesaBaemMmoin MHPOPMaLMKN PErTAMEHTUPYIOTCA B
OpraHM3aLMOHHO-PaCNoPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmte nHGopmaumnm.

TpeboBaHuA K ycuneHuo OLJL.5:

1) B MHPOPMaLMOHHON CUCTEME AONKHO OCYLLECTBAATLCA XpaHeHWe Bceill nepenaBaemolt U3
MHOOPMALUMOHHOM cucTeMbl MHbOPMAUMK U (MaKM) MHOOPMAUMKM C HEeAONyCTUMbIM K nepegadve U3
MHPOPMALMOHHOM CUCTEMbI COLEPKAHMEM, B TEUEHWNE BPEMEHU, ONPESENsSEMOro ONepaTopom;

2) B MWHPOPMALMOHHOM CUCTEME [JO/IKHA OCYLLecTBAATbCS O/NOKMPOBKa nepejaun U3
MHPOPMALMOHHOM cUCTEMbI MHPOPMALMK C HEAOMYCTUMbIM COLAEPKAHNEM.

CopeprkaHue 6asoBon mepbl OLL/.5:



Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm

4 3 2 1

o5

YcuneHue OLJLS

OL1.6 OTPAHMYEHWE MPAB MNO/1Ib3OBATE/NEN MO BBOAY MHOOPMALMN B UHOOPMALMOHHYIO CUCTEMY

TpeboBaHua K peannsaumm OUJL.6: B nHGOpMaLMOHHOM cucTEME AO0/IKHO OCYLLECTBAATLCA OrpaHMYeHue npas MoJsib3oBaTtesen no Beoay MHboOpmMauum B
MHGOPMALMOHHYIO CUCTEMY.

OrpaHuyeHue Npas No/sib3oBaTeselt No BBoAY MHGOPMaLUKN NpedycmaTpMBaET orpaHMYeHe No BBOAY B onpeaeneHHble TUMNbl 06bEKTOB A0CTYNa (06bEKTbI
dalinoBoi cuctemol, 06bEKTbI 6a3 AaHHbIX, 06BEKTbI MPMKNALHOTO M CNeunanbHOro NnporpammHoro obecnedeHma) MHGopMaumMm Mcxoaa U3 3a4ad U NOJTHOMOUMM,
pelaemMblx Nosib3oBaTesieM B UHPOPMALMOHHOM cucTeme.

OrpaHuyeHns npas noJsib3oBaTtesiel No BeoAy UHGOPMaALUKN B MHOOPMALMNOHHYIO CUCTEMY AOJIKHbI GUKCUMPOBATLHCA B OPraHM3aLMOHHO-PacNopAaANTENbHbIX
OOKYMEHTaxX Mo 3almTe MHPopmauum (OKYMEHTUPOBATLCA) U peann3oBbiBaTbesA B cootseTcTeun ¢ YMA.4 n YNA.5.

TpeboBaHuA K ycuneHuto OLJ1.6:

1) B I/IHd)OpMBLI,I/IOHHOﬁ cucteme obecrneymBaeTcsl MCKAKOYEHME BO3MOMKHOCTU BBO4A MNOJ/1b30BaTENIAMU I/IHd)OpMaLI,VIM B MHd)OpMaLI,VIOHHYIO cncremy,
Bcneacrtsmne peannsaunm orpaHMYnNTENIbHbIX MHTepd)eﬁCOB no BeBoay VIHd)OpMaLI,VIM TOJZIbKO Yepe3 cneymnasibHble d)OprI NPUKAaAHOIO NPOrpammHOro obecneyeHus.

CopeprkaHue 6asosoi mepbl OLL/.6:

Mepa 3awwmTbl Knacc 3awmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm
4 3 2 1
oun.e +
Ycnnenune OLJ1.6




OUJ1.7 KOHTPO/J1b TOYHOCTH, NOJIHOTbI U NPABU/IBHOCTU JAHHbBIX, BBOANMBbIX B UHGOPMALIMOHHYIO CUCTEMY

TpeboBaHus K peannsaumm OLL1.7: B MHGOPMALIMOHHOW CUCTEME LONKEH OCYLLECTBAATLCA KOHTPO/1b TOYHOCTU, MONHOTLI U NPaBUAbHOCTM AaHHbIX, BBOAVUMbIX
B MHGOPMALIMOHHYIO CUCTEMY.

KOHTPOAb TOYHOCTWU, MOJIHOTbI M NPABWUALHOCTU AAHHbIX, BBOAMMbIX B MHPOPMALMOHHYIO cucTeMy, obecrneunmBaeTca NyTeM YCTaHOB/EHWUA U NPOBEPKM
cobntogeHna GopmaToB BBOAA AAHHbIX, CUHTAKCUUYECKUX, CEMAHTUYECKMX U (MK) MHBIX NPaBWUA BBOAA MHPOPMALMK B MHOOPMALIMOHHYIO CUCTEMY (LONyCTUMbIE
Habopbl CUMBONOB, Pa3MEPHOCTb, 061aCTb YNCOBbIX 3HAYEHUII, AONYCTUMbIE 3HaYEHMA, KOIMYECTBO CUMBO/IOB) ANS NOATBEPKAEHUA TOTO, YTO BBOA, MHGOPMALMM
COOTBETCTBYET 3a4aHHOMY OnepaTopom GopMaTy U CoAeprKaHuio.

BBOogMMble AaHHble OOMXHbI MPOBEPATLCA HA HA/IMYME KOHCTPYKLUMIA, KOTOpble MOTYT ObiTb MHTEPNPETUPOBAHbI NPOrPaMMHO-TEXHUYECKMMU CPEeACTBAMMU
MHOOPMALMOHHOM CUCTEMbI KaK MCNONHAEMbIE KOMAHAbI.

TpeboBaHuA K ycuneHuto OLJL.7:

He ycTaHOBAEHbI.

CopeprkaHue 6asoBoit mepbl OL.7:

Mepa 3awmTbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM CUCTEMBI
nHpopmaymm
4 3 2 1
oun.7
Ycunenune OUJL.7

OL/1.8 KOHTPO/1b OLUMBOYHBIX AEMCTBUI NOb3OBATEEN MO BBOAY U (M/IN) MEPESAYE MHOOPMALMW U NPEAYMPEXKAEHUE NOIb3OBATENEN OB
OLLUMBOYHbIX AEMCTBUAX

TpeboBaHuA K peannsaumm OLL/.8: B MHGOpMaLMOHHOW cUCTEME AONKEH OCYLLLECTBAATLCA KOHTPOJIb OLMBOUYHbIX AEACTBUIA NOb30BaTeNel No Beoay 1 (nnm)
nepegaye MHGopmaLumm 1 npeaynpexkaeHne nonb3osatenein 06 oWnMbOUYHbIX AeNCTBUAX.

KoHTpo/ib 0WMBOYHbIX AeMCTBUIM NOAb30BaTeNel No BBoAy M (Mn) nepenade nHPopmaLmm 1 npeaynpexgeHne nosbsosatesen 06 oWMOOUYHbIX AeNCTBUAX



[OMKEH NpefyCcMaTpMBaTh:

onpeaeneHne onepaTtopom TUMNOB OWWMOBOYHBbIX AENCTBMIA MNONb30BATENEN, KOTOopble MNOTEHLMaNbHO MOTYT NPUBECTM K HapylweHutio 6e3onacHocTy
MHPOPMaLMKN B UHPOPMALMOHHOM CUCTEME;

reHepupoBaHue coobweHnn AnA nonb3osBaTenet 06 WX OWMOOYHbBIX [ENCTBUAX M O BO3MOMKHOCTM HapyweHua 6e3onacHoCcTM WHpopmaumm B
MHPOPMALMOHHOM CUCTEME AR KOPPEKTUPOBKM AENCTBUI NOIb30BaTENEN;

peructpauna mHdopmaumm 06 OoWMOOYHbIX AENCTBMAX MNO/Ib30BaTe/IEN, KOTOpPble MOryT MPUBECTU K HapyleHuio 6e3onacHoctM wuHdopmauum B
MHGOPMALMOHHOM CUCTEME, B KYPHaNax perncrpaummn cobolitnii 6esonacHocTn B cootsetcTeum ¢ PCB.3;

npeaocTas/ieHMe A40CTyna K coobweHnam 06 oLWNBOYHbIX AENCTBMAX NONb30BaTEeM TObKO aAMUHUCTPATOPaM.
TpeboBaHuA K ycuneHuto OLJ1.8:

He ycTaHOBAEHbI.

CopeprkaHue 6asosoit mepbl OLL/.8:

Mepa 3aLWmThbl Knacc 3awwmuweHHOCTM MHGOPMaLMOHHOM CUCTEMDI
nHpopmaymm
4 3 2 1
oun.s

Ycunexune OLJ.8




3.10. OBECNEYEHUE AOCTYNMHOCTU MHPOPMALNIN (OAT)
O[AT.1 UCMOJIb3OBAHUE OTKA30YCTONYMBBIX TEXHUYECKUX CPEACTB

TpeboBaHua K peanusaumm OAT.1: OnepaTtopom AONXKHO obecneymBaTbCa WCMO/b30BaHME
OTKa30yCTOMUYMBbIX TEXHUYECKUX CPEACTB, NpeaycMmaTpuBatoLLee:

onpefeneHne CermeHToB WMHPOPMALMOHHOM CUCTEMbBI, B KOTOPbIX [AO/KHbI NPUMEHATHLCS
OTKa30yCTOMYMBbIE  TexXHUMYeckuMe cpenctsa, obnajatowme  CBOMCTBAMM  COXPaHATb  CBOKO
paboTocnocobHOCTb Moc/e OTKasa OAHOrM0 MAM HECKOJIbKMX MX COCTaBHbIX YacTei, U NepeyHs TaKux
cpencte  ucxoga w3 Tpebyembix ycnosuin  obecrnevyeHMA  HenpPepbIBHOCTU  GYHKUMOHMPOBAHUA
MHGOPMALNOHHOM CUCTEMBI M AOCTYNHOCTU MHOOPMALMM, YCTAHOBIEHHbIX ONEPATOPOM;

onpeaeneHue npeaenbHbiX (MOPOroBbix) 3HaYEHUI XapaKTepPUCTUK (KoadpdpuumeHTa) roToBHOCTH,
MOKa3bIBalOWEro, KaKylo OO0 BPEMEHW OT obliero BpemeHu paboTbl MHPOPMALMOHHON CcUCTEMDI
TEXHUYECKOEe CPeacTBO (TEXHMYECKOE pelleHMe) HaxoamuTcA B paboyem COCTOAHWM, U XapaKTepPUCTUK
HadeKHocTu (Tpebyemoe 3HayeHMe BEPOATHOCTU OTKasa B eAMHULY BpeMeHMU) ucxoaa u3 Tpebyembix
yC/noBUIA obecneyeHnn HeNpepbIBHOCTU GYHKLMOHUPOBAHUA MHOOPMALMOHHOM CUCTEMbI U AOCTYMHOCTU
MHbOPMaALUM, YCTAHOB/IEHHbIX OMNEPaTOPOM;

npuMmeHeHe B MHPOPMALMOHHOM CUCTEME TEXHUYECKUX CPEACTB C YCTaHOB/IEHHbIMW OMepaTopom
XapaKkTepuctukamm (KoapdpuumeHToM) rOoTOBHOCTU M HaAEXHOCTW, obecneumsBarlolinx Tpebyemble
YCN0BMA HEMPEPbIBHOCTU GYHKLMOHNPOBAHUA MHPOPMALLMOHHOM CUCTEMbI U ZOCTYNHOCTM MHPOPMaLLUK;

KOHTPO/Ib C YCTAaHOBJ/IEHHOWM OMepaTopoM MNEepMOAMYHOCTbIO 3a 3HAYEHMAMM XapPaKTEPMUCTUK
(koaddMUMEHTOB) FOTOBHOCTU U HAZAEKHOCTU TEXHUYECKUX CPeaCTB M pearMpoBaHMe Ha yxyaweHue
3HaYEeHWI AaHHbIX XapaKTePUCTUK (MHULMANM3aLUMA N1aHa BOCCTAHOBIEHUA paboTocnocobHOCTU U UHble
MeToAbl pearnpoBaHus);

3aMeHa TeXHUYECKUX CpeacrtB, XapaKTepUCtuku (K03¢¢MLI,MEHTI:I) rOTOBHOCTM WU HaAEeXHOCTU
KOTOPbIX AOCTUTIN NPeaeNbHOIo 3Ha4eHUA.

Onepatopom  [O/MKHO 6biTb  obecneyeHo onpeaeneHne  TpebyemblX  XapaKTepUCTUK
(KO3pPUUMEHTOB) HALEKHOCTU M TOTOBHOCTM B COOTBETCTBMU C HALLMOHA/IbHbIMM CTaHAAPTAMM.

TpeboBaHuA K ycunenmto OAT.1:

1) onepaTop BbLIBOAMT M3 3KCMNyaTaUMM TEXHUYECKOe CPeACcTBO NyTem nepefayn ero GpyHKuui
apyromy (pesepBHOMY) TEXHUYECKOMY CPeACTBY [0 AOCTUMKEHMS MepBbiM NpeaenbHbiX (Moporosbix)
3HaYEeHUI XapaKTePUCTUK (KO3PPULMEHTOB) FOTOBHOCTU U (MNIM) HaAEKHOCTH;

2) B MHOOPMALMOHHOW CUCTEeMe peanm3yeTcA aBTOMaTUYeCKoe onoBelleHue (cMrHaamsauma) o
OOCTUXEHUM  TeXHUYECKMM CPeACTBOM  MNpeaefibHbiX  (MOPOroBbiX) 3HAYEHWUIA  XapaKTEePUCTUK
(KO3dPUUMEHTOB) TOTOBHOCTM M HAAEKHOCTU (CTeneHb AOCTVNKEHWUA nNpeaesibHblX 3HaYyeHWui
onpeaenseTca onepatopom);

3) B MHOOPMALMOHHOW CUCTEME peannsyeTca aBTOMaTUYecKoe onoBelleHue (curHanusaums) o
AOCTUKEHUM TEXHUYECKMM CPEeACTBOM NpeAe ibHbIX (MOPOroBbIX) 3HAUYEHUI XapaKTepPUCTUK 3arpy3Kiu.

CopeprkaHue 6asoBon mepbl OAT.1:



Mepa 3awmTol
nHbopmaumm

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

3 2

oAr.1

Ycunernue OAT.1




OAT.2 PESEPBUPOBAHME TEXHUYECKMUX CPEACTB, MPOTPAMMHOIO OBECMEYEHWNA, KAHA/TOB
NEPEAAYUN UHOOPMALMK, CPEACTB OBECMEYEHUA OYHKLMOHUPOBAHUA WUHOOPMALMOHHOM
CUCTEMBI

TpeboBaHua K peanusaumm OAT.2: Onepatopom A0MKHO obecrneuymBaTbCcA pe3epBUpPOBaHUE
TEXHUYECKMX CPEeAcTB, MNporpammHoro obecnevyeHus, KaHaNoB nepegayn WHPopmauun, CpeacTs
obecneyeHna GyHKUNMOHNPOBAHMNA MHPOPMALIMOHHOM CUCTEMBI, NPeayCMaTpUBatOLLEE:

onpefeneHne cermeHToB MHPOPMALMOHHON CUCTEMDBI, B KOTOPbIX AOJIKHO OCYLLECTBAATLCA
pe3epBUpPOBaHME TEXHUYECKMX CPEACTB, MPOrpaMMHOro obecneyeHus, KaHaNoB Nepeaayun MHGopmaLnm
n cpeacts obecneyeHns GYHKLMOHUPOBAHUA, @ TaKKe MEPEYHs pe3epBUpPyeMbIX CPeACcTB UCXOAA M3
Tpebyembix ycnoBuii obecnevyeHma HenpepbIBHOCTU GYHKUMOHMPOBAHUA MHPOPMALLMOHHOM CUCTEMBI U
OOCTYNHOCTU MHOPMALMK, YCTAHOBAEHHbIX ONEPATOPOM;

npumeHeHne pes3epBHbIX (AyHAMpPYIOWMX) TEXHUYECKUX CPeACTB, MporpaMmHoro obecnevyeHwus,
KaHanoB nepeaayn nHoopmaumm n (nnum) cpeacts obecneveHna GyHKLMOHUPOBAHNUA MHOOPMALLMOHHOM
cuctembl,  obecneumBalowmx — Tpebyemble  YCAOBMA  HEMNPEPbLIBHOCTM  GYHKUMOHWPOBAHUA
MHPOPMALMOHHOM CUCTEMBI M AOCTYNHOCTM MHGOPMaLUK;

BBOJ, B AeNCTBME pPe3epBHOI0 TEXHMYECKOro CpenacTBa, MPOrpammMHoOro obecneyeHus, KaHana
nepegayn nHpopmaumm mamn cpeactesa obecneyeHns GYHKUMOHMPOBAHMA NPU HapyLleHUn Tpebyemblx
YCNI0BUIA HENPEPLIBHOCTU PYHKLMOHUPOBAHMA MHOOPMALMOHHOM CUCTEMbI U AOCTYNHOCTM MHPOPMaLMN.

PesepBMpoBaHME TEXHUYECKUX CPEACTB B 3aBMCMMOCTM OT Tpebyembix ycnoBuin obecnevyeHus
HenpepbIBHOCTU (PYHKUMOHNPOBAHUA WHOOPMALMOHHON CUCTEMbI U  AOCTYNHOCTU UMHPopMaLUm
BK/IlOYaeT HeHarpyxeHHoe ("xonogHoe") u (unn) Harpy»keHHoe ("ropsauyee") pesepBupoBaHue.

Mpu pesepBMpoOBaHMM NPOrPaMMHOro obecneyeHms OCYLLECTBAAETCA CO3A4aHNE Pe3ePBHbIX KOMUI
06L,EeCcMCTEMHOrO, CNeLManbHOro M NPUKNALHOIO NPOrPaMMHOro obecrneyeHuns, a TakKe NPOrpammMHOro
obecneyeHnn cpeacTB 3aWmUTbl MHOOPMALMKM, HeobXoaMMbIX gna obecnedyeHusa Tpebyemblix ycnoBuii
HenpepbIBHOCTU GYHKLMOHMPOBAHUA MHGOPMALLMOHHOM CUCTEMBI U AOCTYNHOCTU MHOOPMALLUK.

Pe3epBupoBaHMe KaHanoB nepegaymn MHd)OpMaLI,MM BK/TIOYaeT:

pe3epBMpPOBaHME KaHa/0B CBA3K, obecrneunBatoLlee CHUKEHNE BEPOATHOCTU OTKasa B AOCTyne K
MHPOPMALNOHHON CUCTEME;

Ha/IMUME Y OCHOBHbIX W a/bTEPHATUBHbLIX MOCTABLIMKOB TENEKOMMYHUKALMOHHbIX YCAyr
(npoBaitgepos) MHGOPMALLMOHHOM CUCTEMbI NMIAHOB MO BOCCTaHOB/IEHUIO CBA3M NPW aBapusax u cbosx, ¢
yKa3aHMeM BpemMeHW BOCCTaHOB/IeHUA.

PesepBupoBaHMe cpeacTs obecnedeHua QGYHKUMOHMPOBAHMA WMHOOPMALMOHHOW CUCTEMbI
BK/IOYaET:

MCMO/Ib30BaHNE KPATKOBPEMEHHbIX PEe3epBHbIX MWCTOYHMKOB NWUTaHUs pgaa  obecneyeHus
NpPaBUAbHOIO (KOPPEKTHOTO) 3aBepLueHnsa paboTbl cermeHTa MHGOPMALLMOHHOM CUCTEMBI (TEXHUYECKOTO
CPeACTBa, YCTPOMCTBA) B C/ly4Yae OTK/IOYEHUS OCHOBHOTO MCTOUYHMKA NMUTAHWUS;

ncnonb3oBaHWE OONTOBPEMEHHbBIX pe3epBHbIX UCTOYHUKOB NUTAHUMA B Cayyae [OJ/IUTEJ/IbHOTO
OTK/TIO4EeHNA OCHOBHOIO MCTOYHUKA MUTAHUA U HEO6XOAI/IMOCTI/I npoao/iXeHnAa BbiINOJIHEHNUA CETMEHTOM
MHGOPMALMNOHHOM CUCTEMBI (TEXHUYECKMM CPeaCTBOM, YCTPOMCTBOM) YCTAHOB/IEHHbIX GYHKLMOHANbHbIX
(3apav);

onpeageneHne nepevyHA sSHePro3aBUCUMbIX TeXHUYECKUX CPeacTts, KOTOPbIM HeO6XO,£I,VIMO
obecneunTb Han4yme pe3epBHbIX NCTOYHUKOB MUTAHUA (KpaTKOBpeMeHHbIX n ,EI,OﬂFOBpeMEHHbIX).



MpaBuna w  npoueaypbl  PE3EpPBMPOBAHMA  PEFNAMEHTMPYIOTCA B OpraHM3auMoHHO-
pacnopsaaMTenbHbIX LOKYMEHTax onepaTopa no 3almTte nHdopmaumu.

TpeboBaHuA K ycunenmto OAT.2:

1) B MHGOPMALIMOHHOW CcUCTEME LO/IKHO 0BecneymBaTbCa pe3epBUPOBaHNE aBTOMATU3MPOBAHHbIX
paboumx MecT, Ha KoTopbix obpabaTbiBaeTca WHPOpPMaLMA (COBOKYMHOCTM TEXHUYECKUX CPEACTB,
YCTaHOB/IEHHOro MporpammHoro obecneyeHns, CPeaCcTB 3alMTbl MHOOPMALMM U  NapameTpoB
HaCTPOWKMK), B TOM YMC/ie NpeayCcMaTpuBatoLLee:

NPOCTPaHCTBEHHOE (reorpaduyeckoe) oTaeneHme pesepBHbIX aBTOMATU3NPOBAHHbIX Paboumx mecTt
OT OCHOBHbIX MecT 06paboTkn MHOpPMaUUKM, C YH4ETOM BO3MOMKHbLIX Yrpo3 HApPYLEeHUA [OCTYNHOCTU
nHbopmauuu;

KOHPUrypaumio pesepBHbIX mecT 06paboTkn MHOPMALLMK, NPeayCMaTPUBAIOLLYI0 MUHUMAbHO
Tpebyemble 3KCNNyaTauMOHHbIE BO3MOXKHOCTU paboyero mecra;

pa3paboTky onepaTopom npoueayp obecneyeHus Tpebyembix ycnoBuii  obecnedyeHus
HenpepbIBHOCTU GYHKLUMOHNPOBAHNA MHPOPMALMOHHOM CUCTEMBI M AOCTYMHOCTU MHPOPMaLMK B CyYae
HapyweHusa pyHKUMOHMpPOBaHMA (c6oeB, aBapuit) pesepBHbIX MecT 06paboTKn MHPOpMaLMK;

orpaHuYyeHne BpemeHn o06paboTKM MHPOpMaUMKM Ha pe3epBHOM paboyem mecTe A0 BPEMEHMU
BOCCTAHOB/IEHUA GYHKLMOHMPOBAHUS OCHOBHOrO paboyero mecTa;

2) B MHpOPMaLMOHHOWN cUCTEME AO0/IKHO 0becrneuymnBaTbCA NPeAoCcTaBAeHNe pPe3epBHbIX KaHanoB
CBA3M OT aNbTEePHATUBHbIX NOCTABLLIMKOB TENIEKOMMYHUKALMOHHbIX YCAYyr (MpoBanaepos), OTANYHbIX OT
NOCTaBLUMKOB (MpoBaitaepoB) OCHOBHbIX KaHaN0B CBA3W;

3) B MHd)OpMaLI,MOHHOﬁ cncreme OO0NXKHO obecneunBaTbCa UCNONb30BaHME pe3epBHbIX KaHanoB
CBA3K, NpoxoaAaLlmnx Nno Tpaccam, OT/IMHHbIM OT TPACC NPOXOXKAEHNA OCHOBHbIX KaHAa/10B CBA3U;

4) B WHOOPMALMOHHOM cUCTemMe [O/KHO o0becneynmsBaTbCa MCMO/b30BaHWE pPe3epBHbIX
(OTAENeHHbIX OT OCHOBHbIX) TENEKOMMYHWKALMOHHbIX CEepBMCOB, ob6ecneymBalolmx AOCTYNHOCTb
nHbopmaumn, [0 BOCCTAHOBAEHWUA AOCTYNMHOCTUM OCHOBHbIX TENEKOMMYHUKALMOHHBIX CEepPBUCOB
NOCTaBLMKOM TENEKOMMYHUKALMOHHBIX yCayr (NpoBaiigepom).

CopeprkaHue 6asosoin mepbl OAT.2:



Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm

4 3 2 1

OAT.2 +

Ycunernue OAT.2

OAT.3 KOHTPO/1b BE3OTKA3HOIO ®YHKUMOHUPOBAHNA TEXHNYECKMX CPEACTB, OBHAPYXKEHUE N JTOKAJTU3ALIMA OTKA3OB ®YHKLUMOHUPOBAHNA,
MNPUHATUE MEP MO BOCCTAHOB/IEHNIO OTKA3ABLLUWX CPEACTB N UX TECTUPOBAHUE

TpeboBaHua K peanusaumm OAT.3: OnepaTopom A0KEH OCYLLECTBAATLCA KOHTPOIb 6€30TKAa3HOIro GYHKLMOHMPOBAHMA TEXHUUYECKMX CPeaCcTB, OOHapYKeHne
W SIOKANM3auma 0TKa30B GYHKLMOHNPOBAHMA, MPUHATME MEP MO BOCCTAHOBAEHUIO OTKa3aBLUMX CPEACTB U UX TECTUPOBAHMUE.

KoHTponb 6e30TKasHOro ¢yHKLUMOHMPOBAHMA NMPOBOAMUTCA B OTHOLWEHUN CEPBEPHOrO M TEJEKOMMYHUKALMOHHOrO 060pyA0BaHNA, KAaHANOB CBA3M, CPEACTB
obecneyeHnna QGyHKUMOHUPOBAHMUA MHGOPMALMOHHON CUCTEMbI MYTEM MEPUOAMYECKON NPOBEPKM pPaboToCNnOoCOBHOCTM B COOTBETCTBMM C 3KCMJIyaTaLMOHHOM
OOKYMeHTaumel (B ToOM Yyncsie nyTem MOCbIJIKM TECTOBbIX COOBLEHNI U NPUHATUA "0TBETOB", BU3ya/IbHOTO KOHTPOAS, KOHTPOASA TpaduKa, KoHTpona "noseageHuma"
CUCTEMBI NN UHBIMU METOAAMM).

Mpu 06HapyKeHUN 0TKa308B GYHKLMOHUPOBAHUA OCYLLECTBAACTCA UX JIOKANIU3aLMA U MPUHATME MEP NO BOCCTAaHOB/IEHWNIO OTKA3aBLLUIMX CPeACTB B COOTBETCTBUU
¢ OLJ1.3, ux TecTMpoBaHME B COOTBETCTBUM C SKCMJIyaTaLMOHHOM AOKYMEHTALMEN, a TaKKe pernctpaumna cobbiTUin, CBA3AHHbIX C OTKa3ammn GYHKLMOHNPOBAHMA, B
COOTBETCTBYHIOLLMX }KypHanax.

TpeboBaHuA K ycunenumto OAT.3:

1) B MHPOPMALMOHHOWN cucTeMe OO0MKHa bbiTb obecnedyeHa curHanmsauusa (yBegomneHuwe) o HeucnpaBHOCTAX, cbosAX M OTKasax B GYHKLMOHMPOBAHUU
NPOrPaMmMHO-TEXHMYECKMX CpeacTB MHHOPMALMOHHOMN CUCTEMDI;

2) onepaTtopom AoKHaA obecrneunBaTbhca perncTpaumsa cboes M 0TKa3oB B GYHKLMOHMPOBAHMM TEXHUYECKMX CPEACTB MHDOPMALMOHHOM CUCTE MbI;

3) B MHOOPMALMOHHOW cUCTEME A0/IXHbI NPUMEHATLCA MPOrPaMMHble CPeACTBa MOHMTOPUHIA TEXHWYECKOro COCTOAHMA WMHGPOPMAaLMOHHOMN CUCTEMBI,
OCYLLECTBAAOLLME MOHUTOPMHT OTKA30B NPOrpaMmHbIX M NPOrPaMmMHO-TEXHUYECKUX CPEeACTB B COOTBETCTBUM C NepeyHem, onpese/ieHHbIM OnepaTopom.

basoBbin Habop OAT.3:



Mepa 3awmTol
nHbopmaumm

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

3 2

oAr.3

+

Ycunernue OAT.3




oAT.4 NEPUOAOMYECKOE PE3EPBHOE KOMWPOBAHWME WH®OPMALIMMA HA PE3EPBHbIE
MALWMHHbIE HOCUTE/TM UHOOPMALIUU

TpeboBaHua K peanmsaumm OLT.4: OnepaTopom A[OMKHO obecneymBaTbCA Mepuoanyeckoe
pe3epBHOe KONWpoBaHMEe MWHPOpPMaLUMM Ha pe3epBHble MalWMHHble HocuTenn uHbopmauumy,
npegycmaTpusatoLlee:

pesepBHOE KonupoBaHMe MHPOPMaLMM Ha pe3epBHble MalUUHHble HocUTenn UHdopmauun C
YCTaHOBJIEHHOW ONepaTopPoOM NEPUOANYHOCTBIO;

pa3paboTKy nepeyHa WUHPopmauum (TMNos uHPopmauumu), noanexkalleil nepuoanyeckomy
pe3epBHOMY KOMMPOBAHUIO HA Pe3epPBHble MalUMHHbIE HOCUTENN NHOPMaLLUWK;

perucTpaumio cobbiTUiA, CBA3AHHbLIX C Pe3epBHbIM KOMMpoBaHMEM WHPOPMaLMK Ha pe3epBHble
MaLUMHHbIE HOCUTENN UHPOPMALLNN;

NpUHATME Mep AN 3aWuTbl  pesepBupyemor  MHbopmauuu, obecneyuBalolmx ee
KOHUAEHUMANbHOCTb, LENOCTHOCTb U AOCTYNHOCTb.

Mpasuaa M npoueaypbl PE3epPBHOIO KOMMPOBaHMA WHPOPMaLUU  PernamMeHTUpyoTca B
OpraHM3aLMOHHO-PaACNOPAANTENbHBIX JOKYMEHTaxX ornepaTopa no 3awmTe MHGopmaLmm.

TpeboBaHusa K ycunenuto OAT.4:

1) onepaTopomM [O/IKHA OCYLLECTBAATLCA C YCTAaHOB/NEHHOW WM MNEPUOANYHOCTBIO NPOBEPKA
paboTocnocobHOCTH cpeacTB pe3epBHOro KONNMPOBaHWA, CPEACTB XPaHEHUA PE3EPBHbIX KOMUI U CPeacTs
BOCCTaHOB/IEHNA MHOOPMALMM U3 Pe3epBHbIX KONWK (NeprMoamMyHOCTb NPOBEPKM PaboToCcnocobHOCTM
onpeaenseTca onepatopom);

2) onepatopom AOMKHO OCYLIECTBAATLCA XpaHeHMe (pasmelleHue) pes3epBHbIX Konui
MHOOPMALMKN Ha OTAE/bHbIX (Pa3MeLLEHHbIX BHE MHGOPMALMOHHOMN CUCTEMbI) CpeacTBax XpaHeHUs
pe3epBHbIX KOMUI U B NOMELLEHUSX, CNeLnanbHO NpeaHa3HaAYeHHbIX A1A XPaHEHUSA pe3epBHbIX KOMWUiA
MHGOPMALMM, KOTOPbIE MCKAIOYAIOT BO3AENCTBME BHELHNX PaKTOPOB HA XPaHUMYIO MHDOPMALLUIO;

3) onepaTopom AOJIXKHO OCYLLECTBAATLCA Pe3epBHOE KOMMpoBaHMe MHGOPMALMM Ha 3epKabHYHO
MHPOPMALMOHHYIO CUCTEMY (CEerMeHT MHPOPMALMOHHOMN CUCTEMbI, TEXHUYECKOE CPeacCTBO, YCTPOICTBO);

4) onepaTopom [o/XHa obecneunmBaTbCA COOTBETCTBYHOLLAA NPOMYCKHaA CNocobHOCTb KaHanos
CBA3WN, UCNO/b3YEMbIX 418 Nepeaayn pe3epBHbIX KONUI B MPOLECCEe MX CO34aHUA UM BOCCTaHOBAEHMA
NHdOopMaUMK, 4NA OOCTUKEHUA TpebyembiX YCI0BUiA obecrnedveHmsa HenpepbIBHOCTU GYHKLMOHMPOBAHMSA
NHPOPMALMOHHOM CUCTEMBI U AOCTYNHOCTM MHGOPMaLNK;

5) onepaTopom A0/KHO OCYLLECTBAATLCA MPOCTPAHCTBEHHOE (reorpaduyeckoe) pasHeceHne mect
XpaHeHUA HoCUTeNei pes3epBHbIX KOMUIA MHOOPMALMM W MECT PacnofioKeHUs OpPWUrMHANOB 3TOM
nHbopmauuu.

CogpeprkaHue 6asoson mepbl OAT.4:



Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm
4 3 2 1
Oﬂ.T4 + +
Ycunenune O4T.4 1,2 1,3

O/AT.5 OBECMEYEHME BO3MOMHOCTU BOCCTAHOB/IEHUA MHOOPMALLMW C PE3EPBHbIX MALLIWHHbIX HOCUTENEM MUHOOPMALMW (PE3EPBHbIX KOMWI)
B TEHEHWE YCTAHOB/IEHHOIO BPEMEHHOIO MHTEPBAJIA

TpeboBaHua K peannsaumnm OAT.5: OnepaTopom A0KHa ObITb 06ecneyeHa BO3MOMKHOCTb BOCCTAHOBAEHMA MHPOPMALMM C pe3ePBHbIX MALLMHHbIX HOCUTENEN
MHbOPMaumK (pesepBHbIX KONWIM) B Te4EHME YCTaHOB/IEHHOTO ONepaTopoM BpeMeHHOro MHTepBana.

BoccTaHoBNEHME MHOOPMALMM C PE3EPBHbIX MALLMHHbIX HOCUTENEN MHPOPMALMK (pe3epBHbIX KOMWIA) A0KHO NPeaycMaTpPUBaTh:

onpeaeneHne BPEMEHM, B TEYEHME KOTOPOro AO0MKHO 6biTb obecneyeHo BOCCTaHOBAEHME MHPOPMauMM M obecneumBatowero Tpebyemble ycnosus
HenpepbIBHOCTM GpYHKLMOHUMPOBAHUA MHOOPMALLMOHHOMN CUCTEMBI M AOCTYMHOCTU MHOOPMALMK;

BOCCTaHOB/IEHME MHPOPMALMK C pe3epBHbIX MalMHHbIX HocuTenein MHGopmaumn (pe3epBHbIX KONWIA) B TeYeHMe YCTaHOBNEHHOMO ONepaTopomM BPeEMEHHOTO
WHTEepBana;

perncrtpauuA COﬁbITI/IVI, CBA3aHHbIX BOCCTAHOBNEHMNEM VIHd)OpMaLI,VIM C pe3epBHbIX MalWNHHbIX HocuTeneMn I/IH(bOpMaLI,MI/I.

MpaBuna M npoueaypbl BOCCTAaHOBAEHUA MHGOOPMALMM C PE3EPBHbIX MALUMHHbIX HOCUTENe WHPOPMaUMKM pPernameHTUPYIOTCA B OpPraHM3auMOHHO-
pacnopsaauTenbHbIX AOKYMEHTax onepaTtopa Mo 3awmte nHpopmaumu.

TpeboBaHuA K ycuneHumio OAT.5:

1) onepaTopom AonKHa obecneymBaTbCA BOSMOXHOCTb BOCCTAHOB/IEHUA MHDOPMaLUK C y4ETOM HarpykeHHoro ("ropsayero”) pesepBupoBaHUA TEXHUYECKUX
cpepcts B cootBetcTBum ¢ OAT.2;

2) B MHPOPMALMOHHOM CUCTEME LO/IKHO OCYLLECTBAATLCA NPeAocTaBNeHMe N0/1b30BaTeNM pPe3epBHbIX MecT 06paboTkn MHGOpMaLMN B COOTBETCTBUM C
O[AT.2 po BOCCTAHOBNEHUSA U3 pe3epBHbIX KoNuit MHGOPMALLMK M obecneyeHnn ee AOCTYMHOCTU Ha OCHOBHbIX MecTax 06paboTkn MHOopPMaLMK.



CopeprkaHue 6asoson mepbl OAT.5:

Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm
4 3 2 1
o4rT.5 + +
Ycunenune OAT.5 1

OAT.6 KNACTEPU3ALMA MHOOPMALMOHHOW CUCTEMbI U (U1N) EE CETMEHTOB

TpeboBaHua K peanmsaummn OAT.6: B MHPOPMALMOHHOM CUCTEME A0JI}KHO 06ecneymBaTbca BblaesieHWe rpynn O4HOTUMHbIX Y3/10B, 06beANHEHHbIX KaHanamm
nepegaun MHGopmauumM M paccMaTpUBaAEMbIX KaK eduHbI NPOrpammHO-TEXHUYECKUA pecypc, MHPOPMALIMOHHOM CUCTEMbI B LLENIOM U (MNK) OTAENbHbIX ee
CEermeHTOB (cepBepoB NpUnoXKeHui, Gainnosbix cepeepos, cepBepoB 6a3 AaHHbIX, CPeACTB 3aWMTbl MHPOPMALMKN U UHBIX CEFMEHTOB) Ans obecneyeHma 4OCTYNMHOCTU
MHPOpPMaLMN, CEPBUCOB N MEXAHM3MOB 3aLWMTbl UHGOPMALUN.

TpeboBaHuA K ycunenumio OAT.6:
1) B HPOPMALMOHHOM CUCTEME A0/IXKHA OCYLLECTBAATLCA KNACTEPM3ALMA CEPBEPOB KOHTPO/IEPOB LOMEHOB, CEPBEPOB PE3EPBHOINO KOMMPOBaHWUS, CEPBEPOB
ynpaB/ieHMA U MOHUTOPUHIA COCTOAHUA MHPOPMALLMOHHOM CUCTEMbI, CEPBEPOB BUPTYaNbHOW MHOPACTPYKTYPbl U MHbIX OCHOBHbIX YCTPOMUCTB M NPOrPaMMHOr0

obecneyeHns CUCTEMHOTO YPOBHA;

2) B UHPOPMALMOHHOM CUCTEME LO/IKHA OCYLLECTBAATLCA KNacTepm3aLmsa cepBepoB NpUaoXKeHui, GaiioBbix cepBepoBs, cepBepoB 6a3 AaHHbIX, MOYTOBbIX
CEepPBEpPOB M MHBIX YCTPOWCTB U MPOrpamMMHOro obecneyeHns NPUKIALHOTO YPOBHS;

3) B MHPOPMALMOHHOM CUCTEME A0/IKHA OCYLLECTBAATLCA KAacTepmusauma CpeacTs 3aWmTbl MHOPMaLMKU (B Caydasx, Koraa 3TO TEXHUYECKM BO3MOXKHO),
BKNHOYAA CPeACTBA MEKCETEBOrO 3KPaHMPOBaHMA, CPeACTBa 3alMUTbl KaHaN0B nepeaayn MHbopmaLun.

CopeprkaHue 6a3oBoit mepbl OAT.6:

Mepa 3awwmTbl Knacc 3awmieHHOCTU MHGOPMaLMOHHOM CUCTEMDI
nHpopmaymm

4 3 2 1




oArT.e

Ycunexnune OAT.6




O[AT.7 KOHTPOJIb COCTOAHUA U KAYECTBA MPEAOCTABNEHUA YNOJHOMOYEHHbBIM NNLLOM BbIYUC/IUTENbHBIX PECYPCOB (MOLLHOCTEN), B TOM
YUCNE NO NEPEJAYE MHPOPMALNN

TpeboBaHua K peanusauun OAT.7: OnepaTopom AO/KEH OCYLLECTBAATLCA KOHTPO/Ib COCTOSHMA M KauyecTBa NpeaoCcTaBJeHUs YNOJAHOMOYEHHbIM JINLLOM
(npoBaiiaepom) BbIUMCAUTENBHBIX PECYPCOB (MOLLHOCTEN), B TOM Yncae No nepegaye nHGopmaumm, npeaycmaTpmBaoWwmii:

KOHTPO/Ib BbIMNOJHEHUA YNONHOMOYEHHbIM AULOM TpeboBaHWA O 3awmuTe MHOOPMAaLIMM, YCTAaHOBAEHHbIX 3aKOHoAaTeNbCTBOM Poccuitckoin depepaunn u
yCNI0BMAMM A0roBopa (cornaleHms), Ha OCHOBaHMM KOTOPOTO YNOSIHOMOYEHHOe ML 06pabaThiBaeT MHGOPMALMIO MM NPEeAOCTaBAAET BblYUCANUTE/IbHbIE PecypCbl
(mowHocTHn);

MOHWTOPUHT COCTOSIHMA M KauyecTBa NpeaoCcTaB/ieHMA YNOJHOMOYEHHbIM IMLLOM (NPOBaiAepOM) BbIYUCIUTENbHBIX PECYPCOB (MOLLHOCTEN);
MOHMUTOPUHT COCTOSIHMA U KavyecTBa NpeaoCcTaB/ieHMA YNOJHOMOYEHHbIM IMLOM (NpoBainaepom) ycayr no nepeaade MHGopmaLuu.

Ycnosusa, npasa m O6F|3aHHOCTM, coaepxaHune n NnopAAOK KOHTPOA AO0/XKHbI OnpeaenAaTbCA B A0rosope (COI'J'IaUJeHVIM), 3aK/1lo4aeMOoOM meXxay onepaTtopom u
YNO/THOMOYEHHbIM TUMLOM Ha NpeaocrtaB/sieHNE BbIYMUCNTENbHBIX pecypcoB (MOLLI,HOCTeﬁ) nnn nepepgadvy MHd)OpMaLI,VIM C ncnosibsoBaHnem MH(I)OpMaLI,VIOHHO-
TENEKOMMYHUNKALMOHHbIX ceTeun cBA3N.

TpeboBaHuA K ycunenumio OAT.7:

1) mexay onepaTopoM M NOCTaBLMKOM YCAYr (TENEKOMMYHWMKALMOHHbBIX, BbIYMCAUTENbHBLIX) AONKHO 3aK/Ao4aTbCA CornaleHne o6 ypoBHe YyCAyr,
cogeprKallee onucaHue ycayr, npas M 0683aHHOCTEN CTOPOH M COTNacoBaHHbIN YpoBeHb KayecTBa NpeaocTaBAAeMblX YCAYr B COOTBETCTBMM C 3aKOHOA4ATE/IbCTBOM
Poccuitckoit egepaumu.

CopeprkaHue 6asosoit mepbl OAT.7:

Mepa 3awmTbl Knacc 3awmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm
4 3 2 1
oAart.7 + +
Ycunenune OAT.7




3.11. 3ALLUTA CPEAbBI BUPTYAZTU3ALIMK (3CB)

3CB.1 UOAEHTUPUKALNA N AYTEHTUDOUKALMA CYBBEKTOB AOCTYMA U OBbEKTOB AOCTYIA B
BUPTYA/IbHOM MH®PACTPYKTYPE, B TOM YUCNE ALMWUHUCTPATOPOB YMPABJIEHMA CPEACTBAMM
BUPTYATM3ALMNNU

TpeboBaHua K peanusaumm 3CB.1: B uHopmaumoHHOM cucTeme [ONXKHbI obecneymBaTbea
MoeHTUOMKauMA U ayTeHTUdMKaLMA CyObeKkToB A0CTyna M OObEeKTOB A[0CTyna B BUMPTyasbHOM
MHOPACTPYKTYpe, B TOM YMUC/IE aAMWHUCTPATOPOB YMpaB/AeHMA CpeacTBaMu BMPTyanmMsauuu, B
cootBetctBum ¢ UAD.1, NUAD.2, NAD.3, NAD.4, NAD.5, UAD.6 n UAD.7.

BupTyanbHaa MHOpPACTPYKTypa BK/AOYAET cpedy BUMpTyannsauuu (nporpammHoe obecnevyeHue,
CNy»KebHble JaHHble KOMMOHEHTOB BWMPTYyasbHOW WHQPACTPYKTYpbl) M annapaTHoe obecnedyeHue
(annapaTHble cpeacTBa, HeobxoaMmble 1A GYHKLUMOHMPOBAHUA Cpesbl BUPTYann3aumu, B TOM YUCe
CpeacTBa pe3epBHOIo KONMUPOBAHUA U 3aLUTbI UHPOPMaLuu).

B KauyecTBe KOMMOHEHTOB BUPTYaNbHOM WHOPACTPYKTYPbl HEOOBXOAMMO, KaK MUHUMYM,
paccmaTpuBaTb cepBepHoe obopyaoBaHMe, annapaTtHoe obecneyeHWe KOHCONEW YyNpaB/AeHUs,
obopynoBaHMe XpaHeHUs AaHHbIX, ceTeBoe 0bOpyLOBaHME, FMMNEPBM30P, XOCTOBYIO OMepaLMOHHYHO
cuctemy (ecnm NPUMEHNMO), BUPTYaibHble MaLLUMHbI, MPOrPAaMMHYI0 Cpeay BUPTYaNbHbIX MALWWH (B TOM
yncne WX OnNepaumoHHble CUCTEMbl M MNPOrpaMmHoe obecneyeHWe), BUPTYasnbHOE annapatHoe
obecneyeHne, BUPTYaNM3MPOBAHHOE MNporpaMmmHoe obecnedyeHue (BUPTyasibHble MalMHblI €
npeaycTaHOBAEHHbIM  MPOrpaMMHbIM  obecrneyeHnem, nNpeaHasHaYeHHbIM A8 BbINOJIHEHUA
onpeaeneHHblx GYHKUMIA B BUPTYanbHOW MHPPACTPYKTYpe), nporpammHoe obecrneyeHne ynpasBaeHus
BMPTYa/lbHON WHOPACTPYKTYpPOil (B TOM uyncae rMnepBUM3OPOM, HACTPOMKaMM BUPTYasbHbIX MalLMH,
MUrpaumen BUPTyasbHbIX MaLWIWH, GanaHCMPOBKOW Harpysku), cnyKebHble AaHHble KOMMOHEHTOB
BMPTYasibHOM WHPPACTPYKTYpPbl (HAaCTPOMKM W MHble ciyXebHble AaHHble), CpeacTBa pe3epBHOro
KOMMPOBAHMA KOMMNOHEHTOB Cpebl BUPTyaM3aL MM U CpeacTBa 3awmnTbl MHGOPMaLUKM, UCnosibayemblie B
pamKax BUPTYasibHbIX MallMH M BUPTYanbHOW MHPPACTPYKTYPbI B LLESIOM.

B KauectBe 06BEKTOB AOCTyMa B BUPTYya/ibHOW MHPPACTPYKType HeOobXoAMMO, KaK MUHUMYM,
paccmaTpuBaTh NporpaMmHoe obecneyeHue ynpasieHna BUPTYanbHON MHPACTPyKTypoi, runepsnsop,
XOCTOBYIO OMEPALMOHHYIO CUCTEMY (€CNM NPUMEHUMO), BUPTYyaNbHble MalUWUHbI, MPOrpaMmHyto cpeay
BMPTYanbHbIX MaliMH (B TOM 4YMCae WX ONEpPaUMOHHble CUCTEMbI M MporpammHoe obecneyeHue),
BMPTyanbHble KOHTEeMHepbl (30Hbl), BUPTYaNM3MPOBAHHOE MporpammHoe obecneveHne (BUPTyasbHble
MaLUKUHbI C NPeayCTaHOBAEHHbIM NPOrpaMMHbIM obecneveHnem, NpefHa3HauYeHHasa ANA BbINOSHEHUA
onpeaeneHHbix GyHKUMIA B BUPTyanbHOW WHOPACTPYKType), cpeactsa 3aWuTbl  MHbOpPMaLMK,
MCMOo/Ib3yeMble B pamKax BUPTYasibHbIX MaLUWH U BUPTYyasibHOW MHPPACTPYKTYPbI B LLEIOM.

Mpu peanusauum mep No MAEHTUPUKALUN U ayTeHTUPUKALUKM CyObEKTOB A0CTyrna U 06beKToB
[0CTYNa B BUPTYyaNbHOW MHPPACTPYKTYpe AOMKHbI 0becneymBaTbes:

naeHTMdrKaumna n ayTeHTMPMUKaLmsa agMMHUCTPATOPOB YNPABIEHNA CPeACTBaMU BUPTYaN3aLLMK;

naeHTMdUKauma n ayteHTUPMKauma cybbEKTOB AOCTyna MNpuM MX JIOKaNbHOM M yAaNeHHOM
obpalleHMM K 06beKTam 4OCTyNa B BUPTYaNbHON MHOPACTPYKTYPE;

6/10KMPOBKa A0CTYNa K KOMMNOHEHTaM BUPTYaibHOW MHOPACTPYKTYPbl ANA CyObeKTOB A0CTYNa, He
npoLeawnx npoueaypy ayTeHTMduKaumm;

3allMTa ayTEeHTUOUKALMOHHOW MHOPMALMM CYOBLEKTOB A0CTyMNa, XPaHAWENCA B KOMMOHEHTax
BMPTYanbHOM WMHQPACTPYKTYPbl OT  HEMpPaBOMEPHbIX AOCTyna K  HeW, YHWUUTOMXKEeHUA WM
MoAUULMPOBAHMS;



3alWmTa ayTeHTUdUKaUMOHHON MHPOpMauMM B npouecce ee BBoAa ANA ayTeHTUPUKaUMWU B
BMPTYanbHON MHOPACTPYKTYype OT BO3MOMKHOMO WCMNOAb30BaHUA ANLAMM, HE WMMEIWMMU Ha 3TO
NOJIHOMOYUI;

naeHTMGUKauma 1M ayTeHTUPMKauma cybbeKToB LOCTyna MNpu OCYLWECTBIeHUM MMM MONbITOK
AOCTyna K CcpeacTtBam  ynpasieHUsAs MapameTpamu annapaTHoro obecneyeHWs BUPTYa/ibHOM

NHPPACTPYKTYpPbI.

BHYyTpW pasBepHyTbiX Ha 6a3e BUPTYanbHOM MHOPACTPYKTYPbl BUPTYaSIbHbIX MALIUH A0MKHA ObITb
Take obecneyeHa peanusaumsa mep No MAEHTUOMKALUKM U ayTeHTUDUKALMKN CYOBLEKTOB M O0OBEKTOB
poctyna B cootsetcteumn ¢ MAD.1 - UAD.7.

TpebosaHua K ycuneHuio 3CB.1:

1) B WHPOPMALMOHHOM cCUCTEME AOO0/KHbI obecneumBaTbCAd B3aMMHanA MAEHTUOUKALMA WU
ayTeHTMOUKAUMA MNONb30BaTeNA U CcepBepa BUPTyannsaumu (BMPTYasibHbIX MaWWH) NpU yaaneHHOM

goctyne.

CopeprkaHue 6asoBon mepbl 3CB.1:



Mepa 3awmTol

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

nHbopmaumm
3 2
3CB.1 + +
Ycunenue 3CB.1 1




3CB.2 YMPABJIEHUE OCTYNOM CYEBEKTOB JOCTYMA K OBbEKTAM ZJOCTYIMA B BUPTYA/IbHOM
NHOPACTPYKTYPE, B TOM YNC/IE BHYTPU BUPTYA/IbHbIX MALLWH

TpeboBaHua K peanusaumm 3CB.2: B uHPOpMaUMOHHOM CUCTEME AOSKHO obecrneymBaTbcs
ynpasneHve AOCTYNoM Cy6beKToB AoCTyna K ob6bekTam AOCTyMna, B TOM YMUCNE BHYTPU BUPTYaabHbIX
MmalwuH, B cootseTcteum ¢ YMNA.1, YNA4.2, yna.4, yna.s, yna.e, yng.o, yng.1o,yna.11,yng.12, yng.13.

Mpu peanusaumm mep No ynpaBAEHMIO AOCTYNOM CyObEKTOB A0CTyna K 06bekTam [ocTyna B
BMPTYaNbHOM MHPACTPYKTYpE A0MKHbI 06becneynBaTbea:

KOHTPONb A0CTyna Cy6beKToB AOCTyna K CpeAcTBaM YNnpaBieHUA KOMMOHEHTAMWU BUPTYasbHOM
MHOPACTPYKTYpPbI;

KOHTPOJIb 0CTyNa cy6beKkToB AocTyna K dpainam-obpasam BUPTYaM3MPOBAHHOIO NPOrPaMMHOrIo
obecneyeHnn, BUPTyalbHbIX MalWH, ¢ainam-obpasam, CAYKeOHbIM AaHHbIM, WUCNOJb3yeMbIM AAA
obecneueHna paboTbl BUPTyanbHbIX (AWNOBbIX CUCTEM, U MHbIM CAYKEBHbIM AaHHBIM CPEeACTB
BMPTYanbHOM cpesbl;

ynpaBsfeHue AOCTYNOM K BUPTya/ibHOMY annapaTHOMY obecneyeHntio MHPOPMaLMOHHOM CUCTEMDI,
ABNAOLWMMCA 06BEKTOM A0CTYNA;

KOHTPO/Ib 3aMyCKa BUPTYa/IbHbIX MallMH Ha OCHOBE 3a4adHHbIX ONepaTopoM npasun (pemwv\a
3anycCKa, Thna UCnosib3yemoro HocuTena U UHbIX npasmn).

Kpome Toro, mepbl No ynpasieHUto AOCTyNom cybbeKToB AocTyna K 06bekTam A0CTyna A0XKHbI
obecneuynsathb:

pasrpaHMyeHne ocTyna cybbeKkToB A0CTYNa, 3aperncTpPMpPoBaHHbIX Ha BUPTYaibHbIX MalWMHaXx, K
obbekTaM A0CTyna, Pacno/IOKEHHbIM BHYTPU BUPTYasbHbIX MalWH, B COOTBETCTBMM C NpaBMAaMu
pasrpaHMYeHnn 4oCTyna No/ib3oBaTenel AaHHbIX BUPTYaibHbIX MalLKH (NnoTpebuTeneit o6aaduHbIX yCayr);

pasrpaHMyeHne AocTyna cybbeKkToB A0CTYNa, 3aperncTpMpoBaHHbIX Ha BUPTYasibHbIX MALWMHAX, K
pecypcam WHPOPMALMOHHOM CUCTEMBI, Pa3MELLEHHbIM 33 Mpeaenamyv BUPTYasibHbIX MAlUWH, B
COOTBETCTBUM C NPaBUIAaMM pasrpaHUYEHMA AOCTYNa NPUHATBIMU B UHPOPMALIMOHHOM CUCTEME B LLE/IOM.

TpeboBaHuA K ycuneHuto 3CB.2:

1) B "HGOPMaALMOHHOM cUCTeEME A0MKeH obecrneunBaTbca AOCTYN K ONepaumam, BbIMOAHAEMbIM C
MOMOLLbIO CPEACTB YMNPaBAeHUA BUPTYyasbHbIMM MAalIMHAMKM, B TOM YMCAEe K OMepauusam CO34aHusA,
3anycka, OCTaHOBa, CO34aHWNA KONWUI, yaaneHua BUPTYaNbHbIX MaLMH, KOTOPbIM A0XKeEH 6biTb paspelleH
TO/IbKO aAMWUHUCTPATOPam BUPTYaibHOM MHPPACTPYKTYpPbI;

2) B MIHPOPMALMOHHOMN CUCTEME AONKEH 0b6ecneymBaTbCs AOCTYN K KOHUrypaLuum BUPTYabHbIX
MaLUWNH TONbKO aAMMHUCTPATOPaM BUPTYaibHOM MHOPACTPYKTYPbI;

3) aAMMHKUCTPATOP BUPTYaNbHOW MHOPACTPYKTYPbl ONpesensieT OrpaHUYeHUs Mo M3MEHEHUHo
COCTaBa YCTPOMCTB BUPTYasIbHbIX MaLLWH, 06beMa UCMO/Ib3yeMOl OnepaTMBHOM NaMATH, NMOAKIOYAEMBbIX
BMPTYaNbHbIX Y GU3NYECKUX HOCUTeNel nHdopmaunm;

4) B "HOOPMALMOHHOM cUCTEeMe A0/KEH 0becneynBaTbCs KOHTPO/b AOCTYNA CYyObEKTOB JOCTYNA K
N301MPOBaHHOMY aApPecHOMY NPOCTPAHCTBY B MaMATU rMNepBn3opa, B NaMATU XOCTOBOW OMnepaLMoHHOM’
CUCTeMbI, BUPTYaibHbIX MaWWH U (MAK) UHBIX 06BEKTOB A0CTyNa.

CopeprkaHue 6asosoit mepbl 3CB.2:



Mepa 3awmTol

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

nHbopmaumm
3 2 1
3CB.2 + + +
Ycunenune 3CB.2 1,2 1,2 1,2




3CB.3 PETUCTPALMA COBbITUW BE3OMACHOCTU B BUPTYAJIbHOM MHOPACTPYKTYPE

TpeboBaHua K peanusauum 3CB.3: B MHPOpPMaLMOHHOM cucTeMe [0NKHA obecneynBaTbeA
pernctpaumns cobbiTuin 6e3onacHOCTM B BUPTyanbHOW MHpAcTpyKType B cootBetcTeumn ¢ PCB.1, PCE.2,
PCB.3, PCE.4 n PCB.5.

Mpwn peannsaunmn mep No perncrtpaumm cobbiTuin 6e3onacHOCTU B BUPTYanbHOW MHPPACTPYKTYype
[OOMO/IHUTENIbHO K CObbITUAM, ycTaHoBMEeHHbIM B PCB.1, A0/1KHbI NoanexaTb perucrTpaumm cieayrouwme
cobbITuA:

3anyck (3aBeplueHne) paboTbl KOMNOHEHTOB BUPTYa/IbHON MHPPACTPYKTYPLI;
[0CTYN Cy6beKTOB A0CTyNa K KOMMNOHEHTaM BUPTYaibHOW MHPPACTPYKTYPbI;

N3MEHEHMA B COCTaBE U KOHOUIYPaLUM KOMMNOHEHTOB BUPTYaIbHOM MHOPACTPYKTYPbl BO BPEMA UX
3anycka, QyHKLMOHMPOBAHMA M annapaTHOro OTK/IOYeHus;

M3MEHEHMA NPaBUA PasrpPaHUYeHNs 4OCTyNa K KOMNOHEHTAM BUPTYasibHOM MHPPACTPYKTYPbI.

Mpu peructpaummn 3anycka (3aseplieHna) paboTbl KOMMNOHEHTOB BMPTYa/ibHON MHPPACTPYKTYPbI
COCTaB M cogep’kaHue MHPopMaLmn, Nognexkallen perncTpaummn, LOSXKHblI BKAOYATb AATy U Bpems
3anycKa (3aBeplieHus) paboTbl rMNepBU3opa U BUPTYasibHbIX MaLLMH, XOCTOBOM ONepaLMOHHON CUCTEMDI,
Nporpamm u NPoL,EeccoB B BUPTYabHbIX MallMHaX, pe3y/ibTaT 3anycKa (3aBeplueHns) paboTbl yKasaHHbIX
KOMMOHEHTOB BUPTYya/bHOU WHPPACTPYKTYpbl (ycrnewHasa uWAM  HeycnewHas), wuaeHTuduKatop
nosib30BaTenNs, NpeabaB/NEeHHbIN NPY NOMNbITKE 3anycka (3aBepleHns) paboTbl yKazaHHbIX KOMNOHEHTOB
BUPTYa/IbHOM MHOPACTPYKTYPbI.

Mpu perucTpauun Bxoda (Bbixoda) Cy6bEKTOB A0CTyna B  KOMMOHEHTbl  BUPTYanbHOW
MHPPACTPYKTYpbl COCTaB U cogeprkaHue MHGopmMmaumun, Noaneskalen perncTpaumnmn, oMKHbl BKAKYaTb
4aTy M Bpemsa [OCTyna Cyb6bekToB AOCTyna K rMNepBu3opy M BUPTYaAbHOW MaLUMHE, K XOCTOBOW
OnepaLyMoHHON cUCTeMe, pPe3ybTaT MONbITKA AOCTyNa Cy6beKkToB A0CTYNa K YKa3aHHbIM KOMMNOHEHTaM
BMPTYanbHOM MHOPACTPYKTYpbl (ycnewHas wWauM HeycnewHas), WAeHTUOMKATOP NoAb30oBaTens,
npeabaBAEHHbIA NPW NOMbITKE A0CTYNa Cy6beKToB AO0CTYMNa K yKasaHHbIM KOMMOHEHTaM BUPTYasibHOM

NMHOPaACTPYKTYPBI.

MNpn M3MeHeHUU B cocTaBe M KOHOUrypaLMM KOMMNOHEHTOB BUPTYasibHON MHPPACTPYKTYpPbI BO
BpemsA 3anycka, PyHKLMOHMPOBAHNA M B MEepUOS, ee annapaTHOro OTKIOYEHUA COCTaB U coaeprkaHue
MHbOpMaUMKM, NoanexKallen perucTpaumm, SOMXKHbl BKAOYATb 4aTy U BPeMsA M3MEHEHMA B COCTaBe M
KOHOUrypaLmm BUPTYaNbHbIX MALIWH, BUPTYa/IbHOrO annapaTtHoro obecnevyeHuns, BUPTYaau3MpoBaHHOIro
nporpamMmmHoro obecneyeHus, BUPTyanbHOIo annapaTHoro obecneyeHuns B runepsM3ope U B BUPTYabHbIX
MallMHaX, B XOCTOBOM OMepaLMOHHON CUCTeMe, BUPTyaslbHOM CeTeBOM 000py[0BaHUKM, pesynbTaTt
MOMbITKM M3MEHEHMA B COCTaBE M KOHOUIypaLMW YKasaHHbIX KOMMOHEHTOB BWPTYasbHOM
NMHOPACTPYKTYPbI (YCNewHasa UamM HeycnewHas), naeHTMOMKaTop Nonb3oBaTens, nNpegbsABAeHHbIN Npu
MonbiITKE W3MEHEHMA B COCTaBe W KOHPUrypauMu YKasaHHbIX KOMMOHEHTOB BMPTYasibHOM

NHPPACTPYKTYpPbI.

MpY M3MEHeHUN NPaBuA pasrPaHNYeHnsa A4O0CTyNa K KOMMNOHEHTaM BMPTYaibHOM MHGPACTPYKTYpPbI
COCTaB W cofeprkaHve WHPopMaumu, nogjexkaller perncTpaumu, LO/IKHbI BKAOYATb AATy U Bpems
M3MEHEHWA TNpaBuA pPasrpaHMYeHns [OCTyna K BUPTyaNbHOMY W GU3MYECKOMYy anmnapaTHOMy
obecneyeHuto, K paitnam-obpasam BUPTYaIM3MPOBAHHOIO NMPOrPaMMHOro obecneyeHuns U BUPTyasibHbIX
MaLUWH, K dannam-obpasam, MCNONb3YEMbIM AN obecrneyeHmn paboTbl BUPTYyanbHbIX GalinoBbIX CUCTEM,
K BMpPTya/bHOMYy ceTeBOMy 060pygoBaHMIO, K  3aWmaemMor WHPOPMaUMK, XpPaHUMOW U
obpabaTbiBaemMoil B TMMNepBM30Ope M BUPTYasbHbIX MalUMHAX, B XOCTOBOM OMEpPaLMOHHON CUCTEME,
pe3ynbTaT MOMbITKM W3MEHEHMs TMPaBWA pPasrPaHMYEHMss [O0CTyNa K YKa3aHHbIM KOMMOHEHTaM



BMPTYaNbHOM MHOPACTPYKTYpbl (ycnewHas wWauM HeycnewHas), WAeHTUOMKATOp NoJsib3oBaTens,
npeabABAEHHbIV NPY NOMbITKE U3MEHEHMA NPABUA Pa3rpaHMYeHNa A0CTYNA K YKa3aHHbIM KOMMOHEHTaM
BMPTYaNbHON MHOPACTPYKTYPSI.

TpeboBaHua K ycuneHuto 3CB.3:

1) B MHpopMaLMOHHOWN cucTeMe A0/KeH obecneynBaTbCs LLEHTPAIM30BaHHbIN cbop, XpaHeHME U
aHanmn3 MHGopPMaLMKM O 3aPEermMcTPMpPoBaHHbIX COBbITUAX 6e30MacHOCTM BUPTYaIbHOM MHDPACTPYKTYpPbI;

2) B MHPOPMaLMOHHOWN cUCTEME MPU PErucTpaLmmn 3anycka (3aBeplieHns) paboTbl KOMNOHEHTOB
BMPTYaNbHOM WHOPACTPYKTYPbl COCTaB M cogepikaHue WHbOopmauuKM, NogaerKallel perncrtpaumu,
OOJIKHbI BKOYaTb 4aTy M Bpemsa 3anycka (3aBeplieHus) nporpamm M MpoLLeccoB B MMNepBU3ope U
XOCTOBOI OnepauMoHHON CUCTEME;

3) B MHPOPMALMOHHOM cuCTemMe A0/KHA 0becneymBaTbCs permctpauma cobbiTuii 6esonacHocTH,
CBA3aHHbIX C NepeMeLLEeHNEM N pasMeLLEHNEM BUPTYaIbHbIX MALLMWH.

CopeprkaHue 6asoBon mepbl 3CB.3:



Mepa 3awmTol
nHbopmaumm

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

3 2

3CB.3

+ +

Ycunenune 3CB.3




3CB.4 YMNPAB/IEHUE (®PUNBTPAUMA, MAPLIPYTU3ALUMA, KOHTPO/Ib COEAMHEHUA,
OOHOHAMPABNEHHAA NEPEJAYA) TMOTOKAMWU  UHPOPMALMM  MEXKAY KOMMNOHEHTAMU
BUPTYA/IbHOM MHOPACTPYKTYPbI, A TAKXKE MO NEPUMETPY BUPTYA/IbHON UHOPACTPYKTYPbI

TpeboBaHua K peanusauym 3CB.4: B WMHPOPMALMOHHOM cUCTEME [AO/IKHO OCYLLECTBAATLCA
ynpasneHne noTokamu MHOOpMaLMU MeXay KOMMNOHEHTaMW BUPTYaNbHOMU WMHPPACTPYKTYpbl M MO
nepumMeTpy BUPTyasbHON MHPPACTPYKTYpbl B cooTBeTcTBMM ¢ YMA.3, 3UC.3.

Mpn peanusaumMm mep NO YNPaBAEHUIO MOTOKAaMM MHPOPMALMU MeXAY KOMMOHEHTAMMU
BMPTYaNbHOM MHOPACTPYKTYPbI A0NKHbI 06ecneynBaTbCa:

dunbTpauma ceteBoro TpadumKa MeXKay KOMMOHEHTAMM BUPTYasNbHON WMHOPACTPYKTYPbl, B TOM
yncae Mexay BHEWHWMMWM NO OTHOLEHMIO K CepBepy BUPTyaauMsaLMu CETAMM W BHYTPEHHMMM MO
OTHOLUEHUIO K CepBepy BMPTYa/M3aumu CETAMM, B TOM YuUC/ie MPU OpraHM3aLuMu ceTeBoro obmeHa ¢
CeTAMM CBA3M 06LLEro N0/b30BaHUA;

obecneyeHne [OBEPEHHbIX KaHaia, MaplpyTa BHYTPW BUPTYasnbHOM WHQPACTPYKTYpPbl Mexay
aAMWUHUCTPATOPOM, NO/Ib30BATENIEM U CPEACTBAMM 3aWMTbl MHPopMauun (GyHKLMAMKN Be3onacHoCTH);

KOHTPO/Ib nepeaayn ciy»KebHbiXx MHGOPMaLMOHHbIX COODLLEHNI, NepeaaBaeMbiX B BUPTYasbHbIX
CeTAX rMnepBM3opa, XOCTOBOWM ONepaLMoOHHON CUCTEMbI, MO COCTaBy, 06 bEMY M UHbIM XapaKTePUCTUKaAM;

OTK/IIOYEHME  HEWUCNOJIb3yeMbIX  CeTeBbIX  MPOTOKO/IOB  KOMMOHEHTaMW  BUPTyasbHOM
MHPPACTPYKTYPbI TMNEPBU30PaA, XOCTOBOM ONEPALMOHHOM CUCTEMbI, BAPTYa/IbHOM BbIYNCINTE/IbHOM CETH;

obecneyeHne MNOA/NIMHHOCTM CETEBbIX COEAMHEHWI (ceaHCOB B3aMMOAENCTBMA)  BHYTPU
BMPTYaNbHON MHOPACTPYKTYPbI, B TOM YMCAE ANA 3aWMTbl OT NOAMEHbI CETEBbIX YCTPOMCTB U CEPBUCOB;

obecneyeHne U301ALUMK MNOTOKOB AAHHbIX, NepegaBaembiXx U 06pabaTbiBaeMbIX KOMMNOHEHTAMM
BMPTYaNbHON MHPPACTPYKTYPbI (TMNEPBM30POM, XOCTOBOI ONEPaLMOHHON CUCTEMOW) U CETEBbIX MOTOKOB
BMPTYaNbHOMN BbIYNCANTENBbHOM CETH;

CEeMaHTUYECKMI U CTaTUCTUYECKUI aHaU3 CeTeBOro TpaduKa BUPTYaNbHOM BbIYMCAUTENBHOMN CETH.

TpeboBaHuA K ycuneHuto 3CB.4:

1) B MHOOPMALMOHHOM cUCTEeME, MOCTPOEHHOW C NPUMEHEHMEM TEXHONOIMMU BUPTYyaNM3aLumK,
OOMKHa 6biTb obecneyeHa egMHaa TO4vKa MOAKAIOYEHMA K BUPTyanbHOW MHbpacTpykType (npwu
HeobX0AMMOCTM pe3epBMPOBaHNA KaHa/OB CBA3W, TOUKA MOAKNOUYEHUA A0/IKHA PacCMaTPMBATLCA Kak
KOMMNEKCHOe pelleHune, BKalovalollee B cebs cpeactsa B3aMMOAENCTBUA C OCHOBHbIM U pe3epBHbIMU
KaHanammu cBAsn);

2) B MHOOPMALIMOHHOMN cucTemMe A0/KHA obecneymBaTbca GUAbTPALMA CeTEBOro TpaduKa oT (K)
KaXkOoN rocTeBol OMepauMoHHOM CUCTEMBI, B BUPTYasbHbIX CETAX TUMEPBM30OpPa M ANA KaxKaoM
BMPTYa/NIbHOMN MalLUHbI;

3) B MHOOPMALMOHHON cucTeme AOJIKeH obecneynBaTbcs 3anpeT NPSAMOro (C MCNosib3oBaHMEM
MeXaHW3MOB, BCTPOEHHbIX B CPEACTBA BUPTYaM3aLumn) B3aMMOLENCTBUS BUPTYabHbIX MAWWUH MeXay
coboli; pna cny:KebHbIX [OaHHbIX [0/MKeH obecneumBaTbCA KOHTPO/b MPAMOro B3aUMMOLENCTBUA
BMPTYasbHbIX MalWNH MeXay cobol;

4) B UHPOPMALMOHHOM CUCTEeMe B COOTBETCTBMM C 3aKOHOAaTeNbcTBOM Poccuiickoit degepaumm
NPUMEHSAIOTCA KpunTorpaduyeckne meToabl 3awmTbl MHGOPMaUMM KOHPUAEHUMANBHOMO XapaKTepa,
nepeaasaemoit No BUPTYabHbIM U GU3MYECKMM KaHanaM CBA3W rMnepBU30opa, XOCTOBOM OnepaLMoHHOM’
cucTemsl;



5) B MHPOPMaALMOHHOIN cucTemMe NpU peasnrs3aumm Mmep No YNpaBAeHUo NOTOKaMKU MHOpMaL MK
MeXKAYy KOMMOHEHTaMM BMPTYa/ibHOM WMHOPACTPYKTYPbl AO/MKHbI 06ecneuynBaTbCs CEMAHTUUYECKUI U
CTAaTUCTUYECKUIA aHANU3 CETEBOTO TPadUKa;

6) B MHGOPMALMOHHOW cUCTeMe LO/KHO obecneynBaTbCa onpegeneHve nepeyHs NPoToKoI0B U
NnopToB (BK/AlOYasA OMHAMUYECKU BblAensiemble MopTbl), HEOBXOAUMBIX AN PaboTbl MPUNONKEHUN U
CEPBMCOB B paMKax BUPTYa/ibHOM MHOPACTPYKTYPbI;

7) B MHPOPMaALIMOHHOKN cucTeMe AONKHO obecrneynBaTbcA onpeseneHne nepeyHa NPoTOKOA0B U
NopToB (BK/OYaA AMHAMMYECKU BblAensiemMble MOpTbl), HEOBXOAMMbBIX ANA PaboTbl MPUNOKEHUI U
CEepPBUCOB MeXaYy BUPTYanbHON MHPPACTPYKTYPOM U CETAMM, ABNAIOLMMMUCA BHELLUHUMM MO OTHOLLEHMIO K
BMPTYaNbHOM MHPPACTPYKTYpE.

CopeprkaHue 6asosoit mepbl 3CB.4:



Mepa 3awmnTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm
4 3 2 1
3CB.4 + +
Ycunenune 3CB.4 1,2

3CB.5 IOBEPEHHASA 3ATPY3KA CEPBEPOB BUPTYANIU3ALMM, BUPTYA/IbBHOMN MALLMHbI (KOHTEMHEPA), CEPBEPOB YIMPABJIEHUA BUPTYA/IM3ALIMEN

TpeboBaHua K peannsaummn 3CB.5: B nHPopmaunoHHOM cucTeme AoKHA obecrneunBaTbCA AOBEPEHHAN 3arpy3ka CEPBEPOB BUPTYaA/IN3aLMKU, BUPTYaSIbHbIX
MaLINH (KOHTeMHepoB) 1 cepBepoB yrnpasBaeHUs BUpTyanusaumein B cootsetctemm ¢ YNA.17.

JoBepeHHana 3arpy3Ka 401KHa obecneunBaTb 6/'IOKMpOBaHMe NONbITOK HecaHKLI,VIOHMpOBaHHOVI 3arpy3ku rmnepsun3opa, XOCTOBOM U roCTeBbIX onepaunoHHbIX
cncrem.

[loBepeHHasn 3arpysKka runepsr3opos ob6ecneynBaeTca ¢ CNoib3oBaHWEM CPeACTB AOBEPEHHOM 3arpy3kn GYHKLMOHMPYIOLWMX Ha CEpBEpPax BUPTyau3aLmm.

[loBepeHHas 3arpyska BUPTyasibHbIX MAWMWH (KOHTeMHepoB) obecneymBaeTcs C MCMNOJb30BAHMEM MHOTOKOMMOHEHTHbIX CPeACTB LOBEPEHHOW 3arpysKu,
OTAENbHblE KOMMOHEHTbI KOTOPbIX GYHKLNOHUPYIOT B TMNEPBMU30PaX.

TpeboBaHuA K ycuneHumto 3CB.5:

1) AOJ1XKHa obecneumnBaTbCs AO0BEpPEHHAaA 3arpy3ka aBTomaTtuanpoBaHHbIX p360l-||/|x MeCT aAMUHUCTPATOPOB ynpasBaeHUA cpeacTtsamum BUpTyaansaymnn.

CopeprkaHue 6azosoit mepbl 3CB.5:

Mepa 3almTbl Knacc 3almieHHOCTY MHPOPMALMOHHOM CUCTEMDbI
nHbopmaumm
4 3 2 1
3CB.5

YcuneHue 3CB.5




3CB.6 YMPABNEHWE TMEPEMELLEHMEM BUPTYAJIbHbIX MALUWH (KOHTEMHEPOB) U
OBPABATbIBAEMbIX HA HUX OAHHbIX

TpeboBaHuMa K peanusaumm 3CB.6: Onepatopom Ao0MKHO obecneymBaTtbCa YynpasBiaeHue
nepemeLLeHMEM BUPTYabHbIX MALWWH (KOHTeMHepoB) N 06pabaTbiBaeMbiX Ha HUX AAHHbIX.

Mpwu ynpaBaeHnn nepemeLL,eHnem BUPTyanbHbIX MAWWH (KOHTeliHepoB) M 0bpabaTbiBaeMbixX Ha HUX
OAHHbIX A0/IKHbl 0becneymBaTbCa:

pernameHTMpoBaHWE NopaAKa nepemelleHus (onpegeneHne OTBETCTBEHHbIX 3a OpPraHM3auumio
npouecca, 06bEKTOB NepemMelLeHns, PecypcoB MHOPACTPYKTYPbl, 3a4eMCTBOBaHHbIX B NepeMeLLeHUM, a
TaK)Ke cnocoboB nepemeLLeHus);

yrnpaBneHue pasmelleHneM W nepemelwieHrem $ainnoB-06pasoB  BUMPTYaNibHbIX  MaLMH
(KOoHTelMHepoB) MeXxay HocuTenAaMu (cMcTeMaMmn XpaHeHUs JaHHbIX);

ynpaB/eHue pasmeLleHMeM U NepemMeLLeEHMEM UCTIONHAEMbIX BUPTYaIbHbIX MaLUWH (KOHTeMHePOoB)
MeXKay cepBepamm BUPTyannsaumm;

ynpaeieHve pasmelieHMeM U nepemelleHMem AaHHbix, 06pabaTbiBaembiX C MCMOAb30BAHUEM
BMPTYaNbHbIX MaLWWMH, MeXAY HOCUTENAMM (CUCTEMAMMN XPAaHEHMS AaHHbIX).

YnpasneHve nepemeLleHnem BUPTYanbHbIX MalWH (KOHTEMHepPOoB) A0XKHO NpeaycmMaTpuBaTh:
NOJIHbIV 3aNpeT NepemMeLL,eHMsA BUPTYaibHbIX MalWWH (KOHTeHepoB);

orpaHWYeHMe NepemMeLLeHna BUPTyaabHbIX MaWWH (KOHTelHepoB) B Npeaenax MHGoOpMaLMOHHOM
cuctembl (cermeHTa MHGOPMALIMOHHOW CUCTEMDI);

OrpPaHUYEHME MEepeMeLLeHNs BUPTYasibHbIX MaWKWH  (KOHTEMHepoB) Mexay CermeHTammu
MHPOPMALNOHHON CUCTEMBI.

TpeboBaHua K ycuneHuto 3CB.6:

1) onepatopom AoNKHO obecneunBaTbCA NepemeLleHMe BUPTYabHbIX MalWWUH (KOHTeliHepoB) u
06pabaTbiBaeMbIX Ha HUX AaHHbIX B Npeaenax MHGOPMALLMOHHON CUCTEMBI TO/IbKO Ha KOHTPOIMPYEMbIE
UM (MAM YNOAHOMOYEHHbIM /IMLOM) TEXHMYECKMe cpeacTBa (cepBepa BUPTyannsaumu, HoOCUTENW,
CUCTEMbI XpaHeHWA AaHHbIX);

2) onepaTopom A0/KHA OCYLLECTBAATLCA 06paboTKa OTKA30B NepemMeLLeHUA BUPTYaibHbIX MaLlUUH
(KoHTelHepoB) n obpabaTbiBaeMbIX Ha HUX AAHHbIX;

3) B I/IHd)OpMBLI,I/IOHHOﬁ cncreme  A0J1KHbl MCNOIb30BATbCA MEXaHU3Mbl LLEHTPa/IM30BaHHOTO
ynpasseHnAa nepemeweHnem BMpTyasibHbIX MaLllnH (KOHTEVIHepOB) n 06p363TblBaeMbIX Ha HUX OAaHHbIX;

4) B ”HGOPMALMOHHOM cUCTeMe [0KHa BbITb obecneyeHa HeENPEPbIBHOCTb PErUCTPaLLUM COObITUI
6e30MacHOCTM B BUPTYa/IbHbIX MalUMHaX (KOHTeMHepax) B MpoLecce nepemMeLeHus;

5) B MHPOPMALMOHHOM CUCTEME O0/XKHA OCYLLEeCTBAATLCA OYMCTKA 0cBoboKAaembix obnacTei
NamMATU Ha cepBepax BMPTya/M3aumKM, HOCUTENAX, CUCTEMAaX XPaHEHUA AaHHbIX MPU MNepemeLLeHnm
BMPTYaNbHbIX MalWMH (KOHTelHepoB) M 06pabaTtbiBaeMbIX HAa HUX AAHHbIX.

CopeprkaHue 6asosoit mepbl 3CB.6:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

nHbopmaumm
3 2 1
3CB.6 + +
Ycunexune 3CB.6 1 1,2




3CB.7 KOHTPO/1b LIENIOCTHOCTW BUPTYANIbHOM MHOPACTPYKTYPbI U EE KOHOUTYPALMIA

TpeboBaHua K peanusaumm 3CB.7: B uHPopmauMoHHON cucTeme [OJIKeH obecneymBaTbCs
KOHTPO/b LLeNIOCTHOCTU KOMMNOHEHTOB BUPTYaibHON MHPPACTPYKTYpPbI B cooTBeTCTBMM ¢ OLL/I. 1.

Mpy peanusaumm mep no KOHTPOIO LLENOCTHOCTM KOMMOHEHTOB BUPTYasbHOW MHOPACTPYKTYPSLI
AONXHbI 06ecneynsaTbes:

KOHTPOJ1b UENOCTHOCTN KOMMOHEHTOB, KPUTUYECKU Ba*XHbIX ANA d)yHKLI,VIOHVIpOBaHVIﬂ XOCTOBOWM
OnepaLmMoHHOM CUCTeMbl, TMNEepPBMU30pPa, FOCTEBbLIX OMEpPaLMOHHbIX cuctem U (namn) obecneyeHus
6esonacHocT obpabaTbiBaeMoi B HUX MHPOPMaLMKU (3arpysynKa, cucteMHbix daiinos, 6ubamnortek
onepaLmnoHHOM CUCTEMbI U MHBIX KOMMOHEHTOB);

KOHTPO/Ib LLe/IOCTHOCTM COCTaBa M KOHOUrypaLmm BUpTyanbHOro 06opya0BaHus;

KOHTPO/Ib LLeNOCTHOCTM aliNoB, coAep)Kalmx NnapameTpbl HACTPOWKM BUPTYaM3MPOBAHHOMO
nporpaMmmHoro obecneyeHms U BUPTYasibHbIX MaLUWH;

KOHTPO/Ib UEeNocTHocTM $ainnoB-o6pasoB BUPTYa/IM3MPOBAHHOIO NPOrpaMMHOro obecnedyeHms m
BUPTYa/ibHbIX MallMH, ¢annoB-obpasos, MCMoAb3yeMbix Ana obecrnedyeHns paboTbl BUPTyasbHbIX
dalinosbix cnuctem (KoHTposb $alinoB-06pasos AOMKEH NPOBOAMTLCA BO Bpems, Koraa ¢alinbli-obpasbl
He 3aZeMCTBOBaHbI).

B MHPOpMaLMOHHOM cucTeme Ao/1KeH obecneynBaTbCa KOHTPOJIb LENOCTHOCTU Pe3ePBHbIX KOMUii
BMPTYa/ibHbIX MalLUH (KOHTeliHepoB).

TpeboBaHua K ycuneHuto 3CB.7:

1) B MHOOPMALMOHHOW cCUCTEME AO/MKeH 06ecneymBaTbCA KOHTPOAb LEAOCTHOCTM 6a30BoM
CUCTEMbl BBOAA-BbIBOAA BbIUMC/AUTE/NbHBIX CEPBEPOB WM KOHCONEW YNpaBAEHMs BMPTyanbHOM

NHPPACTPYKTYpPbI;

2) B UHPOPMaLMOHHO cUCTEME L0/TKEH 06ecneymnBaTbCsl KOHTPOJIb LLEJIOCTHOCTU MUKPOMPOrpamm
N CNyXebHbIX AaHHbIX 3/IeMEHTOB annapaTHOM 4YacTU BUPTYaNbHOW WHOPACTPYKTYypbl (B TOM uucne
3arpy304HbIX 3anmcei MaluMHHbIX HocuTene nHpopmaumnn);

3) B MHPOPMALMOHHOW cucTeme AonxeH obecneymBaTbCA KOHTPO/Ib COCTaBa anmnapaTHOM Yactu
KOMMOHEHTOB BMPTYyaNbHOW MHPPACTPYKTYPbI;

4) B MHGOPMaLMOHHOMN cUCTEME A0/IKEeH 0becneunBaTbC KOHTPO/Ib LEIOCTHOCTM NPOrpaMmmHOro
obecneyeHna 061auYHbIX KIMEHTOB.

CopeprkaHue 6a3oBon mepbl 3CB.7:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

nHbopmaumm
3 2 1
3CB.7 + +
Ycunenune 3CB.7 3 1,3




3CB.8 PE3EPBHOE KOMWPOBAHWE [OAHHbIX, PE3EPBUPOBAHWME TEXHUYECKWX CPEACTSB,
NPOrPAMMHOIO OBECMEYEHUA BUPTYA/IbBHOM WUH®OPACTPYKTYPbI, A TAKXE KAHAJIOB CBA3U
BHYTPU BUPTYANIbHOW UHOPACTPYKTYPbI

TpeboBaHua K peanusaumm 3CB.8: B uHdoOpmaumoHHOM cucTeme AO0MKHbI obecrneymBaTbecA
pe3epBHOE KOMMPOBaHME AaHHbIX, PE3EPBMPOBAHNE TEXHUYECKUX CPEACTB, MPOrpaMmMHOro obecneyeHus
BMPTYasibHON MHPPACTPYKTYPbI U KaHAN0B CBA3M BHYTPU BUPTYaslbHON MHPPACTPYKTYPbI B COOTBETCTBUM
cO0AT.2,04T.4,0A4T.5.

Mpn peanusaumm mep Mo pe3epBHOMY KOMUPOBAHMIO AaHHbLIX, PEe3ePBUPOBAHUIO TEXHUYECKUX
CpeAcTB, NporpammHoro obecnedeHma BUPTYabHOM MHPPACTPYKTYPbI A0XKHbI 06ecnevymBaTbCs:

onpeaeneHne MecT XpaHeHUs pe3epBHbIX KOMUIA BUPTYaibHbIX MalWWH (KOHTEMHEePOB) U AaHHbIX,
obpabaTbiBaeMbix B BUPTyabHON MHPPACTPYKTYpPE;

pesepBHOE KONMMPOBaHWE BUPTYaabHbIX MalLUMH (KOHTEWHEPOB);

pesepBHOE KONMPOBaHUE AaHHbIX, 06pabaTbiBaeMbix B BUPTYaIbHON MHDPACTPYKTYPE;
pe3epBUpOBaHNE NPOrPaMMHOro obecnevyeHns BUPTYyasibHON MHPPACTPYKTYPbI;
pesepBUpPOBaHME KaHANO0B CBA3U, UCMOJIb3YEMbIX B BUPTYaNbHOW MHPPACTPYKTYPE;

nepuogmMyeckas MNpoBepKa Pe3epBHbIX KOMWA M BO3MOMKHOCTM BOCCTAHOBAEHMUS BUPTYasbHbIX
MaLUWH (KOHTENHepPOB) M AaHHbIX, 06pabaTbiBaeMbIX B BUPTYa/IbHOM MHPPACTPYKTYPE C UCNONb30BaHNEM
pe3epBHbIX KON,

TpeboBaHua K ycuneHuto 3CB.8:

1) B UHPOPMALMOHHOM CUCTEME [O/IKHO BbINOJHATLCA PEe3ePBHOE KOMMPOBAHME KOHOUrypaumum
BUPTYaNbHOM MHPACTPYKTYpPbI;

2) B MHOOPMALMOHHON cUCTEME [,0/1KHO BbIMOAHATLCA Pe3ePBHOE KOMMPOBaHME NPOrPamMMHOro
obecneyeHns cepBepoB YnNpaBieHWs BUPTyanusauumein, aBTOMaTU3MpOBaHHOTO paboyero mecra
aAMMHUCTPATOPA YNpaBaeHUa cpeacTBaMu BUPTYaNu3aLmm;

3) B MHOPMALMOHHOW CUCTEME AO/IKHO BbIMONHATLCA PE3EPBUPOBAHME ANCTPUBYTMBOB CPeacTB
NOCTPOEHMSA BUPTYyanbHOM MHOPACTPYKTYPbl (B TOM uucae CPeACTB YyNpaBAeHWUA BUPTyasbHOM

MHOPACTPYKTYpOK);

4) B MHOOPMALMOHHOW cUCTEME AO0/KHO obecneunBaTbCs pe3epBUPOBaHME TEXHUYECKUX CPpeacTs
ONA  CepBepoB BUPTyanM3auMW, CEPBEPOB YNpaBiAeHMSA BUpPTyanusauueid, aBTOMATU3MPOBAHHOMO
paboyero mecta agMMHUCTPATOPA YNpaBAeHUa cpeacTBaMy BUPTYaIN3aumu;

5) B UHPOPMaUMOHHOI cncTeMe A0IKHO 06ecneymBaTbCs pe3epBMpPoOBaHME TEXHUYECKMX CPEACTB
CUCTEM XPaAHEHUSA AAHHbIX U UX KOMMOHEHT, UCNOJIb3yeMbIX B BUPTYaibHOM MHOPACTPYKTYPE;

6) B MHGOPMALMOHHOM CUCTEME [0KHO 06ecneunBaTbCa pe3epBUpPOBaHME TEXHUYECKMX CPEACTB
aKTMBHOro (KOMMYTALMOHHOIO) M naccMBHOro o60pYyAOBaHWMA KaHa/NOB CBA3M, WMCMO/b3yeMbIX B
BUPTYa/IbHOM MHOPACTPYKTYPE;

7) B VHPOPMALMOHHON cuUCTemMe [OO0NKHO obecneunBaTbCsl MPUMEHEHUE TEXHONOTUM
pacnpefeneHHoro XxpaHeHua uHOOpPMaLMM W BOCCTaHOBAEHWMA WHopmaumm nocne cboesB ann
obecneyeHUa 0TKAa30yCTOMUYMBOCTU BUPTYabHOM MHPPACTPYKTYPbI.



CopeprkaHue 6asoBon mepbl 3CB.8:



Mepa 3awmTol

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

nHbopmaumm
3 2 1
3CB.8 + "
Ycunexune 3CB.8 1,23




3CB.9 PEANM3ALMA U YNPABNEHME AHTUBUMPYCHOW 3ALLMTOM B BUPTYAIbHOM
NHOPACTPYKTYPE

TpeboBaHua K peanusaumm 3CB.9: B uHdopmaumoHHOM cucTeme AO0MKHbI obecneymBaTbecA
peanusauma 1 ynpasaeHne aHTUBMPYCHOM 3aWMTOM B BUPTYaNbHON MHOPACTPYKTYpPE B COOTBETCTBUN C
AB3.1, AB3.2.

Mpu peannsaumm COOTBETCTBYIOLLMX MEpP AOMKHbI obecneymBaTbea:

NnpoBepKa HanU4MA BPEAOHOCHbIX Mporpamm (BMPYycoB) B XOCTOBOW OMeEpPaLMOHHON cucTeme,
BK/It0OYAA KOHTPO/b PpaliNoBOMN cMCTEMBI, MAMATH, 3aNYLLEHHbIX MPUIOKEHWI U NPOLECCOB;

NpoBepKa Ha/IMuMA BPEAOHOCHbIX MPOrpammM B FOCTEBOM OMEPALMOHHOW cucTeMeE, B MpoLecce ee
dYHKLMOHUPOBAHMA, BK/OYAA KOHTPOAb $aliIoBOM CUCTEMbI, NAaMATU, 3aMYLLEHHbIX NPUAONKEHUN U
NpoLEeccos.

TpeboBaHua K ycuneHuto 3CB.9:

1) B uHOOpPMaLMOHHOW cUCTEME AONKHO 0becneuynBaTbCa pasrpaHUYeHne A0CTyNa K ynpaBaeHuto
CpeAcTBamMM aHTUBUPYCHOM 3aLUNTbI;

2) B UHGOPMALIMOHHOM CUCTEME A0NXKEH 06ecnevymnBaTbCA KOHTPOb GYHKLMOHUPOBAHNA CPeacTB
QHTMBMPYCHOM 3alnTbl B BUPTYyanbHOM MHOPACTPYKTYpEe, B TOM YWUC/IEe MapLIpyTU3aLma MNOTOKOB
nHpopmaLUum B BUPTYabHOM MHPPACTPYKTYpPE Yepes CpeacTBO aHTUBUPYCHOM 3aLMTbI;

3) B MHGOPMALMOHHON cuCTEME A0/KHaA obecneunmBaTbca peanmsaumsa TEXHONOTMM 0B6HOBAEHUA
nporpammHoro obecneyeHuns n 6a3s AaHHbIX NPU3HAKOB KOMMbIOTEPHbIX BUPYCOB CPEACTB aHTUBUPYCHOW
3alMTbl, NpeaycmaTpMBaloWaa OAHOKPaTHylO nepeaadyy OOHOB/AEHWA Ha cepBep BMPTYasibHOM
NHQPACTPYKTYpPbl ANA MX NOCAEAYIOLLErO NPUMEHEHNA B BUPTYaNbHbIX MalIMHAX;

4) B MHGOPMALMOHHON cuUCTeme [O0/IKHA obecneynmBaTbCA MPOBEPKA HAAMUMA BPEAOHOCHbIX
nporpamm (BMpYcoB) B rMnepBu3ope;

5) B MHOOPMAUMOHHON cucTeme AO/KHa obecrneumBaTbCAa MPOBEpPKA HAAMUYMA BPEAOHOCHbLIX
nporpamm B paiinax KOHPUrypauunm BMpTyanbHoro obopyaosaHus;

6) B MHOOPMALMOHHOW cuCTeme [LO/KHA obecneuymBaTbCA NPOBEPKA HaAMUMA BPESOHOCHbIX
nporpamm B ¢ainax-obpasax BMPTYaNU3MPOBAHHOIO MPOrpaMmHOro obecneyeHnsa U BUPTYasbHbIX
MaLUWH.

CopeprkaHue 6a3oBon mepbl 3CB.9:



Mepa 3awmThbl Knacc 3awmieHHoCTM MHPOPMaLIMOHHOM cUCTEMBI
nHbopmaumm
4 3 2 1
3CB.9 + + +
YcuneHue 3CB.9 1 1

3CB.10 PA3BMEHUE BUPTYA/IbHOM WMH®PACTPYKTYPbl HA CEFMEHTbI (CETMEHTUPOBAHWE BUPTYA/IbHOWM WH®PACTPYKTYPbI) O/11 OBPABOTKM
NHPOPMAUMU OTAE/IbHbIM NOJIb3OBATE/IEM W (U/IX) TPYNMNOWM NOJ/Ib3OBATE/IEN

TpeboBaHuA K peanusauum 3CB.10: B MHPOPMAUMOHHOM cucTeme AO/KHO obecrneumBaTbCA pasbueHne BUPTYyanbHOW MHPPACTPYKTYPbl Ha CErMeHTbl
(cermeHTMpOBaHWe BUPTYyanbHOW MHPPACTPYKTYpPbI) Ans 06paboTkM MHPOPMaLMM OTAENbHBIM NONAb30BaTENEM U (UMW) TPYNMNOW NoNb30BaTeei B COOTBETCTBUM C
31C.17.

TpeboBaHuA K ycunenumio 3CB.10:

1) B MHPOPMALMOHHOM cUCTEME A0MKHO 0becneunBaTbCA N0rMYECKoe cermeHTUPOBaHWe BUPTYabHOW MHPACTPYKTYPbI, NpeaycMaTpMBaloLEee BblaeeHne
rpynnbl BUPTYaNbHbIX MALMH, XPaHUAWL, MHGOPMALMU N UHPOPMALMOHHBIX NOTOKOB, NPeAHa3HauYeHHbIX A1A pelleHuns BblaeneHHbIX (06ocobneHHbIX) 3a4ay;

2) B MHOPMALMOHHOM CUCTEME LOKHO 06eCcneynBaTbcs BblaeseHe B OTAENbHbIN CErMEHT (OTAe/IbHbIe CErMEHTbI) CePBEPOB YNpaBAeHUa BUPTyanm3aumei
(aBToMaTnsMpoBaHHOTO paboyero mecrta aAMUHUCTPATOPa YNpPaBAeHWA CPeaCcTBAMU BUPTYaIM3aLmm);

3) B8 MHGOPMaLMOHHON cUCTeMe AO0/KHO obecneumBaThCa GU3NYECKOEe CEerMeHTUPOBaHWE BUPTYasibHOM MHPPACTPYKTYpPbl AN PELeHUs BblaeNeHHbIX
(o6ocobneHHbIX) 3a4au4.

CopeprkaHue 6aszosoit mepbl 3CB.10:

Mepa 3almTbl Knacc 3awmiweHHOCTU MHOOPMALMOHHOW CUCTEMDI
nHbopmauum

4 3 2 1

3CB.10 + +




Ycunenune 3CB.10

3.12. BAWNTA TEXHUYECKUX CPEACTB (3TC)

3TC.1 3ALLUTA UHOOPMALMW, OEPABATBIBAEMOW TEXHUYECKUMW CPELCTBAMM, OT EE YTEYKM MO TEXHUYECKMM KAHANAM

TpeboBaHua K peanmsaummn 3TC.1: Onepatopom AoKHA obecrneynBaTbca 3almnTa MHPopmauum, obpabaTbiBaeMON TEXHUYECKMMN CPEACTBAMM, OT €€ YTEYKU

33 c4eT NOBOYHbIX 3N1EKTPOMAFHUTHBIX U3TYYEHWUI U HABOAOK.

3awmnTa MHGOPMALMKM OT YTEYKM MO TEXHUYECKMM KaHanaM L0MKHA OCYLLECTBAATLCA B COOTBETCTBMM O CneunanbHbiMM TpeboBaHMAMMN N PEKOMEHAALMNAMMU
Nno TeXHUYeCcKon 3awmTe KoHduaeHuManbHon nHdopmaumm (CTP-K), yTBepaeHHbIMKU NpuKazom Foctexkomumccumn Poccum oT 30 aBrycta 2002 r. N 282, a Takke
MHbIMKU MeToguyeckumn pgokymeHTammn PCTIK Poccum no 3awmte uHPopmauum OrpaHMYEHHOro A0CTyna, He coAepKallel CBeAeHWI, COCTaBAAOLWMX

roCcy4apCTBEHHYIO TalHY, OT YTEYKM MO TEXHUYECKUM KaHaiaM.

TpeboBaHuA K ycunenumio 3TC.1:

He ycTaHOBAEHbI.

CopeprkaHue 6asosoit mepbl 3TC.1:

Mepa 3awmTol

Knacc 3almieHHoCcTM MHGOPMaLMOHHOM CUCTEMB!

nHpopmaymm

3 2

3TC.1

Ycunenune 3TC.1

3TC.2 OPTAHM3ALUMA KOHTPOJIMPYEMOW 30HbI, B MPEAE/IAX KOTOPOM NMOCTOAHHO PA3MELLUAKOTCA CTALMOHAPHbLIE TEXHUYECKUE CPEACTBA,
OBPABATbIBAOWME MHOOPMALMUIO, N CPEACTBA 3AWLNTbI MUHOOPMALMW, A TAKIKE CPEACTBA OBECNEYEHNA ®YHKUMOHNPOBAHNA

TpeboBaHusa K peanusaumm 3TC.2: Onepatopom f[o/KHA obecneymBaTbCA KOHTPOJIMpyemas 30HAa, B Npegesnax KOTOPOW MOCTOAHHO pasmeLLaroTca
CTALMOHApHble TEXHUYECKUE CpeacTBa, obpabaTbiBatolLme MHGOPMALMIO, U CPeaCTBa 3aLmUTbl MHPOPMaLMK, a TaKKe cpeacTea obecneyeHmsa GyHKLMOHUPOBAHMA.




KoHTponnpyemas 30Ha BK/Il0OYaeT NPOCTPaHCTBO (TeppUTOPUIO, 31aHMe, YacCTb 3/1aHMA), B KOTOPOM UCKIOYEHO HEKOHTPOANpPYyemMoe npebbiBaHMe paboTHUKOB
(coTpyaHuMKOB) onepaTopa u NNL, HE UMEOLLIMX NOCTOAHHOTO 0MYCKa Ha 06bEeKTbl MHGOPMALIMOHHOM CUCTEMbI (He ABAAILLIMXCA paboTHMKamMM onepaTopa), a Takxke
TPAHCNOPTHbIX, TEXHUYECKUX U UHbIX MaTepuanbHbIX CpeacTB.

lPaHWLAMM KOHTPONMPYEMOW 30Hbl MOFYT SBAATbCA MEPUMETP OXPAHAEMON TEeppUTOPUM, OrpakAarolme KOHCTPYKLUMKM OXPaHAEMOro 34aHus WM
OXPaHAEMOW YacTu 34aHWA, eC/IM OHO PasMeLLeHO Ha HeOoXpPaHAeMOoM TeppuUTOpUKU. TPaHMLbl KOHTPOAMPYEMOM 30HbI YCTaHaBAWBAOTCA B OPraHW3aLMOHHO-
pacnopaamTenbHbIX AOKYMEHTaX No 3aluTe MHGOPMaL MK,

[na ogHOM MHPOPMALMOHHOM CUCTEMbI (€€ CErMEHTOB) MOKET BbITb OPraHM30BaHO HECKO/IbKO KOHTPOIMPYEMbIX 30H.

TpeboBaHua K ycunenuio 3TC.2:

He ycTtaHOBAEHDI.

CopeprkaHue 6asosoi mepsbl 3TC.2:

Mepa 3awmTbl Knacc 3awmieHHoCTM MHPOPMaLLMOHHOM cUCTEMBI
nHbopmaumnm
4 3 2 1
3TC.2 + + + +

Ycunenue 3TC.2




3TC.3 KOHTPO/1b U YNPABJIEHNE ®UINYECKMM AOCTYNOM K TEXHUYECKMM CPEACTBAM,
CPEACTBAM 3AWNTBLI MHOOPMALIMKN, CPEACTBAM OBECMNEYEHWA ®YHKUMOHUPOBAHWA, A TAKXKE
B TMNOMELWEHNA W COOPYKEHWUA, B KOTOPbIX OHW YCTAHOBJIEHbI, WCKIKOYAIOLLME
HECAHKLMOHUPOBAHHbIN ®U3MYECKMIM [OCTYN K CPEACTBAM OBPABOTKU MHOOPMALMN,
CPEACTBAM 3AWNTBI UHOPOPMALMM W CPEACTBAM OBECMEYEHMA ®YHKUMOHUPOBAHUA
NHPOPMALMOHHOM CUCTEMbI M MOMELLEHMA U COOPYXKEHWSA, B KOTOPbIX OHM YCTAHOBJ/IEHbI

TpeboBaHuA K peanumsaumnm 3TC.3: OnepaTtopom A0MKHbI 06ecneymnBaTbCa KOHTPO/Ib U YpaBieHue
dU3NYEeCKMM [OCTYNMOM K TEXHUYECKMM CpeacTBam, CPeacTBam 3alumTbl MHPoOpMaumu, cpeacTBam
obecneyeHns GyYHKLUMOHMPOBAHMSA, A TaKKe B MOMELLEHWNS U COOPYKEHUSA, B KOTOPbIX OHWN YCTAHOBAEHDI,
WCKAtoYatowmMe HeCaHKUMOHUPOBAHHbLIN GU3MYECKMA AOCTyn K cpeactBam o0b6paboTku nHdpopmaumm,
cpeacTBam 3aWmTbl MHGOPMaLUKM U cpeacTBam obecnevyeHnsa GYHKUMOHMPOBAHMA MHPOPMALMOHHOM
CUCTEMBI M NOMELLEHUA U COOPYKEHUSA, B KOTOPbIX OHW YCTAHOB/IEHbI.

KoHTposib 1 ynpasneHne GU3nNYecknm AOoCTyNom AO0JIXKHbI NPeaycMaTpmBaTh:

onpegeneHne nuy, gonyuweHHbIX K TEXHUYECKMM CpeacTBam, CpeacrtBam 3allUThbl VIH(I)OpMaLI,VIVI,
cpeacrteam obecneyeHus d)YHKLI,MOHVIpOBaHMﬂ, a TakKXe B nNomeulwleHnA N CoOOpyXeHunA, B KOTOPbIX OHU
YCTaAHOB/IEHDbI,

CaHKUMOHMPOBaHME (U3MYECKOrO [0CTYNa K TEXHUYECKMM CpeacTBaMm, CpencTBamM 3alUmThbl
MHbopMaumu, cpeactsam obecnedyeHms GYHKLMOHUPOBAHMUA, a TaKKe B NOMELLEHUS U COOPYXKEHUA, B
KOTOPbIX OHM YCTAaHOBJ/IEHbI;

yyeT ¢u3MYEeCcKoro AocTyna K TeXHUYECKMM CpeacTBam, CpeacTBam 3awmTbl MHOpmauuu,
cpeactBam obecneyeHnna GyHKLMOHMPOBAHUSA, a TaKKe B NMOMELLEHUS U COOPYIKEHUSA, B KOTOPbIX OHM
YCTaHOB/IEHbI.

MpaBuna v npouenypbl KOHTPOAA U ynpaBneHUa GU3NYECKMM A0CTYNOM PernameHTUMpyHoTCa B
OpraHM3aLMOHHO-PACNOPAANUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awute MHPopMaLmu.

TpeboBaHuA K ycuneHumio 3TC.3:

1) onepaTopom A0MKHbI NMPUMEHATHCA aBTOMATU3NPOBAHHbIE CUCTEMbI KOHTPOS M YyNpPaBieHUs
poctynom (CKY/l), obecneunBarolmMe KOHTPOIb U y4eT GU3MYECKOro A0CTyNa K TEXHUYECKMM CpeacTBam,
CpeacTBam 3alumTbl MHPOPMaLMK, cpeacTBam obecnevyeHma pyHKLMOHUMPOBAHMA, @ TaKKe B MOMELLEHNS
N COOPYKeHUA, B KOTOPbIX OHW ycTaHOBAEeHbI ¢ y4eTom MOCT P 51241-2008;

2) onepatopom A0J/IXKHbl NPUMEHATLCA CpeacTea BMAGOHa6I'IIOAeHMﬂ, oGecnewsarou.me
perncTtpaunio Oo0Ctyna K TeXHU4eCKnMm cpeacresam, cpeacrsam 3alutbl MHd)OpMaLI,MVI, cpeancream
obecneyeHus dDYHKLI,VIOHMDOBaHVIH, a TaKXXe B nomeleHnAa n COopyXeHuAa, B KOTOPbIX OHN YCTAHOBJ/1EHbI;

3) onepaTtopom obecneymBaeTcs MHTErpaLUMa CUCTEMbI KOHTPOIA U ynpasneHus goctynom (CKY/)
CO CpeacTBaMn UAEHTUOMKALMM N ayTeHTUDUKaLMM nosb3oBaTeneih B UHGOPMALMOHHOM cUcTeme B
cooteeTcTBMKN ¢ NAD.1, UAD.6 1 cpeacTBamm ynpaBaeHMa 4octynom B cootsetcteunm ¢ YI4.2, YNA4.10.

CopeprkaHue 6asosont mepbl 3TC.3:


consultantplus://offline/ref=34BC7A589B7FA07984B54C48B9CFFB6FB6A22173A0025143D0243850809D3AF0A487218AAD2118C111A6C156uD6EH

Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm

4 3 2 1

3TC.3 + + + +

Ycunenune 3TC.3

3TC.4 PASMELLEHWME YCTPOWCTB BbIBOJA (OTOBPAXKEHMA) MHOOPMALMN, UCKNKOYAIOLLIEE EE HECAHKLIMOHWUPOBAHHbI MPOCMOTP

TpeboBaHuA K peanmsaumnmn 3TC.4: OnepaTopom A0/XKHO OCYLLECTBAATLCA pa3meLleHne YyCTPOCTB BbiBoAa (0TobparxkeHus) nHdopmauum, UCKaoYatollee ee
HECaHKLUWNOHMPOBAHHbLIA NPOCMOTP.

B KauecTBe yCTPOMCTB BbIBOAA (0TOBparkeHNa) MHPOPMaLUM B UHPOPMALMOHHOM cUCTEME cieayeT pacCMaTpuBaTb 3KPaHbl MOHUTOPOB aBTOMaTU3UPOBAHHbIX
pabounx MecT Nosib3oBaTesnell, MOHUTOPbI KOHCOEN YNpaBAeHUA TEXHUYECKUX CPeACTB (cepBepoB, TEIEKOMMYHUKALMOHHOTO 060pyA0BaHNA U UHbIX TEXHUYECKUX
CpeAacTB), BUAeONaHenn, BUAEOCTEHbI U ApYrUe CPeacTBa BU3yaibHOro OTOBpasKeHNA 3aWMLL,AaeMON MHOOPMaLMK, NeYaTalolme YCTPoOMCTBa (NPpUHTEPLI, NAOTTEPDI
W MHblE YCTPOMCTBA), ayAMOYCTPOMCTBA, MHOrOGYHKLMOHA/bHbIE YCTPOMICTBA.

PasmelleHne yCTpoOMCTB BbiBOAA (0TOBparkeHWs, neyaTm) MHGOPMALMM JOKHO UCKIHOYATh BO3MOMKHOCTb HECAaHKLMOHWPOBAHHOIO NPOCMOTPA BbIBOAMMOM
MHPOpPMaLMK, KaK U3-3a NpesesioB KOHTPOIMPYEMO 30HbI, TaK U B Npesenax KOHTPOAnMpyemMmol 30Hbl. He cieayeT pasmellatb YyCTPOMCTBA BbiBOAA (0TOOparkeHus,
neyaTM) MHGOPMaLUN HANPOTMB OKOHHbIX MPOEMOB, BXOAHbIX ABEPEeM, TEXHO/NOMMYECKMX OTBEPCTMIA, B KOPUAOPAX, XO/A/MaX WU WHbIX MeCTax, AOCTYMHbIX AAs
HEeCaHKLMOHUPOBAHHOIO NPOCMOTPA.

TpeboBaHuA K ycunenuto 3TC.4:

1) onepaTtopom obecrneuymBaeTcs YCTAaHOBKA Ha OKHa NOMeLeHUli MHOOPMALMOHHOW CUCTEMbI CPEACTB, OrPaHUYMBAIOLLMX BO3MOMHOCTb BU3YasbHOMO
03HAKOMJ/IEHUA C 3aLLMLLAEMON MHPOPMaLMEN N3BHE MOMELLEHMI (}KaNto3n, NNOTHbIE LUTOPbI M MHblE CPEACTBa), ECIU B 3TUX NOMELLEHUAX Pa3MeLLEHbI YCTPOCTBA
BblBOAA MHGOPMaLMM Ha NeYaTb U (MK) OCYLLECTBAAETCA OTOBpaKeHUe MHPOPMaLUKN Ha BUAEOYCTPOMCTBA.

CopeprkaHue 6asoBoit mepbl 3TC.4:

Mepa 3awwmTbl Knacc 3awmueHHOCTM MHGOPMaLMOHHOM CUCTEMDI
nHpopmaymm

4 3 2 1




3TC.4

Ycunenune 3TC.4




3TC.5 3ALLMTA OT BHELLIHWX BO3AENCTBUI (BO3AENCTBMIA OKPYKAIOLLEEM CPEAbI, HECTABU/IbHOCTU S/IEKTPOCHABXEHMA, KOHAWLUMOHWUPOBAHUA
M MHbIX BHELUHUX ®AKTOPOB)

TpeboBaHma K peanusaumm 3TC.5: OnepaTopom AO0NXKHA OCYLLECTBAATHCA 3allMTa OT BHELWHMX BO34eNCTBUA (BO3AENCTBMIA OKpyMKaloweh cpeqpbl,
HeCTabUAbHOCTU 31EKTPOCHABXKEHNA, KOHANLNOHNPOBAHMA U UHbIX BHELLHUX GaKTOpoB).

3awmTa OT BHELWHMX BO34ENACTBUIA B COOTBETCTBUM C TpeboBaHUAMM 3aKoHO4aTeNbCcTBa Poccuiickon deaepaumm (HaLMOHaNbHBIX CTaHOAAPTOB, TEXHUYECKUX
pernameHToB) 40/IXKHA NpeaycMaTpMBaTh:

BbIMOJIHEHWE HOPM W NPaBMWJI NOXKapHON Be3onacHoCTy;

BbINOJIHEHNE HOPM U MPaBW/ YCTPOMCTBA M TEXHUUECKOM IKCMyaTaumm 3/1eKTPOYCTaHOBOK, a TakXe cobtoaeHe NapaMeTpoB 3/1eKTPONMUTaHNA 1 3a3eM/IEHUSA
TEXHUYECKUX CPEACTB;

obecnevyeHune HEO6XOAMMbIX ANnAa aKcnayatTaunm TeEXHNYECKUX CpeacTts TemnepaTtypHO-B/1a*KHOCTHOIO peXXnma 1 ycnoamﬁ no CTeneHun 3anblZ1IEHHOCTUN BO34YyXa.

TpeboBaHuA K ycuneHumio 3TC.5:

He ycTaHOBAEHbI.

CopeprkaHue 6asosoi mepsbl 3TC.5:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOpPMaLMOHHOM cUCTEMBI
nHpopmaymm
4 3 2 1
3TC.5 +

Ycunenue 3TC.5




3.13. 3ALLMTA MHOOPMALMOHHOW CUCTEMbI, EE CPEACTB M CUCTEM CBA3W W NEPEAAYMU
OAHHbIX (3UC)

3MC.1 PA3LENEHUE B WHOOPMALMOHHOW CUCTEME &YHKUWW NO  YMPABJIEHUIO
(AAMUHUCTPUPOBAHMUIO) NHOOPMALMOHHON CUCTEMOWN, YMPAB/IEHUNIO
(AAMWUHUCTPUPOBAHMIO) CUCTEMOW 3ALLUTbI MHOOPMALIMK, SYHKUUM MO OBPABOTKE
NHPOPMALMU N UHBIX dYHKLUMIMA MHOOPMALMOHHOW CUCTEMBI

TpeboBaHua K peanmsaumm 3UC.1: B nHbopmauMOHHON cucTeme A0MKHO ObiTb obecnevyeHo
pasgeneHme  GYHKUMOHANbHbIX  BO3MOKHOCTEM no ynpasneHuto  (aZ4MUHUCTPUPOBAHUIO)
MHOOPMALMOHHOW CUCTEMOM, ynpaBaeHuo (aAMUHUCTPUPOBAHUIO) CUCTEMONM 3alUTbl MHbOPMALUK
(byHKUMn  Be3onacHOCTM) U YHKUMOHANbHbIX BO3MOMHOCTEN roJsib30BaTesieli no obpaboTke
nHbopmauuu.

dPyHKUMOHaNbHblE BO3MOXHOCTW MO ynpasBiAeHUo (agAMUHUCTPUPOBAHUIO) UHPOPMALIMOHHOM
CUCTEMOM U yNpaBieHUo (a4MUHUCTPUPOBAHMNIO) CUCTEMOW 3aLLUTbI MHPOPMALIUM BKIOYAIOT QYHKLMM
no ynpaB/ieHUIo 6asamum [OaHHbIX, NPUKAagHbIM NporpammHbim obecneueHnem,
TeNEKOMMYHUKAUMOHHbIM 060pyaoBaHMeM, paboumMmu CTaHUMSAMMU, cepBepamu, CPeacTBaMm 3aLLUTbI
MHOOPMALUM U MHblE DYHKUUM, TPEDbYyLoLMe BbICOKUX MPUBUIETUA.

PasgeneHne QyHKLUMOHANbHbBIX BO3MOXKHOCTEM oObecneumBaeTca Ha ¢usndeckom U (KMau)
JIOTMYECKOM YPOBHE MyTEM BbIAENEHUA YacTU MPOrPAMMHO-TEXHUYECKUX CPEACTB UHDOPMALNOHHON
CUCTEMbI, PeanusyroWmx OyHKUMOHaIbHbIE BO3MOMKHOCTM MO YNpPaBAEHUIO (agMUHUCTPUPOBAHMIO)
MHPOPMALMOHHON CUCTEMOW M yNpaB/ieHNo (aAMUHUCTPUPOBAHUIO) CUCTEMOM 3aLLUTLI MHGOPMaLUK, B
OTAENbHbIA AOMEH, UCNO/Ab30BaHUA Pas3/INYHbIX aBTOMATU3MPOBAHHbIX PaboynMx MecT U CepBepos,
Pa3/IMYHbIX TUMOB ONEPALMOHHbIX CUCTEM, Pa3HbIX CNOCOOOB ayTEHTUOUKALUM, PA3AUYHBIX CETEBbIX
aZlpecoB, BblAe/IeHHbIX KaHa/0B yNpaBieHua U (Man) KOMOMHALMIA AaHHBIX CNOCOBO0B, @ TaKKe MHbIMU
MeToLaMM.

TpeboBaHua K ycuneHuto 3UC.1:

1) B WHPOPMAUMOHHOM cuCTeme A[O/KHO o0becneunBaTbCd WCKAOYEeHWE OTobpakeHus
dYHKLMOHANbHbBIX BO3MOMKHOCTEN MO YNpaBAeHUo (aAMUHUCTPUPOBAHNIO) MHPOPMALMOHHOM CUCTEMO,
ynpaB/ieHnto (aAMUHUCTPUPOBAHMIO) CUCTEMOW 3aLUTLI MHPOPMaLMKM B MHTepdeiice Nonb30oBaTeNs;

2) B MHPOPMAUMOHHOM cUCTemMe AO0/KHO obecneuymBaTbCs BblAeNEHME aBTOMATM3MPOBAHHbIX
pabounx MecT ANs agMUHUCTPATOPOB MHGOPMALLMOHHOMN CUCTEMBI;

3) B VIHd)OpMBLI,VIOHHOI?I cncreme O0/1KHO obecneunBaTbCs BblgeNeHne aBTOMATU3INPOBAHHDbIX
pa6oqu MeCT oNnAa aAMUHNCTPATOPOB 6630ﬂaCHOCTM,'

4) onepaTopom  [O/KHO  obecneumBaTbCA  UCK/AOYEHME  BO3MOXKHOCTM  yrpaB/ieHUs
(agmuHUCTpUpPOBaHMA) MHGOPMALIMOHHOW CUCTEMOW, ynpaBaeHus (aAMUHUCTPUPOBAHUA) CUCTEMON
3aLWmMTbl MHGOPMALLMM U3-3a NPELENIOB KOHTPOIMPYEMOW 30HbI.

CopeprkaHue 6asoBon mepbl 3UC.1:



Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm
4 3 2 1
3nC.1 + +
Ycunenue 3MC.1 3 3

3UC.2 MPEAOTBPALLEHUE SAOEPKKN NN MPEPLIBAHWA BbINOJIHEHWA MPOLEECCOB C BLICOKMM NMPUOPUTETOM CO CTOPOHbI MPOLIECCOB C HA3KUM
NMPUOPUTETOM

TpeboBaHuA K peanusauum 3UC.2: B MHGOPMAUMOHHOW CUCTEME AOJKHO 0becneynBaTbCca NPesoTBPALLEHNE 3a4EPKKU UAM NpPepbiBaHMA BbINOAHEHUSA
NPOLLECCOB C BbICOKMM MPUOPUTETOM CO CTOPOHbI MPOLLECCOB (CYKO, CEPBMUCOB) C HU3KMM MPUOPUTETOM, NMPeayCMaTPMBatoLLEE:

onpeaeneHne NPUOPUTETOB NpoLECCOB (CNy:K6, cepBUCOB) AN NONb30BaTeNel U (Man) rpynn nosnb3osaTeneit u (Mamn) poneii B UHGOPMALLMOHHOM CUCTEME;

BbINOJIHEHWE NpoLeccoB (cny:k6, cepsrcos) B MHPOPMALMOHHOMN CUCTEME C YYETOM UX NPUOPUTETA (B NEPBYIO OYEpeab AO/KHbI BbINOAHATLCA NPOLLECCHI C
60n1ee BbICOKMM NPUOPUTETOM);

UCKIOUYEHMNE 3a4EPKKMN 1 (MNK) BMeLlaTeNbCTBa B BbINOHEHWE NPoLeccoB (cnyx6, cepeucos) ¢ 6oaee BbICOKMM NPUOPUTETOM CO CTOPOHbI MPOLLECCOB (CNYK6,
CepBucoB) c 6onee HU3KUM NMPUOPUTETOM.

TpeboBaHusa K ycuneHuto 3UC.2:

1) B VIHCI)OpM&LI,VIOHHOVI cncreme OONXKHO obecneunBaTbCa MCKIOYEHNE BO3MOXKHOCTU HECaHKUMOHNPOBAHHOIO M3MeHeHUA NPUOPUTETOB BbINOJ/IHEHUA
npoueccos.

CopeprkaHue 6asosoit mepbl 3UC.2:

Mepa 3awwmTbl Knacc 3alwmiweHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmaymm

4 3 2 1

3UC.2




Ycunenue 3UC.2

31C.3 OBECMNEYEHME 3ALLUTBI UHOOPMALMU OT PACKPbITUA, MOAUSUKALMU N HABA3BIBAHWUA (BBOAA TOXKHOM MHOOPMALMK) NP EE MEPEAAYE
(MOArOTOBKE K NEPELAYE) MO KAHAJIAM CBA3W, UMEIOLLIMM BbIXOZ 3A NPEAE/IbI KOHTPOJIMPYEMOW 30HbI

TpeboBaHua K peanusauyum 3UC.3: Onepatopom A0/XKHA BbITb obecneyeHa 3alWmMTa MHPOPMALUKU OT PAcKpPbITUA, MoaNdUKaLMM U HaBA3bIBaHUA (BBOAA
NOXHOM nHpopmaumm) npu ee nepesaye (NoAroTOBKe K Nepegaye) no KaHasam CBA3W, UMEIOLLMM BbIXOZ, 33 NPee bl KOHTPOJIMPYEMOW 30HbI.

3awmTta nHpopmaumm obecneynmBaeTcs NyTem 3almUTbl KaHA/IOB CBA3M OT HECAHKLMOHMPOBAHHOTO GpU3MYECKOro AocTyna (MOAKAYEHMA) K HUM U (uan)
NPUMEHEHNA B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickon Peaepaumnn cpeacts Kpuntorpadpuyeckon 3awmTbl UHGOPMALUKN UAN MHBIMU METOAAMM.

TpeboBaHua K ycunenuio 3UC.3:

1) onepaTop obecneynBaeT 3almTy OT MOANDUKALMMN U HABA3bIBAHUA (BBOAA JIOXKHON MHPOPMaLMM) BUAEOMHDOPMALMM (3BYKOBOW MHDOPMALMKM) NyTem ee
MapKMPOBaHMA U KOHTPOAA (B TOM YMCNIE C UCNONb30BaHNEM LMOPOBbLIX BOAAHbLIX 3HAKOB) B Pa3/IMYHbIX TOUKAX TPaKTa ee GOPMUPOBAHMA M PACNPOCTPAHEHNUS;

2) onepatop obecneymBaeT 3aWnUTy OT MoaANPUKALUMN U HaBA3bIBaHUA (BBOAA NOXKHOM MHPOPMaLUMK) NnepesaBaemon BUAEOMHPOPMALMU NMYTEM BblisiBAEHUA
W yA3aNEeHNA CKPbITbIX BCTABOK.

CopeprkaHue 6asosoi mepbl 3UC.3:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOpPMaLLMOHHOM cUCTEMBI
nHpopmaymm
4 3 2 1
31C.3 + + + +

Ycunenue 3UC.3

31C.4 OBECMEYEHME OOBEPEHHbBIX KAHAJTA, MAPLLUPYTA MEXOY AODMWUHUCTPATOPOM, MOJIb3OBATENIEM U CPEACTBAMMU 3ALLNTBI MHOOPMALNN
(PYHKUMAMM BE3ONACHOCTU CPEACTB 3ALLUTHI UHOOPMALIUA)

TpeboBaHua K peanusaumm 3UC.4: B nMHPOPMAUMOHHOW cUcTeMe AO0/KHbI obecneuymBaTbCA AOBEPEHHble MapLlIpyTbl Nepegayn AaHHbIX Mexay
agMUHUCTpaTopoM (Monb3oBaTesnieM) M CpPeACcTBaMWU 3aWmTbl MHOOpPMauuKn (PyHKUMAMM 6He3onacHOCTU cpeacTB 3awWuMTbl MHGOpMaLMK), onpeaenaembiMm



onepaTopom.
Onepatopom gonxeH bbiTb onpeaeneH nepeyeHb Lenen (GyHKUKNI) nepenayun gaHHbIX, N8 KOTOPbIX TpebyeTca A0BEpPEHHbIN KaHan (MapLpyT).

[loBepeHHbIV KaHan mexay nofb3oBaTesieM M CPeacTBamu 3awmTbl MHGOPMALMKM OOMKeH obecneymBaTbCA NPU yAANEHHOM M NOKaAbHOM AOCTyne B
MHPOPMaLMOHHYIO CUCTEMY.

TpeboBaHua K ycunenuio 3UC.4:

He ycTtaHOBAEHDI.

CopaepaHue b6asoson mepbl 3UC.4:

Mepa 3awmTbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM CUCTEMBI
UHbOpPMauuu
4 3 2 1
3nc.4

Ycunenue 3UC.4




3UC.5 3AMPET HECAHKLMOHWPOBAHHOW YOANEHHOW AKTMBALIMW  BWOEOKAMEP,
MUKPO®OHOB W WUHbIX MEPUDEPUMHBIX YCTPOWCTB, KOTOPbIE MOIYT AKTUBMPOBATbLCA
YOAJIEHHO, M ONOBELLEHUE NO/Ib30OBATENEN OB AKTUBALLIMWN TAKUX YCTPOWCTB

TpeboBaHuAa K peanunsaumm 3UC.5: B UHOOPMALNOHHOM CUCTEME A0NKHbI OCYLLECTBAATLCA 3anpeT
HECAHKLUMOHWPOBAHHOW YyAaNeHHOM aKTUBALMKM BUAEOKAMEP, MUKPOPOHOB U WHbIX NepudepumnHbIx
YCTPOWCTB, KOTOPblE MOTYT aKTMBMPOBATLCA YAANEHHO, U OMOBELLEHME Mosib3oBaTenel 06 akTMBauum
TaKWUX YCTPOMCTB, B TOM YMCAE NYTEM CUTHAAN3ALMM, UHONKALUMK,

3anpeT HecaHKUMOHWPOBAHHOM YyAa/NeHHON aKTMBALMU OOJIKEH OCYLLECTBAATLCA B OTHOLIEHUU
BCEX nepudepuinHbIX YCTPOWCTB BBOAA (BbiBOAA) WMHPOPMAUMKM, KOTOPblE MMEIOT BO3MOMKHOCTb
ynpasneHua (3anycka, BK/IOYEHWSA, BbIKNOYEHUA) Yepe3 KOMMOHEHTbl NPOrpamMmHOro obecnedyeHus,
YCTAHOB/MIEHHblE Ha paboyem mecTe NONb30BaTeNs, KOMMYHUKALMOHHbBIX CEPBUCOB CTOPOHHMUX /LY
(nposaiiaepos) (ICQ, Skype u UHble cepBuUChI).

3anpeT HeCaHKUMOHWPOBAHHOW YyAANeHHOW aKTMBaLMKM [OOMXEH OCYyLWecTBAATbCA vepes
du3MYecKoe UCKAOYEHME TaKoW BO3MOXHOCTM M (MAKM) nyTem ynpaBAeHWA MNPOrpamMMHbIM
obecneyeHuem.

B WCKAOUMTENbHBIX CAyYasx ANA pPeleHWa YCTAHOB/IEHHbIX OMNEpaTopoM OTAe/NbHbIX 334ad,
pewaemblx WHGOPMAUMOHHON CUCTEMOM, [AOMYCKAETCA BO3MOXKHOCTb YAANEHHOW aKTUBaLUM
nepudepuitHbix ycTponcts. Mpu sTom gonxkHO bbiTb obecneyeHo onpegeneHne M GpuUKcMpoBaHue B
OpraHM3aLMOHHO-PACNOPAAUTENbHBIX AOKYMEHTax Mo 3awute WHbopMauuu (AOKYMEHTUpPOBaHMe)
nepeyHs nepudepuinHbiX YCTPOMCTB, AN KOTOPbIX AOMYCKAeTCA BO3MOXHOCTb YAANEHHOW aKTUBaLMUN U
obecneyeH KOHTPO/b 33 aKTUBALMEN TaKUX YCTPOMCTB.

TpeboBaHua K ycuneHuto 3UC.5:

1) B uHpOpMaLMOHHOM cUCTEME LONKHa 06ecrneymBaTbCA BO3MOXKHOCTb GU3MYECKOTO OTKIOYEHUS
nepudepuinHbIX YCTPOMCTB (Hanpumep, OTK/AIOHYEHWE NPW OpraHU3auuu U NPoBeAeHMM COBelaHUi B
nomeLLeHUaX, rae pasmelleHbl BUAeoKamepbl U MUKPODOHbI);

2) B WHOOPMAUMOHHON cucTeMe [0/KHA obecneynBaTbCi BO3MOMKHOCTb 6G/I0KMPOBaHMA
BXOOALLETO M UCXOAALLEro TpaduKa OT NoAb30BaTeNel CUCTEM, MPEAOCTABAAOWMX BHELLHNE CEPBUCHI
(Hanpumep, cucTembl BUAEOKOHDEPEHLCBA3K), B KOTOPbIX KOHdUrypaummn (HacTpoOKM) CEPBMCOB ANA
KOHEYHbIX N0Nb30BaTe/Iei YCTaHaBAMBAOTCA NPoBaiAepaMm UM CaMUMK NOb30BaTENAMMY;

3) onepatopom obecneunBaetca yaaneHue (OTKAOYeHWE) M3 MHOOPMALMOHHOW CUCTEMbI
(oToenbHbIX CermeHTOB, HaMpUMMeEp, PACMO/IOMKEHHbIX B 3aLMLLAEMbIX U BbIAENEHHbIX NMOMELLEHUSAX)
nepudepuinHbIX YCTPOMCTB, NepeyYeHb KOTOPbIX ONpesenseTca onepaTopom;

4) onepatopom obecneyMBaeTcs 3anNUCb W XPaHEHME B TeYEHWe YCTAaHOBJAEHHONO BPEMEHMU
nHbopmauum, nepegaHHol (nonydyeHHon) nepudepuiiHbiIMKM  yCcTpoicTBamu BBOoAa (BbiBOAA)
MHbOpMaUUM NPU paspelleHHON yAaNeHHOW aKTuBauuu nepudepuinHbIX ycTponcTs BBoAa (BbiBoAa)
nHpopmauymu.

CopeprkaHue 6asosont mepbl 3UC.5:



Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm
4 3 2 1
3NnC.5 + + + +
Ycunerue 3UC.5 1 1,2

31C.6 MEPEAAYA U KOHTPO/1b LIEZIOCTHOCTW ATPUBYTOB BE3OMACHOCTU (METOK BE3OMACHOCTU), CBA3AHHbIX C MH®OPMAUMEWN, NMPU OBMEHE
MH®OPMALMEN C UHBIMU UHOOPMALUMOHHLIMW CUCTEMAMM

TpeboBaHuA K peanusaumm 3UC.6: B MHPOPMaLIMOHHOM cUCTeMe A0NXKHA OCYLLECTBAATLCA Nepeaaya, conoctasiaeHue (cpasHeHne) aTpnbyTos 6e3onacHOCTU
(meTok be3onacHocTU) ¢ UHPOPMaALMEN, KOTOPOI OHa 0BMEHNBAETCA C MHbIMU (BHELUHUMMU) MHPOPMALMOHHBIMU CUCTEMaMM.

ATpnbyTbl 6€30NaCHOCTN MOTYT CONOCTABAATLCA C UHPOPMaLUMEN, cogeprKallenca B UHPOPMaLMOHHOM CUCTEME, B ABHOM UM CKPLITOM BUAE.

Mepbl No nepegaye 1 KOHTPOJIIO LEeNOCTHOCTM (CONOCTaBAEHNIO, CPaBHEHMIO) aTpMbyToB 6e3onacHOCTM (MeToK 6e30NacHOCTH) peannsytoTcs B COOTBETCTBUM
cYNa.12.

TpeboBaHusa K ycuneHuto 3UC.6:

1) B uHPOPMALMOHHOM cUCTEME A0NKEH 06ECNeUYnBaTbC KOHTPOIb LLEIOCTHOCTUN aTpubyToB Be3onacHocTH (MeToK 6e3onacHoCTH).

CopeprkaHue 6asosoi mepsbl 3UC.6:

Mepa 3awmTbl

Knacc 3almieHHOCTY MHPOPMaLMOHHOM CUCTEMDI
nHbopmaumm

4 3 2 1

3UC.6

YcuneHue 3UC.6




3NC.7 KOHTPOJ/Ib CAHKUMOHWPOBAHHOIO W WCKIHOYEHWME HECAHKUMOHWMPOBAHHOIO
NCNONIb3OBAHUA TEXHONOTMA MOBWNIBbHOIO KOOA, B TOM YMUC/E PETUCTPALMA COBbITUNA,
CBA3AHHbIX C MICMNOJ1Ib3OBAHVMEM TEXHO/1OTMN MOBWU/TIbHOTO KOAA, UX AHATU3 U PEATUPOBAHWME
HA HAPYLLIEHWA, CBA3AHHbLIE C UCMOJ/Ib3AOBAHWUEM TEXHOJ10TM MOBW/1IbHOIO KOJA

TpeboBaHua K peanmsauum 3UC.7: OnepaTtopom AONKHbl  OCYLUECTBAATLCA KOHTPOJIb
CaHKLUMOHMPOBAHHOIO U UCKNOYEHNE HECAHKLMOHMPOBAHHOIO UCMNO/1b30BaHUA TEXHONOMMN MOBUABHOMO
KoAa (AaKTMBHOMO KOHTEHTAa) B WHPOPMAUMOHHOM CUCTEME, B TOM YMCAE PerncTpaumsa cobbitui,
CBA3AHHbIX C MCMO/Ib30BAaHMEM TEXHONOMMMU MODOWABHOFO KOAa, MX aHainM3 WU pearmpoBaHME Ha
HapyLeHWA, CBA3AHHbIE C UCNO/Ib30BAaHMEM TEXHOJIOTMKU MOBUABHOrO Koga. TexHonorma mobuabHOro
KoJa BK/OYaeT, B TOM Ync/e ucnosb3oBaHue Java, JavaScript, ActiveX, PDF, Postscript, Flash-aHumaums
n VBScript 1 MHbIX TEXHONOTUIA.

Mpwn KOHTPOIE UCNONB30BAHMA TEXHONOTMIN MOBMABHOIO KoZa A0KHO bbITb 06ecnevyeHo:

onpegeneHne nepeyHa MOBUNBHOTO KOoda “ TEXHONOTUIA MOBUNBHOTO KOJda pa3peleHHbIX U (MI'IM)
3anpeuweHHbIX AnAa Ncnosib3oBaHUA B MHd)OpMaLI,VIOHHOﬁ cncreme;

onpeaeneHne paspelleHHbIX MeCT pacnpocTpaHeHus (cepsepbl MHGOPMALMOHHOM CUCTEMDI) U
MCNONb30BaHUA MOBMNBHOrO KoAa (aBTOMATU3MPOBaHHbIE paboyme mecTa, MOOWU/IbHbIE TEXHUYECKME
cpeactea MHPOPMALMOHHOM CUCTEMbI) M GYHKUMA WHOOPMAUMOHHOW CUCTEMbI, ANA  KOTOPbIX
HeobXxo04MMO NPUMEHEHME TEXHONOTUM MOBUIBHOIO KOA3;

perucTpaumua U aHaaus cobbiTUiA, CBA3aHHbIX C Pa3paboTKon, NpMobpeTeHneM UNM BHEAPEHUEM
TEXHOJIOTMKU MOBUIbHOTO KoAa;

UCKNKo4YeHne BO3MOXXHOCTU MCNoNb30BaHUA 3anpeuweHHoro MOBUNBLHOrO KOoAda B
MHd)OpMaLLMOHHOVI Cucreme, a Takke sBHegpeHume MOBUNBHOTO KOda B MeCTaX, He pa3pelleHHbIX 4N1Aa ero
YCTaHOBKMWU.

MpaBuMna W  npoueaypbl  KOHTPOASA  MCMNO/Ab30BaHMA  TEXHONOTMA  MOOWIBHOTO  KoAa
PErnameHTUPYIOTCA B OPraHM3aUMOHHO-PACMOPAANTENbHBIX [AOKYMEHTaXx onepatopa Mo 3awuTte
nHpopmaymu.

TpeboBaHua K ycuneHuto 3UC.7:

1) B UHPOPMaLMOHHOMN cUCTEME A0/XHbl BbITb PeanN30BaHbl MEXaHU3Mbl 0BHapPYKeHUA 1 aHann3a
MOBUNBbHOTO KoAa AN BbiABNAEHMA GAaKTOB HECAHKLMOHMPOBAHHOIO UCNO/1Ib30BaHNA MOBUALHOIO Koda U
BbINOJIHEHUA AEWCTBUIN NO pearMpoBaHWio (onoBelleHWe aAMUHUCTPATOPOB, U30aAUMA MOBUABHOTO
Koda (nepemelleHune B KapaHTUH), 610KMpoBaHME MOBUIBHOMO Koda, yaaneHne MobuabHOro Koga) u
MHble AeicTBUSA, onpeaensaemble onepaTopom;

2) B MHOOPMALMOHHOW CUCTEME AOMKEH OCYLLEeCTBAATLCA 3anpeT 3arpysku U BbINOSHEHUA
3anpeLLeHHOro MobuabHOIo KoAa;

3) B MHPOPMALMOHHOM cUCTEME ONA MPUNONKEHWUIA, OnpeaensemblX OMnepaTopom, AOJKEH
OCYWEeCTBNATbCA  3anMpeT aBTOMATMYEeCKOro  BbIMO/NHEHMA  paspeleHHoro  MobuabHOro  Koga
(yBegomneHue nonb3oBaTensa 0 NOJyYeHUM MOBUABHOTO KOZA WM 3anpoC PaspelleHus Ha 3amnyck uau
WHble AeCcTBUA onpesensemMble onepaTopom);

4) B MHd)OpMaLLMOHHOVI cncrteme AO0J1KeH OCylwecCTBAATbCA KOHTPOJIb NMOAJ/IMHHOCTU UCTOYHUKA
MOBUbHOTO KO4a U KOHTPO/1b LLENNTOCTHOCTU MOBUNbHOTO KoAda.

CogaeprkaHue 6asoson mepbl 3UC.7:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

nHbopmaumm
3 2 1
3nC.7 + +
Ycunenune 3UC.7 1 1,2




31C.8 KOHTPOJ/Ib CAHKUMOHWPOBAHHOIO W WCKIHOYEHWME HECAHKUMOHWMPOBAHHOIO
NCNONb3OBAHMA TEXHONOMMA MEPEQAYM PEYW, B TOM YWUCNE PEFUCTPALIMA COBbITUN,
CBA3AHHbIX C UCMOJIb3OBAHWEM TEXHOIOTUI NEPELAYM PEYN, UX AHASIU3 U PEATUPOBAHUE HA
HAPYLLUEHWA, CBA3SAHHBIE C MICMONb30BAHWUEM TEXHONOTMIA NEPEAAYM PEYN

TpeboBaHuMa K peanusauum 3UC.8: Onepatopom AOJ/IKHbI  OCYLLECTBAATLCA  KOHTPOJIb
CaHKUMOHMPOBAHHOIO U UCKAHOYEHUE HECAHKUMOHWPOBAHHOIO MCMOJ/Ib30BaHMA TEXHONOTMMI nepesayn
peun B MHGOPMALMOHHOMN CUCTEME, B TOM YMC/E perncTpauma cobbiTuii, CBA3AHHbIX C UCNOb30BaHNEM
TEXHOIOTUIM Nepeaayn pedn, ux aHaaus n pearMpoBaHMe HA HapyLLIEHMA, CBA3AHHbIE C UCNO/Ib30BaHMEM
TEXHOMOMNIM Nepegaymn peuun. MNpu KOHTPOSIE UCNONb30BaHMA TEXHOIOMMIA Nepesayn peyum AOKHO BbiTb
obecneyeHo:

onpeaeneHne rnepeyHs TexXHOJIorMiA (CepBMCOB) Mepedayn pedyn paspelleHHbix U (naum)
3anpeLLeHHbIX 418 UCMO/Ib30BaHMA B UHPOPMALMOHHOM CUCTEME;

onpeaeneHne cybbeKToB AOCTyNa (KaTeropuin Noib3oBaTenelt), KOTOPbIM paspelLeHbl pa3paboTka,
nprobpeTeHne UAn BHeAPEHNE TEXHONOMMIA Nepeayun peym B COOTBETCTBMM C YCTAHOBAEHHbIMU PONSMU;

peanusaums nNapameTpoB HACTPOMKM, UCKIIOYAIOWMX BO3MOMKHOCTb YAaNEHHOM KoHoUrypauum
YCTPOICTB Nepeaayun peuu;

perucTpauua M aHaams cobbiTUIA, CBA3AHHbLIX C pa3paboTKoi, NpuobpeTeHMem U BHeAPeHuem
TEXHOJIOTUI Nepeaadn peuu;

WUCKNIOYEHNE BO3MOMKHOCTU WCMOJIb30BAaHUA 3anpeLLeHHOW TEeXHO/NOrMKM nepefadn peun B
MHOOPMALMOHHOM CUCTEME, A TaKKe pa3paboTKu, NpUobpeTeHna N BHeAPEHUA TEXHONOIMIA Nepeaadn
peun cybbeKkTam JocTyna (Nosb3oBaTensim), KOTOPbIM HE Pa3peLLeHO ee UCMO/Ib30BaHMe.

TexHonorus nepenadyn peyvyn BKIKYaEeT, B TOM YUCNE, Nepeaady peyun yepes MHTepHET (B YaCTHOCTH
VolP).

MpaBuaa 1 Npoueaypbl KOHTPOSA UCNO/b30BaHWUA TEXHOIOMMIA Nepeaayn peum pernameHTUpyoTCs
B OpPraHM3aLMoHHO-PacnopsaaMTebHbIX AOKYMEHTax onepaTopa no 3awmrte nHbopmaumu.

TpeboBaHuAa K ycuneHuto 3UC.8:

He ycTtaHoBANEHbI.

CogaeprkaHue 6asoson mepbl 3UC.8:



Mepa 3awmTol
nHbopmaumm

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

3 2

3M1C.8

+

Ycunenue 3UC.8




3MC.9 KOHTPO/NIb CAHKUMOHWPOBAHHOM U WUCKMOYEHUE HECAHKLMOHWUPOBAHHOM
NEPEAAYU BUAEOMHOOPMALLUN, B TOM YUCIIE PETUCTPALLUA COBbITUIA, CBA3AHHbIX C NEPELAYEN
BUAEOUHOOPMALMM, UX AHANIN3 U PEATMPOBAHUE HA HAPYLLUEHUA, CBA3AHHBIE C NEPEOAYEN
BUOEONH®OPMAL NN

TpeboBaHua K peanusauum 3UC.9: OnepaTtopom [AOJKHbI  OCYLLECTBASATLCA KOHTPO/b
CaHKUMOHMPOBAHHOIO U UCKAHOYEHUE HECAHKUMOHWPOBAHHOIO MCMOJ/Ib30BaHMA TEXHONOTMMI nepesayn
BMAeOMHbOPMaLMM B MHPOPMALLMOHHOM CUCTEME, B TOM YUCIE PEFUCTPALMA COBbITUIM, CBA3AHHbIX C
NCNO/Ib30BaHMEM TEXHONOMNI Nepeaayun BUAeONHGOPMALMM, UX AHANN3 U PEArMpPOBaHME HA HapyLleHus,
CBA3aHHbIE C MWCNONb30BaHMEM TEXHONOIMMK nepefavn BuaeonHbopmaumn. [llpu  KoHTpone
NCNO/Ib30BaHMA TEXHOIOMMI Nepeaayun BUAeONHPOpMaLLMKM A0MKHO BbiTb 0becneyeHo:

onpeaeneHne nepedyHa TexHoaormii (cepsncos) nepeaayn smaeonHGOpMaLnm, paspeLleHHbIX U
(nnn) 3anpeLteHHbIX 418 UCNO/b30BaHNA B MHGOPMALMOHHOMN CUCTEME;

onpeaeneHne cybbeKToB AOCTyNa (KaTeropuin Noib3oBaTenelt), KOTOPbIM paspelLeHbl pa3paboTka,
npuobpeTeHne WAM BHeApPEeHWe TEXHONOrMi nepegayM BUOEOMHPOPMALUM B COOTBETCTBUM C
YCTaHOB/IEHHbIMM PONAMM;

peanusaums napameTpoB HACTPOMKM, UCKAIOYAIOWMX BO3MOMKHOCTb YAANEHHOM KOoHOUrypauum
YCTPOICTB Nepeaayun BuaeonHpopmaumnm;

perucTpauua M aHaams cobbiTUIA, CBA3AHHbLIX C pa3paboTKoi, NpuobpeTeHMem U BHeAPeHuem
TEXHOJIOTU Nnepeaayn BuaeonHpopmaumm;

WCKNIOYEHME  BO3MOMHOCTM  MCMO/Ib30BaHWA  3anpelieHHOW  TexHOJOrMM  nepesaun
BMAeonHGOPMaLMM B MHOOPMALMOHHOW CMCTEME, @ TaKKe pa3paboTku, NpuobpeTeHna U BHeAPEHUS
TEXHO/IOTUIN Nepedayun BuaeouHbopmaumn cybbekToB AocTyna (nosib3oBaTenam), KOTOpPbIM He
paspeLleHo ee UCMOo/b30BaHMeE.

TexHonorMA nepepayun BUAEOMHOOPMALMM BKIOYAET, B TOM 4YucCae, NPUMEHEHWE TEXHONOTUIA
BMAE0KOHbEPEHLCBA3SK.

Mpasuna wn npoueaypbl KOHTPOAA Mepedayun BUAEOMHOOPMALMM  PErl1aMeHTUPYIoTCA B
OpraHM3aLMOHHO-PacNopPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmute nHGopmaLmnn.

TpeboBaHua K ycunenumto 3UC.9:

He YCTaHOB/EHDbI.

CopeprkaHue 6asoson mepbl 3UC.9:



Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm
4 3 2 1
31C.9 + +
YcuneHue 3UC.9

31C.10 NOATBEPKAEHUE MPOUCXOMKAEHMA UCTOYHMKA MHOOPMALMM, NOTIYYAEMOM B NMPOLLECCE ONPEAENEHUA CETEBbLIX ALPECOB MO CETEBbIM
NWMEHAM U OMNPEAENEHUA CETEBbIX UMEH MO CETEBbIM APECAM

TpeboBaHua K peannsaumnm 3UC.10: B nHbopmMaLMOHHON cUcTeMe A0/IKHa obecnevymnBaTbCA BO3MOXKHOCTb MOATBEPKAEHUA MPOUCXOXKAEHUA UCTOYHUKA U
LLe/I0CTHOCTU MHPOPMALMM, MOY4aeMOI B NpoLLecce onpeneneHna ceTeBbiX afpPecoB No CETEBbIM UMEHAM UM ONpeaeNeHNA CETEBbIX MMEH MO CETEBbIM aZpecam,
B TOM YmMcne ¢ ucnosnbsoBaHmem DNS-cepsepoB. Mpu NOATBEPKAEHUN NPOUCXOKAEHUSA UCTOYHUKA A0KHbI 0becneunBaTbea:

ayTeHTMdUKaumsa B cootsetcTBum ¢ MAD.7 n (nnn) MAD.2 cepBepa, ABAAIOLLEFOCA NCTOYHMKOM OTBETOB Ha 3anpockl (cepBep AOMEHHbIX MMeH uan DNS-cepeep)
no onpeaeneHuto ceTeBbix agpecos (IP-agpecos) No ceTeBbiIM UMEHaM (AOMEHHbIE UMEHA);

ayTeHTUOUKauma B cootsetctBuM ¢ NAD.7 u (nnm) UAD.2 cepsepa, ABAAIOWEINOCA MCTOYHUMKOM OTBETOB Ha 3anpocbl (KawupyownitDNS-cepsep) no
onpeaeneHunio CeTeBbIX UMeH (A0MEHHbIX MMeH) Mo ceTeBbiM agapecam (IP-aapecam).

TpeboBaHua K ycunenumto 3UC.10:

1) B8 MHPOPMALIMOHHONM CUCTEME AO0/KEH OCYLLECTBAATLCA Npouecc BepudUKauMM LENOYKN A0BEPUA MEXAY OCHOBHbIM (KOPHEBbIM) U MOAYMHEHHbIMU
(moyepHMMU) goMeHamKM (Hanpumep, C UCNONb30BaHMEM 3aMNUCell PECYPCOB B CUCTEME AOMEHHbIX UMEH, CONOCTaBAAILLMX CETEBOE UMSA U CETEBOW aapec cpeacTs
BbIYUCUTENIbHOM TEXHUKM U TEXHUYECKUX CPeacTs).

CopeprkaHue 6aszosoit mepbl 3UC.10:

Mepa 3almTbl Knacc 3almieHHOCTY MHPOPMALMOHHOM CUCTEMDI
nHbopmauum

4 3 2 1

31C.10




Ycunenune 3UC.10

31C.11 OBECNEYEHWME NOANMHHOCTU CETEBbIX COEAVMHEHWUI (CEAHCOB B3AMMOAENCTBUA), B TOM YUCNE ANA 3ALLMTBI OT NOAMEHbI CETEBbIX
YCTPOWCTB U CEPBUCOB

TpeboBaHuAa K peanusaumm 3UC.11: B MHGOPMALIMOHHOM CUCTEME AOMKHO OCYLLECTBAATLCA obecneyeHne NOAAMHHOCTU CEeTeBbIX coeaMHEHU (ceaHCoB
B3aMMOAENCTBUSA), B TOM UnCie ANS 3aluUTbl OT NOAMEHbI CETEBbIX YCTPOMCTB M CepPBUCOB (3allMTa OT aTaK TMna "yenosek nocepeauHe").

[na noatsepKAeHMA NOAJNHHOCTU CTOPOH CETEBOI0O COeAMHEHUs (CeaHca B3aMMOAeNCTBUSA) U 3alLMTbl CETEBbIX YCTPOMCTB M CEPBUCOB OT NOAMEHbI A0/IKHA
OCYLLECTBAATLCA UX ayTeHTUdUKauma B cootsetcTenm ¢ MAP.2 n 3UC.10.

KOHTpOJ’Ib LLe/TOCTHOCTHN nepe,u,aBaeN\oﬁ MHd)OpMaLI,MVI AO0/1XKeH BK/1K0YAaTb NPOBEPKY UENOCTHOCTUN NepeaaBaeMblX NMaKeToB (B YaCTHOCTWM B COOTBETCTBUU C
31C.3).

TpeboBaHuA K ycunenumio 3UC.11:

1) B MHd)OpMaLl,MOHHOVI cncreme goNXKHO obecneunBaTbCn NpPpU3HaHue MAEHTMd)VIKaTOpa CeaHCa CBA3n HeAeVICTBMTEHbeIM nocne OKOHYaHWMA ceTeBoro
coegunHeHuA,

2) B "HGOPMaLMOHHOMN cUCTEME A0/IKHA OCYLLLECTBAATLCA PErMCTPaLMA YCTaHOB/IEHUA U Pa3pbiBa CETEBbLIX COeAMHEHMI (ceaHCoB B3aMMOAeNCTBUA) B LLENsAX
BbIIBNIEHWNS BO3MOXHbIX MHLNMAEHTOB (CObbITMIA 6e3onacHoCTH);

3) B MHGOPMALMOHHOM CUCTEME A0JIXKHA OCYLLECTBAATLCA reHepauma U NPUCBOEHME YHUKAbHBIX NOEHTUOUKATOPOB (0AHOPA30BbIX) ANA KaXK40ro CeTeBoro
coeAnHeHUA (ceaHca B3aMMOAENCTBMA) U KOHTPO/Ib UX NOAJMHHOCTU (BOCNPUHUMATLCA AO0MMKHbI TONIbKO MAEHTUOMKATOPbI, CreHepupoBaHHble MHHOPMaLMOHHON
cUCTEMO);

4) B MHCI)OpMaLI,MOHHOﬁ cncreme JonxHo obecneunBaTtbcs 06Hapy>KeHme NONbITOK MOBTOPHOINo NCNOJIb30BaHUA M,CI,eHTMd)MKaTOpOB CeTeBbIX COGAMHEHMﬁ n
pearmMpoBaHne Ha 3TN NONbITKHK,

5) B MHPOPMALMOHHOW cUCTEME AONXKHA OCYLLEecTBAATbCA 3allmMTa OT noabopa MaeHTUOUKATOPOB, NPUCBaMBaeMbiX ByayLMM CETEBbIM COEAUHEHUAM
(ceaHcam B3anmogelicTeus).

CopeprkaHue 6asosoi mepbl 3UC.11:



Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm
4 3 2 1
31C.11 + +
Ycnnenune 3UC.11 1

3M1C.12 NCKNKOYEHWE BO3MOXHOCTU OTPULUAHWA MOJIb3OBATEJIEM ®AKTA OTIMPABKN MHOOPMALMU APYTOMY MOJIb3OBATE/THO

TpeboBaHua K peanusaumm 3MUC.12: OnepaTopom AOJIKHO obecrneuymBaTbCA WMCKAOYEHWE BO3MOMKHOCTM OTPULAHMA MOoJib3oBaTesiem (aKTa OTNpPaBKU
MHpopmaLmm Apyromy nosib3oBaTesio.

ANAa NckntoveHmna BO3MOXKHOCTU OTPULLAHMA NOJIb30BaTeIeM d)aKTa OoTnpaBKu MH(I)OpMaLJ,VIM APYyromy nosib3oBaTtento 40/1KHbl OCYLLeCTBNATbCA:

onpeaeneHne 06bEKTOB AN TUNOB MHGOPMaLMK, ANA KOTOPbIX TpebyeTcs obecneyeHne HEOTKa3yemMOoCTM OTNPaBKM (Hanpumep, coobLEHNA SNEKTPOHHOM
nouyTbl);

obecneyeHne LLesI0CTHOCTU MHbOPMaLMKM MPU ee NOAFOTOBKE K Nepeaade 1 HenocpeacTBeHHON ee nepeaade Mo KaHanaam ceasu B cootsetcteunn ¢ 3UC.3;

perncTpaumns cobbITUIA, CBA3AHHbIX C OTNPABKOM MHPOPMaL MK ApyroMy Nonb3osaTesnto B cootseTcTemm ¢ PCB.2.

TpeboBaHuA K ycunenumto 3UC.12:
1) B MHPOpPMaALMOHHOM cUCTEME A0NKHA 0becneymnBaTbCa reHepaumsa CBMAETENbCTBA OTNPABAEHMA MHGOPMaLMKM (Hanpumep, 3IEKTPOHHOM noanucu);

2) B MHOOPMALMOHHOW cUCTEME A0/KHA obecneunBaTbcs CBA3b aTPMBYTOB OTNpPaBUTENs MHbOPMaLMK B cooTBeTcTBUM ¢ yyeTom UAD.1 n UAD.6 ¢ nonamu
oTnpasisemon MHpopmaLmm (TeKCTom cooblieHun);

3) B MHOOPMALMOHHOW cUcTeMe LO/KHA bbiTb 0becrneyeHa BO3MOMKHOCTb BepudmKaumm (MpoBepKn) CBUAETENLCTBA OTNPABAEHUA UHPOPMaLUW;

4) B VIHd)OpMHLI,MOHHOﬁ cncreme OO01KHa 6bITb 0becneyeHa BO3MOXKHOCTb 3amnuncu u 3alUMULEeHHOro XpaHeHnA B Te4eHne yCTaHOB/IEHHOIO onepaTtopom
BpemMeHun MHd)OpMaLI,VIVI, OTI'IpaBI'IEHHOI\/‘I nosib3oBaTeemM APYyromy noJsib3oBaTesito.

CopaepkaHue 6asoon mepbl 3UC.12:



Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm

4 3 2 1

3nC.12 + +

Ycunenune 3UC.12

31C.13 NCKNKOYEHUE BO3MOXHOCTU OTPULAHNA MOJIb3OBATEIEM ®AKTA MOJIYHEHUNA UHOOPMALMK OT APYTOro NnoJib30BATE/IA

TpeboBaHua K peanusauymm 3MC.13: OnepaTopom AOJIKHO 0bBecrneymBaTbCs WCK/OYEHME BO3MOMKHOCTU OTPULAHMA MOJsib3oBaTesiem ¢akTa MoaydYeHus
MHOpPMaLMM OT APYroro NoAb3oBaTeN .

ONAa NckntovyeHmna BO3MOXKHOCTU OTPULLAHMNA NOJIb30BaTeleM (I)aKTa nonyyeHuAa MHd)OpMaLI,MVI AONTKHbI OCYLLECTBNATbLCA:

onpeaeneHne 06bEKTOB MAN TUNOB MHPOPMaLMK, AR KOTOPbIX TpebyeTca obecneyeHne HEOTKAa3yeMOCTM NoayYeHUs (COOBLLEHNA 3NEKTPOHHOM NOYTbI);

obecneyeHune LENOCTHOCTU NOYYEeHHON MHbOpMaLmn B cooTeeTcTBmm ¢ 3UC.3;
perncTpaumns cobbITUi, CBA3AHHbIX C NoJyYeHnem nHpopmaLmm oT 4pYyroro Nosib3oBaTtena B cootseTctemm ¢ PCB.2.

TpeboBaHuA K ycunenumto 3UC.13:

1) B MHPOPMALMOHHOM cUCTeMe A0KHaA 06ecneunBaTbhCca reHepauma CBUAETENbCTBA NoaydyeHua nHGopmMauun (3anpoc NoATBEPKAEHMA NONYYEHUA UM
3/1eKTPOHHAsA NOAMNUCH);

2) B MHPOPMALMOHHOW cucTeMe AO0/KHA bbiTb obecnedyeHa cBA3b aTpubyToB noayyaTtena nHdopmaumm B cootsetctBun ¢ MAD.1 n UAD.6 ¢ nonamu
oTnpasisemon MHpopmaumm (TeKcTom cooblieHma);

3) B MHOOPMALMOHHOW cUcTeMe L0/KHA bbiTb 0becneyeHa BO3MOXKHOCTb BepudmKaumm (MpoBepKu) CBMAETENLCTBA NOyYeHUA MHOPMALLMK;

4) B VIHd)OpMHLI,MOHHOﬁ cncreme OO01KHa 6bITb 0becneyeHa BO3MOXKHOCTb 3amnuncu u 3alUMULeHHOro XpaHeHnA B Te4eHne yCTaHOB/IEHHOIO onepaTtopom
BpemMeHun MHd)OpMaLI,VIVI, I'IOJ'Iy‘-IEHHOﬁ nonb3oBaTtesiem OT APYroro no/sb3oBaTenA.

CopaepkaHue 6asoon mepbl 3UC.13:



Mepa 3awmTol

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

nHbopmaumm

3 2

31C.13

+

Ycunenune 3UC.13

31C.14 CNOJIb3OBAHWE YCTPOWCTB TEPMWUHANBHOIO AOCTYNA AN1A OBPABOTKM MHOOPMALMM

TpeboBaHua K peanusaumm 3MNC.14: Onepatopom ana ob6pabotkn nHPopmauum B MHPOPMALMOHHON CUCTEME AO0/IKHbI MPUMEHATLCA YCTPOMCTBA
TEePMMUHAJIbHOIO A0CTyna, 061agatowme MUHUMAIbHbIMU GYHKLMOHAIbHBbIMM BO3MOXHOCTAMU Mo 06paboTke 1 XxpaHeHUto nHpopmauum.

MpUMeHEeHNe YCTPOWCTB TEPMMHANBHOIO AO0CTYyMa AOMKHO ObiTb HanNpaBAEHO Ha COCPEAOTOYEHME OCHOBHbLIX QYHKUMIA MO 06paboTKe M XpaHeHuto
MHPOpMaLMKN Ha cepBepax (B LeHTpax 06paboTKM AaHHbIX), yMEHbLEHNE COCTaBa MepP 3alMTbl MHPOPMALMKM, PeannsyemMblX Ha Kaxkaon paboueit cTaHLuMK, U

nepeHocC nx peannsaumnn Ha cepsepbobl.

K TakKMM ycTpoiCcTBaM OTHOCATCA, B TOM uYmncie, 6esguckosble paboune CTaHUMKM, NPU UCNONL30BAHUMN KOTOPbIX MHPOPMaLMA TEKYLLEN CECCUM XPaAHUTCA B
OnepaTUBHOM NaMATU UAW Ha 3aLMLLEHHOM CbeMHOM MaLMHHOM HocuTene MHGOPMaL MK, YCTPOCTBA, NOALEPHKUBAIOLME TEXHONOMMIO BUPTYabHOro paboyero

CTONA, M MHble YCTPOICTBa.

TpeboBaHuA K ycunenumio 3UC.14:

He YCTaHOB/IEHbI.

CopeprkaHue 6asosoi mepbl 3UC.14:

Mepa 3awmTbl

Knacc 3almiweHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

nHbopmaumm

3 2

31C.14

Ycunenune 3UC.14




31C.15 3ALLMTA APXMBHbIX ®ANIOB, NAPAMETPOB HACTPOMKWM CPEACTB 3ALMUTHI MHOOPMALMU U MPOTPAMMHOIO OBECMEYEHUA W UHbIX
OAHHbIX, HE NOANEXAWWMX USMEHEHUIO B NPOLIECCE OBPABOTKM MHOOPMAL NN

TpeboBaHuA K peanusaumm 3UC.15: B MHPOPMaLMOHHOM cucTeme O0/KHA 06ecrneunmBaTbCa 3almMTa apXuBHbIX $aliioB, NapameTpoB HACTPOMKK CpeacTs
3aLLMTbl MHGOPMALLMM M NPOrPaMMHOro obecrnedyeHmns, UHbIX AaHHbIX, He NoANeXKalLMX U3SMEHEHMIO B NpoLecce 06paboTkM MHOopPMaLMK.

3awuTa APXUNBHDbIX d)aﬁnos, napameTpos HaCTpOVIKM cpeacts 3aWnTbl MHd)OpMaLI,VIM U nporpamMmmHoro obecneyeHns N UHbIX AaHHbIX, HEe nognexauwunx
U3IMEHEHUIO B npouecce 06pa60TKM VIH(I)OpMaLI,VIVI, obecneunBaetcs NMPUHATUEM Mep 3alnTbl VIH(I)OpMaLI,VIVI, onpeageneHHbIX onepatopom B COOTBETCTBUU C
HacCToAWMM MmeToaNnYeCKUM JOKYMEHTOM, HanpaB/1IEHHbIX Ha obecneyeHune ux KOH¢VIA€HLI,VIaI1bHOCTVI N LeNoCTHOCTU.

3awWmTa AaHHbIX, He NoA/ieXallnx MU3MeHeHU o B npoLlecce 06paboTkn nHpopmaumnm, obecneynsaeTca B OTHOWEHUM MHPOPMALMK, XPAHALLENCA Ha MKECTKUX
MarHUTHbIX ANCKaX, AUCKOBbIX HaKONMUTENAX N UHbIX HAKONMUTENAX B VIH¢)0pM3LI,VIOHHOﬁ cnucteme.

TpeboBaHua K ycunenumto 3UC.15:

1) onepatopom ans obecrneyeHUs KOHOUAEHLMANBHOCTU U LeNIOCTHOCTU apXMBHbIX ¢$aiiaoB, NapaMeTpoB HACTPOWMKWU CPeACTB 3almTbl MHGOPMALUKN U
NporpaMmmHoro obecneyeHus U WMHbIX AAHHbIX, HE MNOANENKALMX U3MEHEHUIO B npouecce 06paboTKM MHPOpMaLMM, B COOTBETCTBMM C 3aKOHOAATENbCTBOM
Poccuiickoit Peaepaummn NpuMeHatoTca Kpuntorpapudeckme (umndposanbHblie) cpeacTBa 3aWwmThl MHGOPMaLMK (AaHHBIX);

2) MCnonb3oBaHME Henepe3anncbiBaeMbIX HOCUTENEeN UNN HOCUTeNEN C 3aUJ,MUJ,EHHOI‘;1 0bn1acTbio NamaTu AnAa pasmeweHna (XpaHeHMﬂ) napameTpos HaCTpOﬁKM
cpeacTs 3alnThbI MHd)OpMaLI,MM M nporpammHoro obecneyeHns U UHbIX AaHHbIX, HE NoANneXaWwnx NsSMeHeHUIo B npoLecce O6pa6OTKVI VIHd)OpMaLI,MM.

CopeprkaHue 6asosoi mepbl 3UC.15:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOpPMaLLMOHHOM cUCTEMBI
nHpopmaymm
4 3 2 1
31C.15 + +

Ycunenune 3UC.15




31C.16 BbIAB/EHME, AHANMU3 WU BOKMPOBAHUE B MHOOPMALMOHHOW CUCTEME CKPbITbIX KAHAJIOB MEPEOAYM MHOOPMALIMK B OBXOA
PEANTM30BAHHbIX MEP 3ALLNTBI UHOOPMALUU NN BHYTPU PA3PELLEHHbBIX CETEBbBIX MPOTOKOJ/10B

TpeboBaHusA K peannsaumm 3UC.16: OnepaTopom AOKHbI BbINOJHATLCA MEPONPUATUA MO BbIABAEHUIO M aHANN3Y CKPbITbIX KAHANOB Nepesayn UHPopmauun
ANA onpeaeneHuns napameTpoB nepesaym MHGOPMaLLMK, KOTOPbIE MOTYT MCMO/1b30BATLCA AJ/1A CKPbITOrO XpaHeHUAa MHGOPMaLLMK U CKPbITOM Nepegayun nHdopmaumm
3a npeaenbl NHGOPMALMOHHOMN CUCTEMBI.

Bbiasnenue, aHanms u 6I'IOKMpOBaHVIe CKpPbITbIX KaHa/10B nepeaayun MHd)OpMaLI,MM BbIMNO/IHAETCA C YHYETOM HAUNOHA/IbHbIX CTAHAAPTOB!

FOCT P 53113-2008 UHpopmaLMOHHas TexHonorms. 3awmta MHGOPMALMOHHbIX TEXHOJIOTUI M aBTOMATU3UPOBAHHbIX CUCTEM OT Yrpo3 MHPOPMaLIMOHHOM
6e30nacHOCTH, peasnnsyemblx C UCNOb30BAHMEM CKPbITbIX KaHanoB. Yactb 1. Obwme nonoxKeHus;

FOCT P 53113.2-2009 UHdpopmaLMOHHAA TeXHO/I0rMsA. 3almTa MHGOPMALIMOHHBIX TEXHOJIOTUI U aBTOMATU3NPOBAHHbIX CUCTEM OT YrPo3 MHPOPMALIMOHHOMN
6e3onacHOCTK, peannsyembiX C MCMO/Ib30BAHMEM CKPbITbIX KaHaioB. YacTb 2. PeKOMeHZauuu Mo OpraHM3auuu 3awmTbl MHbOPMALMKM, UHOOPMALMOHHBIX
TEXHONOMI N aBTOMATU3NPOBAHHbIX CUCTEM OT aTaK C UCMOJIb30BAHNEM CKPbITbIX KaHa/0B.

BbiaBiieHMe U aHaIN3 CKPbITbIX KAHA/I0B Nepeaayun MHd)OpMaLl,MM OCYLWEeCTBNIAETCA Ha 3Tanax pa3pa60TKM n peaansaummn CUCTemMbl 3alLlAThI MHd)OpMaLJ,MM.

TpeboBaHuA K ycunenumio 3UC.16:

He ycTtaHoBAEHbI.

CopeprkaHue 6asosoi mepsbl 3UC.16:

Mepa 3aLWmThbl Knacc 3awmiweHHoCTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmaymm
4 3 2 1
31C.16

Ycunenune 3UC.16

31C.17 PA3BUEHNE NHOOPMALMOHHOW CUCTEMbI HA CETMEHTbI (CETMEHTUPOBAHUE MH®OPMALIMOHHOM CUCTEMbI) M OBECMEYEHMUE 3ALLMUTDI
NEPUMETPOB CETMEHTOB MH®OPMALMOHHOW CUCTEMDbI


consultantplus://offline/ref=34BC7A589B7FA07984B54C48B9CFFB6FB6AF2173A85F5B4B89283A578FC23FE5B5DF2F89B33E1BDD0DA4C0u56EH

TpeboBaHua K peanusaumm 3UC.17: OnepaTopomM AOJ/IKHO OCYLLECTBAATLCA pasbueHne MHPOPMaLMOHHON CUCTEMbI HAa CErMeHTbl (CermeHTUpOoBaHUe
MHOOPMaLMOHHOM CUCTEMbI) M 0becneymBaTbCs 3aWMTa NEPUMETPOB CErMEHTOB MHPOPMALIMOHHOMN CUCTEMDI.

CermeHTMpoBaHMe MHGOPMALLMOHHOW CUCTEMbI MPOBOAMTCA C LLe/Ibi0 MNOCTPOEHWUA MHOFOYPOBHEBOW (3LWENOHMPOBAHHOM) CUCTEMbI 3aLLMTbl MHGOPMALLUK
nyTeM MNOCTPOEHMSA CErMEHTOB Ha Pas/MUHbIX GU3MYECKMX AOMEHax Wau cpegax. MpUHUMNbI CerMeHTUPOBAHNA MHPOPMALMOHHOM CUCTEMbI ONpeaenstoTcs
onepaTopoM C y4eTOM GYHKLMOHANbHBIX M TEXHONOTMYECKUX 0cobeHHOoCTel npouecca 06paboTkM MHPOPMaLUKM M aHaNM3a yrpo3 6e3o0nacHOCTM MHpopMaLUnN U
[OO/IKHbI 3aKN0YATbCA B CHUMKEHWUM BEPOATHOCTU peannsaumm yrpos u (MUam) ux NoKaansaumm B paMKax ogHoOro cermeHTa.

CermeHTUpoBaHME UHGOPMALLMOHHOM CUCTEMBI TaKXKe MOXKET MPOBOAUTLCA C Le/blo pasaeneHna MHPOPMALMOHHON CUCTEMbI Ha CErMeHTbI, MMeroLLne
Pa3/IMYHbIE KNACChl 3aLLMLLEHHOCTU MHPOPMALMOHHON CUCTEMDI.

Mpu cermeHTUPoBaHNN MHPOPMALIMOHHOW CUCTEMbI A0/1KHa BbiTh 0becneyeHa 3almuTa NePUMETPOB CErMEHTOB MHPOPMALMOHHOM CUCTEMbI B COOTBETCTBUM
cYNA.3 1 31C.23.

TpeboBaHuA K ycunenumio 3UC.17:
1) onepaTopom OCyLLLECTBAAETCA BblAeNeHNE CErMEeHTOB MHPOPMALMOHHOM CUCTEMbI A1A pasmelleHna obeaoctynHow (ny6amyHoi) nidopmaumm:
a) nyTem BblaeneHusa oTaeNbHbIX GU3MUECKUX CETEBbIX MHTEPHENCOB KOMMYHMKALMOHHOIO 060pyA0BaHMA U (MAK) CPeaCcTB 3aWMUTbl NEPUMETPA;

6) nytem ¢p13nYECKomn U30NALUU CETMEHTOB MHGOPMALMOHHOM CUCTEMBI A5 Pa3meLLeHns obwenocTynHon (Ny6amMyHomn) nHdopmaumm.

CopeprkaHue 6asosoi mepbl 3UC.17:

Mepa 3awwmTbl Knacc 3awmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm
4 3 2 1
3ncC.17 + +

Ycunenune 3UC.17

31C.18 OBECMEYEHME 3ATPY3KM U UCMONHEHWA NPOrPAMMHOIO OBECNEYEHWA C MALLUMHHBIX HOCUTENEN MHOOPMALMK, LOCTYNHbLIX TONBKO
ON1A YTEHUA, N KOHTPOJ1b LENOCTHOCTU JAHHOIO MPOTPAMMHOIO OBECMEYEHNA



TpeboBaHua K peanmsaummn 31C.18: B nHdopmaunoHHOM cucTeme A0IKHO 0becneymBaTbCs:

BblgeneHne B COCTaBe OrlepaLI,MOHHOﬁ CUCTEMbBI U NMPUKNAQHOIo NpPorpamMmmHoOro obecneyeHusn HaCTeﬁ, HeMO,ﬂ,Mq)VILI,MpyeMbIX B npouecce 3arpyskum u
BbIMNOJ/IHEHUA, N pa3melleHNnE UX Ha MalIMHHbIX HOCUTENAX MHd)OpMaLI,MM, AOCTYNHbLIX TO/IbKO ANA YTEHUA;

3arpy3ska W BbIMOJIHEHME Ha CPeACTBaX BbIYUC/IUTENbHOM TEXHWKM, OonpeaensaemblXx OnepaTopomM, OMnepauyMoOHHON CUCTEMbI C MALUMHHbIX HOCUTeneMn
MHPOpPMaLMU, AOCTYMHbIX TO/IbKO A8 YTEeHUS;

3arpysKa 1 BbIMOJIHEHWE Ha CPEeACTBaX BbIMUCAUTENIbHOW TEXHUKU MPUKIALAHOIO NPOrpaMmHOro obecnedyeHuns, onpeaensieMoro onepaTopom, C MallUHHbIX
HocuTenen nHbopMaLmm, AOCTYMHbIX TObKO A/1A YTEHUA.

B KauecTBe MalUMHHbIX HOCUTENEN MHd)OpMaLI,MM, AOCTYNHbIX TO/IbKO ONA YTEHUA, PACCMATPUBAKOTCA, B TOM YUCNe, onTU4eCKne HOCUTeEn CD-R/DVD-R nnn
MHblE annapaTHbleé MallMHHbIE HOCUTENTU MHd)OpMaLI,MM, BO3MOXHOCTb nNepe3anncn Ha KOTopble NCK0YEHa TEXHO/TOTNYECKN.

TpeboBaHuA K ycunenumio 3UC.18:

1) B cermeHTax (KOMNOHEHTax) MHGOPMALMOHHOW CUCTEMbI, OMNpPeaeNfeMbIX ONepaTopomM, MPUMEHAIOTCA HenepesanucbiBaemble (3alMLLEHHbIE OT 3anuncu)
MaLUNHHbIE HOCUTENN MHPOPMaLMK, yCTOMUYMBBIE K c6OAM B NporpamMmHom obecrnedeHnr MHPOPMaALMOHHOM CUCTEMbI U OTKNHOYEHUIO MUTAHUSA;

2) onepaTopoM AOOJ/IKEH OCYLLECTBAATLCA KOHTPO/Ib LEe/IOCTHOCTM MPOrpPaMMHOro obecneyeHus, 3anmcaHHOTO Ha MalUMHHbIe HOcUTenn WHdopmaumy,
LOCTYMNHble TONbKO ANA YTeHuA, B cooTeeTcTBmm ¢ OLJI. 1.

CopeprkaHue 6asosoi mepbl 3UC.18:

Mepa 3almTbl Knacc 3almieHHOCTY MHPOPMALMOHHOM CUCTEMDbI
nHbopmaumm
4 3 2 1
31C.18

Ycunenune 3UC.18

31C.19 N301ALMA NPOLLECCOB (BbINONHEHWE NPOrPAMM) B BbIAEIEHHOW OB/IACTU MAMATU



TpeboBaHuA K peannsaumm 3UC.19: B UHGOPMALIMOHHONM CUCTEME [I0/IKHA OCYLLLECTBAATLCA U30AALMA NPOLLECCOB (BbINOAHEHNE NPOrPamMmm) B BblAeNeHHOM
obnactn namaTu.

M3onauma npoueccos (Bbll’lOﬂHeHVIe nporpaMM) B BbI,EI,EJ'IEHHOﬁ obnactM namaTtu AONTXKHa obecneunBaTb HeAOCTYNHOCTb obnacten namAaTn, NCNoNb3yembixX

npoueccamu (NporpaMmmamm) BbIMOJAHAEMbIMU OT UMEHM OAHOTO NO/Ab30BaTeNs (Yy4eTHOM 3anucK), Ans NpoLeccos (MPorpamm), UCNOHAEMbIX OT UMEHU A4PYroro
nonb3oBaTens (y4eTHown 3anunchu).

M3onsauma npoueccos (BbiNosHeHWE MPOrpamMm) B BblAeseHHON 061acTu NamATU peannsyeTca B CPeAcTBax BbIYUCAUTENbHON TEXHUKU, onpedeneHHbIX
OnepaTopoM, M Kak MUHMMYM A0/1XHa BK/IOYaTb U30/ALMIO NMPOLLECCOB, CBA3AHHbIX C BbINOAHEHNEM GYHKUMIM 6e30MNacHOCTM CPpeacTs 3aLmTbl MHGopMaLmn.,

TpeboBaHua K ycuneHuio 3UC.19:

He ycTtaHOBAEHDI.

CopeprkaHue 6asosoi mepbl 3UC.19:

Mepa 3awmTbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM cUCTEMBI
nHdopmauum
4 3 2 1
31C.19

Ycunenune 3UC.19




31C.20 3ALUUTA BECMPOBOZHbIX COEAMHEHWIM, MPUMEHAEMbIX B MHPOPMALIMOHHOM
CUCTEME

TpeboBaHua K peanusaumm 3UC.20: OnepaTtopom JonXKHa ObiTb obecneyeHa 3awmTa
6ecnpoBOAHbIX COEAMHEHWUIN, NMPUMEHAEMbIX B MHPOPMALMOHHOW cucTeme. 3awmta 6ecnpoBoAHbIX
COeAMHEHUI BKNOYAET:

orpaHMyeHMe Ha MCnonb3oBaHWE B MHPOPMALMOHHON cucTeme 6ecnpoBOAHbIX CoeaAnHEHUN (B
yacTHoctu 802.11xWi-Fi, 802.15.1 Bluetooth, 802.22WRAN, IrDA 1 1HbIX 6ecnpoBOAHbIX COeANHEHNIH) B
COOTBETCTBUM C 3agadyamu (PyHKUMAMM) MHPOPMALMOHHOW CUCTEMDI, ANA PELUEHUSA KOTOPbIX TaKue
coeIMHEeHMA HeobxoauMmbl;

npegocTaB/ieHre AOCTyna K napameTpam (M3MEHEHUIO MAapameTpPoB) HACTPOMKKU HecnpoBOAHbIX
coegMHEHUM TONIbKO aAMUHUCTPATOPaM MHPOPMALMOHHON CUCTEMDI;

obecneyeHne BO3MOXKHOCTM  peanusaumm  6ecnpoBOAHbIX COEOMHEHMI TOMbKO  4Yepes
KOHTpOIMpyemMble MHTepdEChI (B TOM uMcie, NyTeM NPUMEHEHUA CPEACTB 3aLMTbl MHGOPMaLMK);

perucTpaums U aHanus cobbITUi, CBA3AHHbLIX C UCNOb30BaHNMEM 6eCNPOBOAHbIX COEANHEHUN, B
TOM 4ucCie ANA BbiABAEHUA MOMbITOK HECAaHKUMOHMPOBAHHOIO MNOAK/MOYEHUSA K WMHPOPMALMOHHOM
cucteme yepes 6ecnpoBogHble COEAMHEHMA.

Mpn obecneyeHnn 3awuTbl 6€CNPOBOAHBLIX COEAMHEHWUI B 3aBUCMMOCTU OT UX TUMOB LOXKHbI
peanin3oBbIBaTbLCA Mepbl Mo MaeHTUOMKAUMM U ayTeHTUPUKaumm B cooTtBeTcTBuM ¢ NAD.1, UAD.2 un
NAD.6.

MpyY HEBO3MOMKHOCTM UCKAIOYEHUA YCTaHOBNEHUA HecnpoBOAHbIX COeAMHEHUI M3-3a Npenenos
KOHTPO/IMPYEMOM 30Hbl  AO0/KHbI  MPUHUMATBCA Mepbl  3alMLEHHONO YAaNeHHOro AocTyna B
cooteeTcTtBmm ¢ YMNA.13 n 3UC.3.

MpaBuna wn npoueaypbl NPUMeHeHUA 6ecnpoBOAHbIX COeAUHEHMI pPErnameHTUpyroTCa B
OpraHM3aLMOHHO-PACNOPAAUTENbHbIX AOKYMEHTAX onepaTopa Mo 3awmte nHGopmaumu.

TpeboBaHua K ycunenuto 3UC.20:

1) onepatopom Ans 3awmTbl 6€CNPOBOAHBIX COEAMHEHUI B COOTBETCTBUM C 3aKOHOAATE/IbCTBOM
Poccuiickol ®enepaumm A0MKHbI MPUMEHATLCA CPeACTBa KpunTorpaduyeckoi 3alwmTbl UHGopMaunu;

2) B MHOOPMALMOHHOW CUCTEME AONXKHbI MPUMEHATLCA MNPOrpamMmHO-TEXHUYECKME CpeacTBa
obHapyXeHusi, aHanmsa U 6/I0KMPOBAHMA HECAHKLMOHMPOBAHHOMO MCMNOAb30BaHUA 6ecnpoBOAHbIX
TEXHOJIOTUI U NOAK/OYEHUN K MHOOPMALIMOHHOMN CUCTEME;

3) onepaTopom A0/KHO obecneymBaTbCca HAOKMPOBAHNE HECAHKLMOHUPOBAHHbIX 6ECNPOBOAHbIX
NOAKNOYEHUN K MHGOPMALLMOHHON CUCTEME;

4) onepatopom O0J1IXKHa 6bITb  MCK/AOYEHA BO3MOMKHOCTb YCTaHOB/NEHUA 6€CI'IpOBO,CI,HbIX
COE,CI,MHGHMI‘;I n3-3a npeaenos KOHTpOﬂMpyeMOVI 30HbI.

CopeprkaHue 6asosoit mepsbl 3UC.20:



Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm

4 3 2 1

31C.20 + + +

Ycunenune 3UC.20

31C.21 UCKKOYEHME AOCTYNA MONb3OBATENA K UHOOPMALMM, BOSHUKLLEN B PE3Y/IbTATE AEMCTBUIM MPEALIAYLLErO NOJIb3OBATENA YEPE3
PEECTPbI, ONEPATUBHYIO NAMATb, BHELIHWE 3ANOMMUHAIOLME YCTPOMCTBA U MHbIE OBLUME A7 NONb30OBATENEN PECYPCbl MHOOPMALMOHHOWN
CUCTEMBbI

TpeboBaHua K peanusaumm 3UC.21: B MHGOPMALMOHHOM CUCTEME AOJIKEH ObITb UCK/IIOYEH A0CTYN NoMb30BaTeNa K MUHGOPMaLMKM, BO3HUKLLEN B pe3ynbTaTte
OeNCcTBUIA NpeablayLLero nosib3oBaTena Yepes peecTpbl, onepaTUBHYIO NaMATb, BHELLHWE 3aMOMMHaOLIME YCTPOMCTBA, pecypcbl GpainoBol cUCTEMbI U UHbIe 0buime
ONA Nonb3oBaTenen pecypcbl MHGOPMALMOHHOM CUCTEMDI.

McknoueHne 4octyna K MHpopmaLumn yepes obme 414 nonb3osaTesnielt pecypcbl 40MKHO obecneunBaTb 3anpeT 4OCTyNa TEKYLLEMY N0/1b30BaTeNO (Y4eTHOM
3anmncK) MaM TeKylemy NPoLLeccy K CUCTEMHbIM pecypcam (peecTpam, OonepaTUBHOM MamMATWU, BHELIHMM 3aNOMMHAIOWMM YCTPOWCTBAM) MPU MX MOBTOPHOM
NCMNO/Ib30BaHNN, B KOTOPbIX XPaHUTCA MHbOPMaLMA gpyroro (NpeaplayLiero) noab3osartens.

TpeboBaHuA K ycunenumio 3UC.21:

1) B MHGOPMALMOHHOW CUCTEME A0/IKHA ObITb UCKNHOYEHA BO3MOMKHOCTb MCMO/Ib30BAHMSA B KauyecTse 06LMX A5 N0b30BaTe el pecypcoB MHGOPMALMOHHOWM
CUCTEMBI, KOTOpble WMCMO/b3YIOTCA Kak MHTepdeic (namsaTb, ogHOHanpaB/eHHble MHTepdencbl (yCTpoWCTBA) M ceTeBble KapTbl) B3aumogencrema (cBssu) c
cUCTEMaMU, UMEIOLLMMMN APYTUe KNacChl 3alLMLLEHHOCTY.

CopeprkaHue 6asosoi mepbl 3UC.21:

Mepa 3almTbl Knacc 3almieHHOCTY MHPOPMALMOHHOM CUCTEMDbI
nHbopmauum

4 3 2 1

3nC.21 +




Ycunenune 3UC.21




31C.22 3ALNTA MHOOPMALIMOHHOM CUCTEMbI OT YIPO3 BE3OMACHOCTU UHOOPMALIUN,
HAMPABJ/IEHHbIX HA OTKA3 B OGCNYXWUBAHWUW 3TON MHOOPMALIMOHHOM CUCTEMbI

TpeboBaHuA K peanmsauum 3UC.22: B nHPpopmauMOHHON cucTeMe A0/ KHa 0becneynBaTbCsa 3awmTa
OT yrpo3 6e30nNacHOCTM MHPOPMALLUK, HAMPABAEHHbIX HA OTKa3 B 06CNYKMBAHMM 3TO CUCTEMBI.

Onepatopom posikeH ObITb onpeaeneH nepeyeHb yrpo3 (tunoB yrpos) 6esonacHocTu
MHGOPMAUMM, HaNPABIEHHbIX Ha OTKa3 B 0BC/YKMBAHUM.

3awmTta OT yrpo3 6e3onacHOCcTM WHPOPMaUMKM, HaAMNPaBAEHHbIX HAa OTKa3s B 0OC/AYKMBaHUW,
OCYyLLecCTBNAETCA NOCPeAcTBOM  peanus3aumMm B UHOOPMALMOHHOM  cUcTeMe  Mep  3aluTbl
MHPOPMaALUMOHHOM cuctembl B cootBeTcTBMM € 3MC.23 UM  MNOBbIWEHHBIMU  XapaKTePUCTUKAMM
NPOU3BOAUTENBHOCTU TENEKOMMYHUKAUMOHHOIO 0b0opyAoBaHMA M KaHAfloB Mnepefayn COBMECTHO C
pesepBupoBaHNEM MHPOPMALMU U TEXHUYECKUX CPEeACTB, MPOrpaMmMHOro obecnedyeHus, KaHa/ioB
nepegayn nHpopmaummn B cootsetctemm ¢ OAT.2, OAT.4 n OAT.5.

TpeboBaHua K ycuneHuto 3UC.22:

1) B MH(I)OpMaLLMOHHOVI cucteme obecneunBaeTcs orpaHunyeHune BO3MOHOCTElM No/sib30BaTeien No
peannsaunn yrpos 6esonacHoCTH VIH(I)OpMaLI,VIVI, HanpaB/IEHHbIX Ha OTKa3 B OﬁCI’Iy)KVIBaHMM, B OTHOWEHUN
OTAENbHbLIX CETMEHTOB VIH(I)OpMaLI,VIOHHOﬁ CNCTembl U Apyrnx VIH(I)OpMaLI,VIOHHbIX CUCTEM;

2) B WHPOpMAUMOHHOW cucTeme obecrneymMBaeTca  ynpaB/ieHWE  XapaKTepuCTUKamu
NPOM3BOAUTENILHOCTU TEIEKOMMYHWKALMOHHOTO 060pyA0BaHMA M KaHaloB nepegaym MHboOpmaumm B
3aBUCUMMOCTM OT MHTEHCUMBHOCTM peasiM3aumm yrpo3 6e30macHOCTM MHPOPMaLMKU, HAMpPaBAEHHbIX Ha
OTKa3 B 06CNYXKNBaAHMUU;

3) onepaTopom B YCTAaHOB/JEHHOM MopagKe obecneynmBaeTcAa UCMO/b30BAHUE YCNYT CTOPOHHWUX
opraHusaumin (nposaigepoB) no "oumctke" Bxoasauwiero Tpaduka (gna cbpoca NOTOKa NAKETOB,
MCNONIb3yeMbIX HapyliMTenem A8 peannsauuu yrpos 6e30nacHOCTM, HanpaB/ieHHbIX Ha OTKas B
06cnyKMBaHUM 3TOM MHOOPMALIMOHHOM CUCTEMBI);

4) onepatopom obecneynBaeTca NPMMEHEHWUE CPEACTB 3aLLMTbl MHPOPMaLUUK, NPeaHa3HAYEHHbIX
ANA HeWTpanmsauumn yrpos 6e3onacHoOCTH, HanpaBAEHHbIX Ha OTKa3 B 06CNYKMBaHWK;

5) B WHOOPMALMOHHON cUCTEME Mepbl 3aWmTbl OT Yyrpo3 6e3onacHocTM MHbOPMaLMMK,
HamnpaB/IEHHbIX Ha OTKa3 B O0OCAYXMBaHUW, [O/KHbI 06EecneynMTb BO3MOMHOCTb 3alMTbl  OT
COOTBETCTBYIOWMX aTaK Ha MHOOPMALIMOHHYIO cucTemy 6e3 Bo3geincTBua Ha TpaduK cetu (nopceTu), B
KOTOPOW PYHKUMOHMPYET MHPOPMALMOHHAN CUCTEMA;

6) onepaTopom obecneunmBaeTca BO3MOMKHOCTb B3aMMOAEWCTBMA MO BOMPOCAM  3alLUTbI
MHPOPMaLMKN OT yrpo3, HanpaBAEHHbIX HAa OTKAa3 B OBCAYXKMBAHMM, CO CMELMANbHbIMW CUCTEMAMM
YNOAHOMOYEHHbIX OPraHOB C y4eToM TpeboBaHMI MO 3aWmUTe MHGOPMaLMN.

CopeprkaHue 6a3oBoit mepbl 3UC.22:



Mepa 3awmTbl tHGopMaLmUK

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI

3 2

3U1C.22

+

Ycunenue 3UC.22




31C.23  3AWLUUTA  NEPUMETPA  (PUSUYECKMX WU (UNOKU)  NOTUHECKUX  TPAHMUL)
NHOPOPMALMOHHOM CUCTEMbI MPW EE B3AMMOZEMUCTBUN C UHBIMW UHOOPMALMOHHLIMU
CMCTEMAMU N UHOOPMALMOHHO-TEIEKOMMYHUKAUMOHHbIMW CETAMU

TpeboBaHuA K peanmsauymm 3UC.23: B MHPOpPMaLMOHHOMN cCUCTEME A0KHA OCYLLECTBAATLCA 3aLUnUTa
nepumetpa (Pu3myeckmx U (MAM) NOrMYECKMX TpaHuL) WHPOPMALMOHHOW CUCTEMbI Npu  ee
B3aMMOAEeNCTBUM o WHBIMM MHGOPMALNOHHBIMU cucTemamm " MHbOPMaUNOHHO-
Te/IEKOMMYHWKALUNOHHbIMM CETAMM, NpeaycmaTpuBatoLwan:

yrnpasaeHue (KOHTPO/b) BXOAAWMMM B WHOOPMALMOHHYIO CUCTEMY U UCXOOAWMMU U3
MHPOPMALMOHHOM cUcTeMbl MHGOPMALMOHHbBIMM NOTOKaMM Ha PU3NYECKON U (MIN) NOTUYECKOM IpaHmLEe
MHPOPMALMOHHOMN cUCTEMbI (CErMEHTOB MHPOPMALIMOHHOM CUCTEMDI);

obecnevyeHne B3aMMoAenCTBUA UHPOPMALMOHHON CUCTEMbI U (MU) ee CerMeHTOB C UHbIMM
MHPOPMALMOHHBIMN CUCTEMaMU U CETAMM TO/IbKO Yepes ceTeBble MHTepdeiichbl, KoTopble obecneunsatoT
ynpasneHne (KOHTpPoab) MHOOPMALMOHHLIMM MOTOKAaMW C WCNO/Nb30BaHMEM CPeACTB  3aluThl
UHbopMauumn (ynpasnsaemblie (KOHTPOAMpPyemble) ceTeBble WHTepdelchbl), YCTaHOBAEHHbIX Ha
du3Myeckom 1 (MAnN) NorMyeckom nepmumeTpe MHPOPMaLIMOHHOM CUCTEMbI UK ee OTAENbHbIX CerMEeHTOB
(MaplLpyTU3aTOpPOB, MeXKCeTeBbIX 3KPaHOB, KOMMYTaTOPOB, NPOKCU-CEPBEPOB, W030B 6e30MacHOCTH,
CpeAcTB NOCTPOEHUA BUPTYabHbIX YaCTHbIX CETEN U UHbIX CPeACTB 3alnTbl MHGOpMaLmm).

MpaBuna v npoueaypbl 3aWmUTbl nepumeTpa MHPOPMaLMOHHOM CUCTEMbI PEriaMeHTUPYIOTCA B
OpraHM3aLMOHHO-PACNOPAANTE/NbHBIX JOKYMEHTaxX ornepaTopa no 3awurte nHpopmauuu.

TpebosaHua K ycuneHuto 31C.23:

1) B MHGOPMaALMOHHOM CUCTEME A0KHA BbITb 06ecneyeHa BO3MOXKHOCTb pasmeLLeHUa Ny6nYHbIX
06LLeoCTYNMHbIX pecypcoB (B 4YacTHOCTM obwenocTynHbii Beb-cepBep), B3aMMOAEMNCTBYIOWMX C
MHPOPMALMOHHOM CUCTEMOI Yepes OTAe/IbHble GU3NYECKUE yNpaBasaemMble (KOHTPOMpPYyeMbIe) ceTeBble
nHTepdenchl;

2) B MHOOPMAUMOHHON cucTeMe [OMKHO b6biTb obecneyeHo MpeaoCTaBleHME AOCTyna BO
BHYTPEHHME CErmMeHTbl WMHOOPMALMOHHOW CUCTEMBI (AEMUANTAPU30BAHHYIO 30HY) M3 BHELWHWX
MHPOPMALMOHHBIX CUCTEM WU CeTe TONbKO Yepes3 cpelcTBa 3aluTbl NepumeTpa (3a UCKAYEeHUeM
BHYTPEHHMX CEFMEHTOB, KOTOPbIE CMELMANbHO BblAeeHbl A4/1A TaKOro B3aMMOAENCTBUA);

3) onepaTop AO/KEH OrpaHMYUTbL KOMMYECTBO TOYEK A0CTyNna B MHOOPMALMOHHYIO cUCTEMY U3
BHELWHUX MHOOPMALMOHHBIX CUCTEM U CeTell A0 MWUHUMANIbHO HeobXo4MMOro uYucia Aaa peleHus
MOCTAHOB/IEHHbIX 33434, 3 TaKKe 0becneynBatoLLero NOCTOAHHBIN U BCECTOPOHHUIA KOHTPO/Ib BXOAALLMX
N UCXOAALMX MHPOPMALMOHHBIX NOTOKOB;

4) onepaTopom B MHHOPMALMOHHOM cUcTeMe:

a) AONXKEeH NPUMEHATbCA OTAENbHbIA GUBNYECKUI yNpaBAfEMbIA (KOHTPOAMPYEMbIN) ceTeBol
NHTepdelc oA KaxK[oro BHELWHEro TeNIEKOMMYHUKALMOHHOIO CEPBUCA;

6) 40/1KHbI 6bITb YCTAHOBAEHbI NPaBKAa ynpaBaeHUA MHOOPMaLMOHHbIMW NOTOKAMU 1A KaXKA0ro
$U13NYECKOTO yNpaBasemoro (KOHTPOIMPYEMOr0) CETEBOTO MHTepdeiica;

B) A,O/IKHA obecneunBaTbCs 3alMTa MHPOPMaUUK Npy ee nepegaye No KaHanam CBA3U, UMEHLMM
BbIXO4, 3a nNpeaesbl KOHTPOAMPYEMOMW 30HbI (MpU  HeobxoAMmocTW), nyTem MPUMEHEHUS
OPraHM3aLMOHHO-TEXHUYECKMX Mep WAM  Kpuntorpaduyecknx MeTohoB B COOTBETCTBMM C
3aKoHogaTenbcTBOM Poccuiickoit Peaepaumy;

I') OONXKHO obecneunBaTbcAa 0b60OCHOBaHME U AOOKYMEHTUPOBaHNE BCeX WUCKAIOYEHUI U3 npasun



ynpasaieHunAa MH(I)OpMaLI,VIOHHbIMVI NOTOKaMu, CBA3aHHbLIX C peweHnem onpeaeneHHbIXx 3ada4 B
MHq)OpMaLI,MOHHOVI cncreme, U onpeageneHune npoao/IXKUTE/IbHOCTU I'IOTpE6HOCTM TaKunx MCKI]I‘O‘-IeHMl\/‘I,'

,D,) AO0/IKHO obecneunBaTbCs yAaneHne BBeAEHHbIX WUCKNIOYEHUN U3 npasua ynpasaeHUA
MHq)OpMaLI,MOHHbIMM NOTOKaMMm nocne ncrtevyeHnAa yCtTaHoOB/Z1IEHHOIO BpeMeHMU,;

5) B MHOOPMALMOHHOW cucTeMe A0/MKEH BbiTb UCKAOYEH BbIXOA (BX0oA) yepes ynpasasemble
(KoHTpoNMpyemble) ceTeBble UHTepdelcbl MHPOPMALIMOHHBLIX MOTOKOB MO YMOA4YaHUIO (peanusaums
npuHuMna "3anpeLleHo BCe, YTO He pa3pelleHo");

6) onepatopom obecneunBaeTcA 3anpeT nepefaun MHOOPMAUMM 3a Mpenesbl NepumeTpa
MHPOPMALMOHHOM CUCTEMbI NpKM OTKa3e (cb6oe) GyHKLMOHMPOBAHUA CPEACTB 3aWMTbl MePUMETPa;

7) B MH(I)OpMaLI,MOHHOﬁ cncreme O01KHa 6bITb MCKAOYEHA BO3MOMKHOCTb VIHd)OpMaLI,VIOHHOI'O
B3aMMOAEVICTBMﬂ MOBUNBbHBIX U WUHbIX  TEXHWYECKUX CpeacTs (yCTpOVICTB) C BHEWHNMU
MHd)OpMaLI,MOHHbIMM cnmctemamm m MH(I)OpMaLI,MOHHO-TeJ'IEKOMMYHMKaLI,MOHHbIM CeTAM B npouecce ux
yYOaNneHHOro noAKknw4eHuna K 3au.|,mu.|,aeN\0171 MHCbOpMaLI,MOHHOﬁ cncreme C mcnosibsoBaHMem cpeancrts
NOCTPOEHNA BUPTYA/IbHbIX HaCTHbIX ceTen;

8) B MHpopmauMoHHON cucTeme obecneunBaeTca ceTeBOe COeMHEHWE BHYTPEHHUX CErMeHTOB
MHPOPMALMOHHON cUCTeMbl  (OTAENbHbIX CPEACTB  BbIMUCAUTENIbHOW TEXHWUKM), oOnpeaeneHHbIX
OonepaTopomM, C YCTAaHOBAEHHbIMW UM BHEWHWMU MHPOPMALMOHHBIMU CUCTEMAMMU U CETAMU Yepes
NPOKCU-CEPBEPDLI, Pa3MeLLeHHble COBMECTHO CO CPeAcTBamMM 3almTbl NepumeTpa, obecneumsaiowme
nornpoBaHue (otcnexmsaHune) TCP-ceccuit, 6aoKMpoBaHWE KOHKpeTHbiXx URL, AOMeHHbIXx umeH, IP-
afpecoB 1 APYrMM NapameTpam 3aMnpocoB K BHELHUM MHPOPMALMOHHBIM pecypcam;

9) B WHPOPMAUMOHHOM CUCTEME WCKIOYAETCA BO3MOMKHOCTb BbiXO4a 4Yepes ynpasasemble
(koHTponMpyemble) ceTeBble WHTEpdEcbl MHGOPMALMOHHBLIX MOTOKOB, COAEPMKALLMX BpPeAOHOCHOE
nporpammHoe obecneyeHue (BMPYCbl) AN MPU3HAKM KOMMNbIOTEPHbIX aTaK NpPeACTaBAAOWMX Yyrposy
BHELWHMUM MHPOPMALMOHHBIM CUCTEMAM U CETAM;

10) B WHPOPMALMOHHON CUCTEME WCKOYAETCA BO3MOXKHOCTb YTEUYKM uHOpMaLMM yepes
ynpasnsemble (KOHTPO/AMpPYeMble) ceTeBble WHTepdelcbl NyTem TO4YHOro cobatogeHua d¢opmaTos
NPOTOKO/10B, KOHTPO/IA UCNO/Ib30BaHUA CTeraHorpadum, OTKAOUYEHUA BHELLUHUX CeTeBbIX MHTepdeincos,
pa3bopKn 1 cbopKn NaKeToB JAHHbIX, KOHTPOS OTKAOHEHUS TUNa U 06bema MHPOPMALLMOHHOTO NOTOKA
OT yCTaHOB/AEHHOTO Npoduns;

11) B nHPopmaUMOHHOW cucTeme f[oMKHA 6biTb obecrneyeHa NpoBepKa agpeca WCTOYHMKA
MHPOPMaLMOHHOIO NOTOKA M agpeca nosyvyatens MHGOPMaLMOHHOTO NMOTOKA C LLe/Iblo MOATBEPKAEHUS
TOrO, YTO MHPOPMALMOHHOE B3aMMOLENCTBUE MEXKAY STUMMN afpecaMu pas3peLleHo;

12) B MHPOpMaLMOHHO cncTeme obecneunBaeTca 3almMTa NeEpUMeTpa C UCNoJib30BaHMEM LLUKO3a
6e30MacHOCTM Ha YpoBHe y3/10B (XOCTOB) A1 CEPBEPOB, PaboUNX CTAaHUMIN MU MOBUIBHBIX TEXHUYECKUX
CPeAcTs;

13) B I/IH(bOpN\aLI,VIOHHOﬁ cucTeme obecneynBaeTcs COKpbITHE CeTeBbIX a4pPeCOB NCNOJIb3yEMbIX ANA
ynpasaieHna cpencrsamum 3allUTbl NepmnmeTpa, MHd)OpMaLI,I/I‘r'I O KOTOPbIX MOXET 6bITb nosiy4yeHa 4yepes
TEXHO/IOTUKM onpeaeneHna YCTpOVICTB B CETU (B YaCTHOCTU CUCTEMY OOMEHHDbIX I/IMeH);

14) onepaTtopom obecrneuymBaeTcs oOTAeNeHMe Yepe3 OTAEeNbHbIA (U3MYECKUIA ynpaBasembli
(KoHTpONMpPYeMbIit) ceTeBol UHTepdec yHKLMI Be3onacHOCTU U ynpaBaeHusa (agMUHUCTPUPOBaAHMA)
MHPOPMALMOHHOM CUCTEMbI, ONpeseNneHHbIX OMnepaTopoM, OT APYruX (BHYTPEHHMX) KOMMOHEHTOB
MHOOPMALNOHHOM CUCTEMBI;

15) onepatopom obecneynmBaeTca WCKAOYEHME BO3MOMKHOCTM  HECaHKLMOHWMPOBAHHOMO
dM3NYECKOro CeTeBOro MOAKAOYEHMA K yMnpaBasembiM (KOHTPOAMPYeMbIM) ceTeBbiM WHTepdeincam



(ceTeBbIM MHTEpdECcam cpeacTB 3alMTbl NEPUMETPa);

16) B WHOOPMALMOHHOM CUCTEME A/1A KOHTPOAA (aHa/nv3a) 3alMLLEeHHOCTM  40CTyn
afAMMHUCTPATOPOB oObecneymMBaeTcs 4epes BblAeNEeHHbIM OTAe/NbHbIN GU3NYECKMI  ynpaBasemMblit
(KoHTpONMpyemblin) ceTeBol UHTepdeEC;

17) onepaTopomM NpPUMEHAIOTCA aBTOMATU3MPOBAHHbIE CpPeAacTBa, obecneuyuBalolwme CTPoOroe
cobnogeHne popmarta ceTeBbiX MPOTOKOJ/IOB Ha YPOBHE MPU/IOKEHWUI (NpoBepKa NakeToB Ha npeamer
cobnogeHna cneunduKaumii NPOTOKONA Ha YPOBHE NPUIONKEHWI);

18) B wWHPOpPMAUMOHHOW cucTeme obecneunmBaeTca  KOPPEKTHOe  3aBeplueHue ee
OYHKUMOHMPOBAHMA B C/ydyae HapylweHusa ¢ yHKUMOHMPOBaAHMA (cbosi, OTKa3oB) CPeACTB 3alLUThl
nepumeTpa;

19) B MHOOPMALMOHHOW cucTeMe Npu HeobxogMMOCTM MPeAoCTaBAATb AOCTYN K pecypcam
MHPOPMALMOHHOM CUCTEMbI O0J/IKHA 6bITb OpraHM3oBaHa AEMWIMTAPU30BAHHAA 30HA, CoAep)Kallas
AOCTYMHble pPecypcsl;

20) B uHPOpPMaLMOHHON cuCTeme [AONXKHA ObiTb obecrneyeHa BO3MOXHOCTb pasmelleHun
nNy6AnYHbIX 06LLLEeA0CTYNHbIX pecypcos (Hanpumep, 0bLeA0CTYNHbI Beb-cepBep), B3aUMOAENCTBYIOLLMX
C MHOOPMALMOHHOM CcUCTEMOWN 4epe3 oTAeNbHble ¢uM3MYeckue ynpasasemble (KOHTPOMpYyeMble)
ceTeBble MHTEPdENCHI.

CopepraHue 6asoson mepbl 3UC.23:



Mepa 3awmTbl tHGOPMaLUK Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
4 3 2 1
31C.23 + +
Ycunenue 3UC.23 1,2,3,44a,46,48, | 1, 2, 3, 43, 46, 48,
5 4r,4p,5,6,7

31C.24 NMPEKPALLEHWE CETEBbIX COEAMHEHWM MO WX 3ABEPLUEHMW UIN MO UCTEYEHWUWM 3ALAHHOIO OMEPATOPOM BPEMEHHOIO WMHTEPBA/A
HEAKTMBHOCTW CETEBOIo COEAMHEHNA

TpeboBaHuA K peannsaumm 3UC.24: B MHPOPMaLIMOHHOKN CUCTEME AONMKHO OCYLLECTBAATLCA 3aBeplleHne CeTeBbiX CoeauHEHUI (Hanpumep, oTKpenaeHne
napbl nopt/agpec (TCP/IP)) no ux 3aseplieHnn 1 (A1) No UCTEHEHNN 3a4aHHOTO ONepPaTopoM BPEMEHHOTo MHTepPBasia HeaKTUBHOCTU CETEBOTO COeAUHEHNA.

TpeboBaHuA K ycunenumio 3UC.24:

He ycTaHOBAEHbI.

CopeprkaHue 6aszosoit mepbl 3UC.24:

Mepa 3awmThbl Knacc 3awwmueHHoCcT MHGOPMaLNOHHOM CUCTEMDBI
nHpopmaymm
4 3 2 1
31C.24 + +
Ycnnenue 3UC.24

31C.25 WUCMNO/Ib3OBAHUE B WMH®OPMAUMOHHOM CUCTEME WNU EE CETMEHTAX PA3/IMYHbIX TWUMNOB OBLECUCTEMHOIO, MPUKNALHOIO WU
CMNEUMANIBHOrO NPOrPAMMHOIO OBECMEYEHUA (CO3AAHME FTETEPOFEHHOW CPEAbI)

TpeboBaHua K peanusaumm 3UC.25: NPOEKTUPOBLLMKOM MpU CO34aHUN MHOOPMALLMOHHON AOKHbLI NMPUMEHATLCA Pa3/NYHbIe TUMbI 0BLWECUCTEMHOrO,
NPUKAAAHOTO M CMeumanbHOro NPOrpamMmmMHoro obecnedyeHus (cosgaHue reteporeHHol cpeasl).



leTeporeHHas cpesa co34aeTcs NyTeM NpUMeHeHUs Pas3INYHbIX TUNOB MHGOPMALMOHHbBIX TEXHOIOTUIA C LLe/Iblo OrpaHUYeHMA BO3MOXKHOCTEN NOTEHUMANbHBIX
HapyLwuTenen no peanmsaumm yrpos 6esonacHocTv MHGopmaunm (Mo HECAHKLMOHMPOBAHHOMY A0CTYNY K MHGOPMaL MM, BHEAPEHWUIO BPe4O0HOCHOTO NPOrpammMmHOro
obecneyeHns (KOMMNbIOTEPHbIX BUPYCOB) M MO OpraHM3aunmn BTOPKEHUN (NpoBeAEHMIO KOMMbIOTEPHbIX aTaK)).

Co3pgaHue FETepOFEHHOﬁ cpeabl MOXKET A0CTUraTbCA B HaCTHOCTU NPUMEHEHUNEM Ha CepBepax VIH(I)OpMaLI,MOHHOﬁ Cncrembl UN|X-I’IO,£I,O6HbIX onepaumnoHHbIX
CNCTEM, OTINYHDLIX OT ONEPALMNOHHbIX CUCTEM, MPUMEHAEMbIX HA aBTOMATU3NPOBAHHbIX pa6oqv|x mecTax Tuna Windows 1 (M}'IM) NPpUMeEHEHNEM B CMEKHbIX CETEBbIX
CermeHTax MHd)OpMaLI,MOHHOﬁ CUCTEMDbI Pa3HbIX TUNOB CETEBOIO 06LLI,eCVICTeMHOI'O, NPUKNaaAHOIo n (MI'IM) cneunanbHOro nporpaMmHoro obecneyeHus.

Mpu co3gaHUM reTeporeHHon cpeabl HeobXOAMMO Y4YUTbIBATb MOBbLIWEHWE C/IOKHOCTU B YNpPaBAeHUU KOHOUrypaumeidr MHPOPMALMOHHOM CUCTEMbBI U
BO3MOXHOCTb YBE/IMYEHMA OLUMOOK KOHPUIYPALMMN U BOSMOMKHbIX YA3BUMOCTEN.

TpeboBaHua K ycuneHuio 3UC.25:

He ycTtaHOBAEHDI.

CopeprkaHue 6aszosoit mepbl 3UC.25:

Mepa 3awmTbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM cUCTEMBI
nHbopmaumnm
4 3 2 1
31C.25

Ycunenune 3UC.25

31C.26 NCMOJ1b3OBAHUE NPUKNAAHOIO U CMEUMAIBHOTO MPOTPAMMHOIO OBECNEYEHUA, UMEIOLLEFO BO3MOXKHOCTb ®YHKUMOHUPOBAHUA HA
PA3JIMYHbIX TUMNAX OMEPALMOHHbLIX CUCTEM

TpeboBaHusA K peanusaumm 31C.26: B UHPOPMALMOHHOM CUCTEME A0/IKHO MPUMEHATLCA NPUKAAAHOE U cneumanbHoe NporpammHoe obecneyeHune, UMetoLLee
BO3MOXHOCTb QYHKLUMOHNPOBAHMNA Ha Pa3/INYHbIX TUMAX ONepPaLMOHHbIX CUCTeMax (He3aBMCMMOe OT BUAA ONepPaLMOoOHHON CUCTEMbI MPUKAAZHOE U CneumanbHoe
nporpammHoe obecneyeHue).

Llenblo nNpvmeHeHUA He3aBUCMMOro OT NaaTGOpPMbl OMEPALMOHHOW CUCTEMbI MPUKAAAHOMO M CneuManbHOro nporpammHoro obecnedyeHus ABAAeTCA
obecneyeHune becnepeboiiHOro (LWTaTHOro) GyHKUMOHMPOBAHMS NPUKNALHOTO (CNeLmanbHOro) NporpaMmHoOro obecneyeHma nyTem nepesoa ero nog ynpasnaeHume
OMNepaLyMOHHOW CUCTEMbI APYrOoro TUMNa B C/lyYae peannsaumy KOMMbIOTEPHOM aTakuM (BO3HUMKHOBEHMSA WHUMAEHTA) Ha OCHOBHYIO OMEpPauMOHHYI0 CUCTEMY A0



BOCCTaHOB/AeHMA He30MacHOro GpyHKLMOHNPOBAHMA MHPOPMALLMOHHOM CUCTEMDBI.

anMEHEHME HE3aBUCUMOTO OT TUMNa (BM,D,a) OrlepaLl,MOHHOﬁ CNCTEMDBI NPUKNAQHOIo U cnelnaabHOro NnporpaMmmMmHoOro obecneyeHus AOCTUTraeTCA B 4aCTHOCTU
NPUMEeHEeHUEM NPorpammHoOro 06ecnequMﬂ, (I)YHKLI,MOHMF)OBaHMe KOTOPOro BO3MOXHO KaK noa ynpas/ieHUEM UN|X-I’IOAO6HbIX onepaumnoHHbIX CUCTEM, TaK U NO4
ynpasaeHnem onepaymnoHHbIX CUCTEM TUNA Windows nam nHbIx onepaunoHHbIX CUCTEM.

MepeyeHb NPUKAAAHOIO U CNELMaNbHOIO NPOrPaMmMHOro obecneyeHns, MeoLLEro BO3MOXHOCTb GYHKLMOHMPOBAHMA Ha Pas3/IMYHbIX TMNAaX ONepaLnoHHbIX
cucTemax, onpeaensaerca onepaTopom.

TpeboBaHua K ycuneHuo 3UC.26:

He ycTtaHOBAEHDI.

Copaep»aHue 6asooin mepbl 3UC.26:

Mepa 3awmTbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM cUCTEMBI
nHbopmaumm
4 3 2 1
31C.26

Ycunenune 3UC.26

31C.27 CO30AHUE (3MYNAUUA) NOXHBIX UHOOPMALIMOHHbBIX CUCTEM UM UX KOMMOHEHTOB, MPEAHA3HAYEHHBIX O/11 OBHAPYXKEHWA,
PEFUCTPALLUU U AHANTU3A OENCTBUIM HAPYLUUTENEN B NPOLLECCE PEAJIU3ALIMK YTPO3 BE3OMNACHOCTU UHOOPMALMMU

TpeboBaHusA K peanmsaummn 3UC.27: B MHGOPMaLMOHHON cUCTEME AO0NKHbI MPUMEHATLCA CNEeLManbHO Co34aHHble (3MYNMPOBAHHbIE) NOXKHbIE KOMMOHEHTbI
MHPOPMALMOHHOM CUCTEMbBI MM CO34AIOTCA /IOXKHbIE MHPOPMALMOHHbIE CUCTEMbI, NpeAHasHayYeHHble AnA OBHapyXKeHMs, perncTpaumMmM u aHanusa AencTeuii
HapyLliuTenen B npouecce peannsaumnn yrpos 6esonacHocti nHbopmaumm.

JNoXKHble MHGOPMaALMOHHbIE CUCTEMbI UIN UX KOMMOHEHTbI 40/IKHbI BbICTYNaThb B KAYECTBE Lie/iei 418 HapyLWUTens npu peaansaumm MM KOMNbIOTEPHOM aTaku
M obecneymBatb MMUTAUMIO GYHKUMOHMPOBAHUSA peanbHO MHGOPMALMOHHON CUCTEMbBI C LEeNblo ODHapyKeHua, perncTtpaumm M aHanmsa AencTBUM 3TUX
HapyLwuTenen no peanmsaLmm KOMMNbIOTEPHOM aTaKK, a TaKKe NPUHATMA Mep Mo NPeLOTBPALLEHMIO YKa3aHHbIX Yrpos.

I'Ipanma M npoueaypbl npuMmeHeEHNUA NOXKHbIX VIH(I)OpMaLI,VIOHHbIX CNCTEM UM UX KOMIMOHEHTOB pPern1ameHTUnpyroTCcA B OpPraHn3auymMoOHHO-pacnopAaAnUTE/IbHbIX



[OKYMEHTax onepartopa no 3awure nHGopmaLmu.

TpeboBaHusa K ycunenumio 3UC.27:

1) B MIHPOPMALMOHHOM CUCTEME MPUMEHSIOTCA JIOXKHbIE KOMMNOHEHTbI MHPOPMALMOHHOM CUCTEMBI, BbICTYNaloWwMe B KayecTBe Leau gna BpedoHOCHOro
nporpammHoro obecnevyeHus (BUpyca) U NpoBoOLMPYIOLMNE NPEKAEBPEMEHHOE (40 BO34ENCTBMA Ha 3aLLMLLAEMbIIM 0BBEKT A0CTYNa) NPOAB/IEHNE ero NPU3HaKOoB.

CopeprkaHue 6asosoi mepbl 3UC.27:

Mepa 3aLmTbl MHGOPMALMM Knacc 3awmiweHHOCTU MHOPMALMOHHOW CUCTEMDI

4 3 2 1

3UC.27

Ycunenue 3UC.27

31C.28 BOCMPOWM3BEAEHUE JTIOMHbLIX U (MNU) CKPBITUE MUCTUHHbLIX OTAENbHBLIX MHOOPMALMOHHbBIX TEXHOMOMMIA WU (MNU) CTPYKTYPHO-
®YHKUMOHA/bHbIX XAPAKTEPUCTUK MHOOPMALMOHHOWM CUCTEMbI U/IX EE CETMEHTOB, OBECMEYUBAIOLLEE HABA3bIBAHWE Y HAPYLLUTE/NA IOXHOIO
NPEACTAB/IEHMA OB UCTUHHbLIX MHOOPMALIMOHHbIX TEXHONOMMAX U (UTN) CTPYKTYPHO-®YHKLUMOHA/IbHBIX XAPAKTEPUCTUKAX MHOOPMALIMOHHOW
CUCTEMBbI

TpeboBaHusa K peanusaumm 3MC.28: OnepaTtopom [O/KHO 0b6ecneymMBaTbCsi BOCMPOM3BELEHME JIOMKHbIX WM (MAKM) CKPbITUE WCTUHHbIX OTAENbHbIX
MHPOPMALMOHHBIX TEXHONOTUIA U (MAK) CTPYKTYPHO-QYHKLMOHAMbHBIX XapaKTEPUCTUK WMHOOPMALIMOHHOW CUCTEMBI WM ee CermeHToB, obecneyuBatollee
HaBA3bIBaHME Yy HAPYLUMTENA JIOKHOIO NPeacTaBieHuUs 06 UCTUHHBIX MHPOPMALMOHHBIX TEXHONOTUAX U (MNIM) CTPYKTYPHO-OYHKLUMOHANbHBIX XapaKTepucTUKax
MHOOPMALNOHHOM CUCTEMDI.

BocnpowussegeHue (BM3yannsaumsa) NOXKHbIX U (MKM) CKpbITUE (MacKMPOBaHWE) UCTUHHBIX OTAEbHbIX MHGOPMALMOHHbLIX TEXHONOTUI U (MNK) CTPYKTYPHO-
bYHKLMOHANbHBIX XapaKTePUCTUK MHGOPMALIMOHHON CUCTEMbI UM €€ CETMEHTOB A0/KHbI 6biTb HaNpPasaeHbl Ha CHUXKEHME BO3MOXKHOCTM YCMELHON peannsaumnm
HapyLlmnTenem yrposbl 6esonacHocty nHGopmaumm (KOMNbIOTEPHOM aTaku) NyTem BBeAeHMA B 3a6yKAeHNe HapyLLIMTeNA OTHOCUTENbHO BO3MOMKHbIX CNOCO6OB 1
CPeACTB KOMMNbIOTEPHbIX aTak Ha MHPOPMALMOHHYIO CUCTEMY.

Mpy 3TOM BM3yanM3auma NOXHbIX U (MAM) MACKMPOBAHWE UCTUHHBLIX OTAENbHbIX UHPOPMALMOHHBIX TEXHONOTUIA U (MAKN) CTPYKTYPHO-GYHKUMOHANbHbIX
XapaKTePUCTUK MHOOPMALIMOHHOMN CUCTEMbI MO3BOAAIOT CHU3UTb UM UCKAKOYUTL 3aTPaThl Ha BHeAPEHME COXKHbIX CPeACTB 3aLUTbl UHGOPMaLUN.



TpeboBaHuA K ycunenumto 3UC.28:

1) BU3yanmsaums N0XKHbIX MHGOPMALMOHHBIX TEXHONOTUI U (UNK) CTPYKTYPHO-QYHKLMOHANbHbBIX XapaKTEPUCTMK OCYLLLECTBAAETCA B MPOU3BO/IbHOM NOpAAKe
C NepMOAMYHOCTbLIO, ONPeaeNsiemMoit onepaTopom.

CopeprkaHue 6asosoi mepbl 3UC.28:

Mepa 3awWmTbl Knacc 3almiweHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmaymm
4 3 2 1
31C.28

Ycunenune 3UC.28




31C.29 MEPEBOJA MH®OPMALIMOHHOWM CUCTEMbI UM EE YCTPOWCTB (KOMMOHEHTOB) B
3APAHEE OMPEOE/IEHHYIO KOH®UIYPALMKO, OBECMNEYMBAIOWYIO 3AWLNUTY MHOOPMALIAW, B
CNYYAE BO3HMKHOBEHMA OTKA30B (CBOEB) B CUCTEME 3AWLUTBI  MHPOPMALMNN
NHPOPMALMOHHOWM CUCTEMBI

TpeboBaHua K peanusaumm 3MNC.29: B MHPOPMAUMOHHON cUCTEME [O0/KEH OCYLLECTBAATLCA
nepesos MHPOPMALMOHHOW CUCTEMbBI WAN €e YCTPOWUCTB (KOMMOHEHTOB) B 3apaHee OnpeaeneHHyto
KOHOUrypaumio, obecneumnsatowyto 3awmTy nHGopmaumm, B Cly4ae BOSHUKHOBEHUM OTKA30B (cb6oes) B
cucTeme 3alWmTbl HGOPMaLNM MHPOPMALMOHHOM CUCTEMDI.

Mepesoa MHGOPMALIMOHHOM CUCTEMbBI UM ee YCTPOMCTB (KOMMNOHEHTOB) B 3apaHee onpeae/ieHHYo
KOHOUrypaumio OosixkeH obecrneyvBaTb 3aWMTy WMHPOPMAUMM MPU HACTYMIEeHUU (BO3HUKHOBEHWM)
0TKa308B (cboeB) B GYHKLMOHUPOBAHUU MHPOPMALIMOHHOM CUCTEMbBI UM €e CEerMEHTOB, KOTOpble MOTYT
NPUBECTU K HAPYLLEHMIO KOHOUAEHLMANBbHOCTU, LENIOCTHOCTM U (MAn) fOCTYNHOCTU 3TON MHOPMaLMK.

Onepatopom [0/1KHbl 6bITb ONpeaeneHbl TUMbl 0TKa3oB (cboeB) B cucTeme 3aLLMTbl MHPOPMALMK
MHPOPMALUMOHHOM CUCTEMbI, KOTOPble MOTYT MPMBECTM K HAPYLEHWUIO KOHPUAEHLMANLHOCTH,
LLeNOCTHOCTM M (MAK) JOCTYMHOCTU 3TOM MHPOPMALUK, U NPU HACTYNAEHUN (BO3SHUKHOBEHWMW) KOTOPbIX
AONKeH obecneumBaTtbca nepesos MHGOPMALMOHHON CUCTEMbI MM €e YCTPOWMCTB (KOMMOHEHTOB) B
3apaHee onpeaeneHHy0 KoOHOUrypaumio.

3apaHee onpegeneHHaa KoHourypauma MHPOPMALMOHHOM CUCTEMBbI [OJIKHA CcoZepiKaTb
MHPOPMaLMIO O COCTOAHUN MHHOPMALMOHHOM CUCTEMbI U €€ cUCTeME 3aLUTbl MHGOPMaLMK (CUCTeMHan
MHbOPMaUMA, NapameTpbl HACTPOEK MporpaMmmHoro obecnevyeHus, BKAKOYAA CPeACTB  3alUUTh
MHbOPMaUmMK), AOCTAaTOYHOW AN nepesanycka MHGOPMALMOHHOM cucTeMbl M obecrneyeHus ee
dOYHKUMOHNPOBAHMA B LUTaTHOM PeXXMME, NPU KOTOPOM TaKKe obecrneunBaercs 3almTa MHbopmauuu.

PesepBupoBaHMe TEXHWYECKUX CPeACTB, MNPOrpammMHOro obecneyeHuWs, KaHaNoB nepefayu
MHbopmauuu, cpeacts obecneyeHma GyHKLMOHMPOBAHNA MHOOPMALMOHHOM CUCTEMbI OCYLLECTBAAETCA
B cooTBeTcTBMM ¢ OT.2, pe3epBHOE KONMpPoBaHWE MHPOPMaL MK - B cooTBeTcTBmn ¢ OAT.4.

KoHTponb 6€30TKasHOro ¢pyHKUMOHMPOBAHUA TEXHUYECKUX CPeacTB MHPOPMALMOHHOW CUCTEMbI
ocyuiecTenseTca B cooTseTcTeum ¢ OAT.3.

ObecneyeHne BO3MOXKHOCTM BOCCTAHOBAEHUS MHOOPMALUM C pe3epPBHbIX MALUMHHbIX HOCKTeneMn
MHbOPMaUUK (pe3epBHbIX KOMKUIA) B TeYEHME YCTaHOBIEHHOTO BPEMEHHOIO MHTEPBaa OCYLLECTB/IAETCA B
cootBetcTBmu ¢ OAT.5.

TpeboBaHua K ycuneHuto 3UC.29:

He YCTaHOB/EHDbI.

CopeprkaHue 6a3oBoit mepbl 3UC.29:



Mepa 3awmTol
nHbopmaumm

Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

3 2

3M1C.29

Ycunenune 3UC.29




31C.30 SALLNTA MOBW/IbHbIX ~ TEXHUYECKUX CPEACTSB, MPUMEHAEMBbIX B
NHPOPMALMOHHOW CUCTEME

TpeboBaHua K peanunsaumm 3UC.30: OnepaTopom A0/XKHA OCYLWECTBAATLCA 3aLLMUTA NPUMEHAEMbIX
B UHPOPMALMOHHOM CUCTEME MOBUIbHBIX TEXHUYECKUX CPEACTB.

K MOBUIbHBIM TEXHUYECKMM CpeaCcTBaM OTHOCATCA CbeMHble MallMHHbIE HOCUTENN MHbOoPMaLUK
(dnaw-HakonUTENN, BHELLHNE HAaKOMUTE/IM Ha KECTKMX AMCKaX U UHble HOCUTEN), a TaK}Ke MoPTaTUBHbIE
BbIYNCAUTENbHbIE YCTPOMCTBA W YCTPOMCTBA CBA3M C BO3MOMKHOCTbIO 00paboTkM MHbopMaLUn
(Hanpumep, HOYTOYKM, HeETOYKM, nNAaHlWeTbl, coToBble TenedoHbl, UNPPOBbIE  Kamepbl,
3BYKO3anucbiBatloLMe YCTPOICTBA U UHble CpeacTBa).

3awmnTa MOBUAbHbBIX TEXHUYECKUX CPEeACTB BKAOYAET:

Peanusaumto B 3aBMCMMOCTM OT MODBMALHOrO TEXHMYECKOro cpeactBa (TMna MobuibHOro
TEXHWYECKOIO CPesCTBa) Mep Mo UAEHTUMKALMM M ayTeHTUPUKAUMK B cooTBeTcTBUM ¢ MAD.1 1 NAD.5,
ynpasfaeHuio goctynom B cootsetctemm ¢ YMNA.2, YOA4.5, YNA.13 v YN4.15, orpaHnUYeHUto nporpammHoOm
cpeabl B cootBeTcTBMM ¢ OMC.3, 3aWwmTe MalWMHHbIX HOCUTeNen MHopmaummn B cooteeTcTenmn ¢ 3HN.1,
3HW.2, 3HWN.4, 3HW.8, pernctpaumnm cobbiTmii 6esonacHoctn B cootBeTcTeum ¢ PCB.1, PCB.2, PCB.3 n PCB.5,
aHTMBMPYCHOM 3awuTe B cooTBeTcTBMM ¢ AB3.1 u AB3.2, KOHTponio (aHanusy) 3alMLLEHHOCTU B
cootBetcTBum ¢ AH3.1, AH3.2 1 AH3.3, obecneyeHunto LeNoCTHOCTU B cooTBeTCcTBUM ¢ OLI/.1;

ounCTKY (yaaneHue) mHpopmaumm B MOBMABHOM TEXHUYECKOM CPeAcTBe Moc/e 3aBeplleHus
ceaHca yAaseHHOro A0CTyna K 3alimwaeMort MHGoOpMauumn UAK MPUHATUE MHBIX MEP, UCKIHYaIoLMX
HECaHKLUMOHMPOBaHHbIM AOCTYN K XPaHUMOW 3aluuLLaemoin Hpopmaumu;

YHUYTOXKEHUNE CbeEMHbIX MAaLUNHHbIX HocuTenemn MHd)OpMaLl,VIM, KOTOpble HE NoANeXaT O4YUCTKE,

BblBOPOYHbIE MPOBEPKM MOBMUAbHLIX TEXHWYECKMX CPeacTB (Ha npeameT WX Haauuua) wu
XpaHalWenca Ha Hux wHbopmaumu (Hanpumep, Ha npeameT OTCyTcTBMA MHOPMaUMK, He
COOTBETCTBYIOLWEN MAaPKUPOBKE HoCUTeNs MHOPMaLUK);

3anpeT BO3MOMHOCTM  aBTOMAaTM4ecKoro 3anycka (6es KomaHabl nonb3oBaTend) B
MHPOPMALMOHHOMN CUCTEME NPOorpammMHoro obecnedyeHma Ha MOBUIBbHbBIX TEXHUYECKUX CpeaCcTBaXx.

MpaBuna W npoueaypbl 3aWuTbl MOBUABbHBLIX TEXHWYECKUX CPEeACTB pPernameHTUMpyoTca B
OPraHM3aLMOHHO-PACNOPASUTENbHBIX OKYMEHTAX onepaTopa no 3almTe MHGopmaLmm.

TpeboBaHua K ycuneHuto 3UC.30:

1) onepaTopom [AO0MKHbI MPUMEHATLCA CPeACTBa OrpaHMUYEHUs A0CTyna K MHGOpMauMM Ha
CbEMHbIX MALIMHHbBIX HOCUTENAX MHGOPMALMKM C UCNO/Ib30BAaHMEM CMELNANN3UPOBAHHBIX CbEMHbIX
MALUMHHbIX HOcUTene nHpopmauunm U CpeacTs KOHTPOISA Cbe€MHbIX MALLMHHbIX HOCcUTene MHPopmauum
¢ yyetom 3HN.4;

2) onepatopom Ao/KHa obecneumBaTbCA OYMUCTKA (yganeHue) WHPopmauum B MOBUAbHOM
TEXHUYECKOM CcpeacTse:

a) Npy MpeBblleHNN AOMNYCTUMOrO YMC/Aa HeycCnewHbIX MOMbITOK BXOAa B MHGOPMALMOHHYIO
CUCTEMY MO, KOHKPETHOM YYeTHOM 3anucbto ([oCTyna K MHPOPMaLMOHHON cUCTeME), OCYLLECTBAAEMbIX C
MOBUNBHOTO YCTPOMNCTBA;

6) Npu NpeBbILEHNN AOMNYCTUMOrO MHTEPBA/a BPEMEHM C HaYaa OCYLL,ECTBEHMA MOMbITOK BXOAa
B MHPOPMALMOHHYIO CUCTEMY NOJ KOHKPETHOW YYeTHOM 3anucbito, OCYLLECTBASEMbIX C MOBMALHOIO
YCTPOWCTBA;



3) onepatopom OO0/IKHO obecneunBaTtbca npumMmeHeHne TeXxHN4YeCKnxX cpeacTts 3alunTbl NEPUMETPA
YPOBHA y31a, YCTaHaB/IMBaeMbIX Ha MOPTATUBHbIE BbIYUCNUTENIbHbIE yCTpOﬁCTBa;

4) onepaTopom A0NKHO obecneunBaTbCcs UCNONb3oBaHMe paanomeTokK (RFID-meToK) A1a KoHTpoAs
BHOCA WY BbIHOCA MOBU/IbHBIX TEXHUYECKUX YCTPOMCTB M3 NOMELLLEHUA U (MN) KOHTPOIMPYEMOW 30HbI B
Lenom;

5) onepatopom obecneunBaeTcs WMdppPoBaHUE XPAaHUMOM Ha HOCUTENEe MOBUIbHOIO TEXHNUYECKOTo
cpeactea MHPoOpMaLMU C MPUMEHEHMEM KpUNnTorpapuuecknx MeToaoB 3auuTbl MHPoOpmMaLMu B

COOTBETCTBMM C 3aKoHOAAaTeNbCTBOM Poccuinckon ®egepaumm.

CopaepraHue 6asoson mepbl 3UC.30:



Mepa 3awmTol
nHbopmaumm

Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

3 2

3M1C.30

+ +

Ycunenune 3UC.30




MpunnoxkeHme N 1

K Mepam 3awmTbl tHGOpMauum
B rOCyapCTBEHHbIX
MHGOPMALMOHHBIX CUCTEMAX

TEPMWHbI N OMPEOENEHUA,
NPUMEHAEMBbIE A1A LENEN HACTOALLLEFO METOAMYECKOIO IOKYMEHTA

AZMUHUCTpATOp [cUcTeMHbI, 6e30macHOCTM]: Nonb3oBaTesb, YNOJHOMOYEHHbIN BbINOMHATb
HeKoTopble  AeicTBuA  (MMewWMit  nNonHomouMa) No  aAMUHUCTPUMPOBAHUIO  (YynpaBaeHuio)
MHPOPMALMOHHON cUCTEMbI (aZAMUHUCTPATOP CUCTEMHBIN) U (MIM) ee cucTembl 3aWUTbl MHGOPMaLUK
(aamuHMcTpaTOp He30NacHOCTN) B COOTBETCTBUM C YCTAaHOB/IEHHOW POJIbIO.

AHann3 ya3BMMOCTEN: MEpPonpUATUA NO BbIABNEHWUIO, MAEHTUOUKALMM U OLEHKE YA3BMMOCTEN
MHPOPMALMOHHOM CUCTEMBI B MHTEPECAX ONpPeAeIeHUs BO3SMOXKHOCTU peannsaumm yrpos 6esonacHocTy
MHdopMaumm 1 cnocoboBs NpeaoTBpaLLEHNA yepba.

AyTeHTUOMKALUMOHHAA nHpopmauusa [MHpopmauma ayTeHTUdUKauuml: nHpopmauus,
ncnonb3yeman gJ/1s yCTaHOBAEHUA NOAJANHHOCTU (BepuduKaumm) cybbekta goctyna B MHGOPMaLMOHHOM
cucteme.

AyTeHTUdMKaLMA: NpOBEpKa MPUHAONEKHOCTM CYyObeKTy f[ocTyna npeabAB/AeHHOro UM
naeHTMdMKaTopa (NnoATBEPKAEHUE NOANMHHOCTU cybbeKTa AocTyna B MHGOPMaLMOHHOM cucteme).

ba3oBbli Habop mep 3aWmTbl MHPOPMALUKN: MUHUMAbHBLIN HAabop mep 3awuTbl UHOPMALUK,
YCTaHOB/IEHHbIN A1 COOTBETCTBYIOLLENO KNacca 3allMLLEHHOCTY MHPOPMALMOHHOM CUCTEMDI.

BupTyanmsauma: TexHonorms npeobpasoBaHue dopmaTa MAM NAPaMETPOB MPOrPaMMHbBIX WM
CeTeBblX 3aMpPOCOB K KOMMbIOTEPHBIM pecypcam C Lenbto obecneyeHMs HE3aBMCMMOCTM MpPOLECCoB
06paboTKM MHPOPMaLIMM OT MPOrPaMMHON MK annapaTHoW NaaTthopmMbl MHGOPMALMOHHOM CUCTEMBI.

BupTyanbHaa MaliMHa: BbIYMCAUTEbHAA CUCTEMA, SMY/JMPYemMas C MOMOLLbIO TEeXHONOTUW
BMPTyanM3aumMM, B KOTOPOM YCTAaHOBNEHA [rocTeBas oOMNepauMoHHas cuctema M obecnedymsaeTcs
BbIMNOJIHEHWE NMPUKNALHOIO NPOrPaMMHOro obecneyeHus.

BHewHss wHPOpMauMOHHaAA cucTema: WMHPOPMALMOHHAA CUCTeMA, B3aMMOAEWCTBYIOWAN C
MHPOPMALMOHHOM CUCTEMOW OMepatopa M3-3a NpeaenoB rpaHul, WMHOGOPMALMOHHOM CUCTEMbI
onepaTopa.

BHelwHAs NHPOPMALNOHHO-TENEKOMMYHMKALMOHHAA ceTb: NMHPOPMaLMOHHO-
TENEKOMMYHUKALMOHHAA CeTb, B3aMMOAENCTBYOWANA C MHPOPMALMOHHOM cucTeMold onepaTopa M3-3a
npegenos rpaHvL, MHGOPMaLMOHHOM CUCTEMBI OnepaTopa.

BpemeHHbIl dann: daiin, cospgaBaembiii ONepaLMoOHHON CUCTEMON WM MHbIM NPOrPaMMHbLIM
obecneyeHnem AN COXPaHEHMUS MPOMEXKYTOUYHbIX Pe3y/bTaToB B npouecce GyHKUMOHUPOBAHUA UK
nepesayun AaHHbIX ApYromy NporpammHomy obecrneyeHumto.

MMnepBusop: nporpamma (nporpammHoe obecneyeHune), cosgatolwan cpegy GyHKLUMOHMPOBAHMSA
Apyrvx nporpamm (B TOM uuc/ie APYrux rMNepBM30OpPOB) 3a CYET MMUTALMM annapaTHbIX CPeacTs
BbIYUC/UTENIbHON TEXHUKKM, YNPaBAeHWA JAaHHbIMW CPeACTBaMM W FOCTEBBIMKM  ONEPALLMOHHLIMU
cuctemamm, QYHKLMOHUPYIOLWMMM B AaHHOM cpeae.



locTesan onepaunMoHHaAa cucrtema: onepaunmoHHaAa CUCTtema, YyCTaHOBJZIEHHAA Ha BMpTyaJ’IbHOﬁ
MallnHe.

JdemunuTtapusoBaHHas 30HA: 3KPAHMPOBAHHbLIM  CerMeHT  WMHGOPMAUMOHHOM  CUCTEMDI,
pasMeLLEHHbIN Ha ee BHEWHeN rpaHuLe U BbINOAHAWMN GYHKUMM "HenTpanbHOM 30HbI" (BydepHoin
30HblI 6e30nacHocTU) MexKay 3awmuwaemolrt MHGOPMAUMOHHOMW CUCTEMOW OMepatopa M BHELHEeMN
MHPOPMALMOHHOM CUCTEMON UAN MHPOPMALMOHHO-TENTIEKOMMYHMKALMOHHOM CETbIO.

JoBepeHHas 3arpysKa: 3arpyska onepauMoHHON CUCTEMbI CPeACTBA BbIYUCANTENBHON TEXHUKN C
3apaHee onpeaeneHHbIX MNOCTOAHHbIX MalUMHHbBIX HOcuTeneir npu obAsaTeNlbHOM  yChnewHoOM
NPOX0XAEHMM NpoLEeayp NPOBEPKUN LLENOCTHOCTU NPOrPamMMHON M annapaTHOM cpeabl M naeHTUGUKaLUUK
N ayTeHTUdMKaLNU.

JoBepeHHbIN KaHaN: MEXaHU3M B3aUMOLENCTBUA MeXAY CPeACTBAMM 3aLMTbl MHPOPMALLMOHHOM
CUCTEMbI  MAM  MeXAZy CpeacTBOM  3aWuTbl  MHPOpMAUMM M MPOrpamMHbIM  obecrneyeHnem
MHPOPMALMOHHOM CUCTEMBI.

JoBepeHHbIN MapLIpyT: MeXaHW3M B3aMMOAENCTBMA MeXAy CyObeKTom AOCTyna M cpeacTBOM
3alWNUTbI MHPOPMALMMN MHGOPMALLMOHHON CUCTEMDbI.

JocTynHocTb MHpOpMaALMU: CBOMCTBO 0e30MacHOCTM MHPOPMaLMKM, MPU KOTOPOM CyOBbeKTbI
OO0CTyna, UmeloLLMe nNpaga gocTyna, MoryT 6ecnpenaTCTBEHHO WX pPeann3oBaTh.

3alWmLeHHble IMHUK CBA3WU: IMHMM (KaHanbl) cBA3W, Npu nepegadye MHGOPMALMKU NO KOTOPbLIM
obecneunBaeTcs Tpebyemblil YpOBEHDb ee 3alLULLEHHOCTU (KOHOUAEHUMANBbHOCTb, LLeNOCTHOCTb U (Man)
AOCTYNHOCTb MHPOPMaLUN).

NpoeHTndurKaTop: npeacTaBneHne (CTpOKa CMMBOJIOB), OAHO3HAYHO MAEHTUULMpPYIOLLEE CYyObEKT
1 (Mnn) o6bEKT goCTYNa B MHGOPMALIMOHHOM CUCTEME.

NoeHTudMKauma: npucBoeHne cybbekTam p[ocTyna, ob6beKkTam AoCTyna WaeHTUPUKATOpOoB
(YHMKanbHbIX UMEH) U (MAK) cpaBHEHWE NPeabABNEHHOrO UAeHTUdMKATOpa C NepeyHeM NPUCBOEHHbIX
NAEeHTUPMKATOPOB.

NHPopMaumoHHas cucTeMa: COBOKYMHOCTb CoAepkaleiics B 6asax AaHHbIX MHOOPMALMK U
obecneunsatowmnx ee 06paboTKy MHGOPMALNOHHBIX TEXHONOTMUIN N TEXHUYECKUX CPEeACTB.

MHUMAEHT: HenpeaBMAEHHOE UAWM HexenaTesnbHoe cobbiTwe (rpynna cobbiTnit) 6esonacHocTy,
KOTOpOoe NpuBeno (MoryT NpMBecTu) K HapyLleHUo GYHKLMOHMPOBAHUA MHGOPMALLMOHHOWN CUCTEMDBI UK
BO3HWKHOBEHMIO Yrpo3 6e30nacHOCTM MHbOPMALMK (HapyLEHNIO KOHPUAEHUMNANBHOCTU, LLeSIOCTHOCTY,
AOCTYMHOCTH).

KomMnoHeHT nporpamMmHoro obecrneyeHua: COCTaBHaa 4acTb  (MPOrpammHbIA  MOAyAb)
nporpaMmmHoro obecneyeHus, BbINOJHAOLWLAN OnpeaeseHHY0 GYHKLMIO.

KOMMNOHEHT MHPOPMALMOHHOW CUCTEMbBI: YacTb MHGPOPMALMOHHOW CUCTEMbI, BKJIHOYAIOLLAS
HEKOTOPYHO  COBOKYMHOCTb  MHPOpmauum U obecneumBatowmx ee 06paboTKy  OTAENbHbIX
MHPOPMALMOHHDBIX TEXHOIOTUIM N TEXHUYECKUX CPEeACTB.

KoHTpoanpyemas 30Ha: NPOCTPaHCTBO (TeppUTOpUA, 34aHME, YacTb 34aHNA), B KOTOPOM UCKNHOUEHO
HEKOHTpOoMpyemoe npebbiBaHME NNL, A TAKXKE TPAHCMOPTHbIX, TEXHUYECKMX UAN UHBIX CPEACTB.

KoHduaeHuManbHOCTb MHGOPMaLMKU: CBOMCTBO He30NacHOCTU MHGOPMALLIMK, MPU KOTOPOM A0CTYN
K Hell OCyLL,EeCcTBAAIOT TONIbKO Cy6beKTbI 4OCTYNA, MMeloLMe Ha Hero npaso.

JNloKanbHbI  gocTyn: pocTyn cybbeKkToB A0CTyna K 06bekTam [0CTyna, OCYLLEeCTBASEeMbIN



HenocpeacTBEHHO Yepes nogxaoyeHne (AocTyn) K KOMNOHEHTY MHGOPMALMOHHOM CUCTEMbI UK Yepes
NIOKaNbHYIO BbIYUCAUTENbHYIO ceTb (6e3 mMcnonb3oBaHUA MHOGOPMALMOHHO-TENEKOMMYHUKALMOHHOM
cetun).

MHorodaKkTopHan ayTeHTUPUKauma: ayTeHTUPUKALMA C UCNoIb30BaHMeM ABYX (aByxdaKkTopHan)
nnu 6onee pasnnYHbIX GaKTOPOB ayTEHTUDUKALMM.

MoBUNbHBIN  KOA: HecamocTosTes/lbHOe MporpammHoe obecrneyeHMe WM KOMMOHEHT
nporpaMmmHoro obecneyeHua (CKPUNTbl, MaKPOCbl, MHble KOMMOHEHTbI) MOJiy4aemble W3 MecT
pacnpocTpaHeHna MOOWIbHOIO Koga, nepefaBaemble MO CETU W BbIMOJMIHAEMbIE Ha KOMMOHEHTax
MHOOPMALMOHHOM cUCTeMbl (B MecTax MCNonb3oBaHMA MOBMAbHOTO Koaa) 6e3 npeaBapuTeNbHOM
YCTAHOBKMU (MHCTANNALMM) MNosb3oBaTe/IeM A0S PACLIMPEHUS BO3MOMKHOCTEM CUCTEMHOIMO W (Mam)
NPWKAa4HOIo NporpammHoro obecrneyeHms.

HenpueunernpoBaHHan y4eTHas 3amnmncb: y4eTHasA 3anmcb Nosib3oBaTeNs (NpoLecca, BbINoAHAEMOro
OT ero MMeHM) MHPOPMaALMOHHOM CUCTEMBI.

O6bekT pgocTyna: eauMHUUA WHGOPMAUMOHHOrO pecypca WMHOOPMAUMOHHOM cucTembl (daiin,
TEXHUYECKOE CPeacCTBO, Y3eN CeTW, NIMHUA (KaHan) cesa3M, MOBMAbHOE YCTPOMCTBO, MPOrpamma, TOM,
KaTanor, 3arnucb, noJsie 3anuMcen U MHble 06bEKTDLI), JOCTYN K KOTOPOMN pernaMeHTUpyeTca npaBuiamm
pa3rpaHUYeHmA JOCTYNa M NO OTHOLUEHMIO K KOTOPOM CybbeKTbI A40CTYNa BbINOAHAIOT Onepauymu.

OnepaTtop MHPOPMALMOHHOW CUCTEMBI: TPaXKAAHUH WA IOPUAMYECKOE /IULLO, OCYLLECTBAsSOWME
OeATeNbHOCTb MO 3KcnayaTaumMm MHGOPMALMOHHOM CUCTEMbI, B TOM Ymncie no obpaboTke nHdopmaLmy,
coaepKalleiica B ee 6asax AaHHbIX.

OTKaz B 0OCAY)KMBAHMM: NPENATCTBME  CAaHKUMOHMPOBAHHOMY AOCTYyny K pecypcam
MHPOPMALMOHHOM CUCTEMbI U 3a4€PKKA onepaumin N pyHKUMN MHGOPMALLMOHHOM CUCTEMDI.

MepumeTp WHPOPMAUMOHHOM  cUCTEMbl: GU3MYecKas WU (MAKM)  NorMyeckas  rpaHuua
NHPOPMALMOHHOM CUCTEMbI (CermeHTa MHPOPMALMOHHOM CUCTEMDI), B Npeaenax KOTopoi onepatopom
obecneumBaeTca 3aWwmTa MHGOPMALLMM B COOTBETCTBUM C eANHBIMM NPABUAAMM U NPOLLEAYPAMU, a TaKKe
KOHTPO/1b 33 peasiM30BaHHbIMM MEPaMM 3aLLUTbl UHPOPMaLUN.

Monb3oBaTesb: ANLLO, KOTOPOMY paspeLleHO BbIMOJIHATb HeKoTopble AeicTBuA (onepaumu) no
obpabotke MHPoOpmaLuMM B MHPOPMALMOHHOMW CUCTEME WM  UCMOAb3ylOWee pe3yabTaTbl ee
bYHKUMOHUPOBAHUA.

MoTeHuMan HapylwuTena: Mepa YCUAWK, 3aTpauyMBaeMbIX HapyLIMTeNeM Npu peannsaumun yrpos
6e3onacHoCTM nHGOpPMaLMK B MHGOPMALIMOHHOM cucTeme.

MpuBMAerMpoBaHHaa Y4yeTHas 3aMucb: y4YyeTHas 3anucb agMWHUCTPATOpPa MHPOPMaLMOHHOM
cucTemsl.

I'IporpaMMHaﬂ cpepga: COBOKYMHOCTb  NMPOrpammHoOro O6€CI'Ie‘-IEHWr'I, ncnonblyemoro B
MHd)OpMaLLMOHHOVI cncreme gna peweHunA O,EI,HOVI NN HECKOJIbKUX 3a4a4.

Ponb: npegonpeaneneHHana COBOKYMNHOCTb npasun, YCTaHaB/1MBaOLWMUX aonycrmmoe
B3aMMOLI,EI7ICTBI/Ie mexay nonb3oBaTtenem m MHd)OpMaLI,MOHHOﬁ CUCTEMOIA.

CermeHT MHGOPMALLMOHHOW CUCTEMbI: COBOKYMHOCTb HECKO/IbKUX KOMMOHEHTOB MHGOPMALMOHHOM
cUcTeMbl, UCMONb3YOWMX 0bLLyto (B TOM YMcCie pa3gensemylo) cpedy nepegayv u o6beamMHeHHbIX ana
eAMHCTBA pelleHnsa GYHKUMOHANbHbIX 3a4au.

CobbiTne 6e3onacHocTU (MHPOPMALIMOHHON): NAEHTUPULMPOBAHHOE BO3SHUKHOBEHUE COCTOSIHUA
MHPOPMALMOHHON cUCTEMBI (CEermeHTa, KOMNOHEHTa MHPOPMALMOHHOM CUCTEMDI), CEPBUCA UIN CETH,



yKa3blBalollee Ha BO3MOXHOE HapylieHne 6e3onacHoOCTU MHbOpPMauUK, MAK COOM CpeacTB 3aLUMUTbI
MHOOPMALUK, AN PaHEE HEU3BECTHYIO CUTYaUMIO, KOTOPas MOXKET BbiTb 3HaUMMOW ans 6esonacHoCTH
nHpopmaymu.

CybbeKT AocTyna: Nnoab3oBaTenNb, NPOLECC, BbIMOAHALWME onepaumm (4eincTema) Hag o6beKkTamu
A0CTyna n AelCTBUA KOTOPbIX PernameHTUPYIOTCA NpaBMAamMU pasrpaHUYeHns gocTyna.

TexHWYecKoe cpeacTBO: annapaTHOe UK NPOrpamMMHO-annapaTHOe YCTPOICTBO, OCYLLLECTBAALLEe
dopmmpoBsaHune, 06paboTKy, nepegady nam npnem MHpopmaLmm B UHGOPMALMOHHOM CUCTEME.

TexHoNnorMm MobMNbHOFO KoJa: pPeasin3oBaHHble B MPOrpammHoOM obecrnevyeHuMn npoLeccobl
CO34aHusA M MCNONb30BaHMA MOBUABHOrO KoAa (B 4YacTHOCTM TexHonoruu Java, JavaScript, ActiveX,
VBScript).

YaneHHbIM focTyn: Npouecc NnoaydyeHna AocTyna (Yepes BHELIHIOW CeTb) K 06beKTam A0CTyna
MHPOPMAUMOHHOM CUCTEMbl M3  Apyron MHOOPMALMOHHOW cucTemsbl (ceTm) uam co cpeacTea
BbIYUCAUTENBbHOMN TEXHUKM, HE ABNAIOLLEroCs NOCTOAHHO (HenocpeacTBEHHO) coeAMHEeHHbIM GU3NYECKM
MW NIOTUYECKM C MHPOPMALMOHHOM CUCTEMON, K KOTOPOI OH NOyYaeT AOCTyn.

YnpasneHue AOCTYNOM: OrPaHNYEHME U KOHTPO/Ib AOCTYNa CyGbeKToB A0CTyNa K 06bekTam A0CTyna
B MHGOPMALIMOHHOM CUCTEME B COOTBETCTBMM C YCTaHOB/IEHHbIMM MPaBUAammn pasrpaHnyeHms gocTyna.

YCTPOMCTBO: KOHCTPYKTUBHO 3aKOHYEHHbI TEXHUYECKUI 3/IEMEHT, MMEloWMn onpeaesieHHoe
dYHKLMOHaNbHOE Ha3zHavyeHMe B UHGOPMALLMOHHOM cucTeme.

YA3BMMOCTb "HyneBoro AHA": yA3BMMOCTb, KOTOPas CTaHOBWUTCA M3BECTHOM A0 MOMEHTA BbINycKa
paspaboTunKom NporpammHoro obecneyeHns MHGOPMaLMOHHOM CUCTEMbI Mep 3aLWNUTbI MHGOPMALMM NO
ee yCTpaHeHuto, UCnpaBaeHMi OWNBOK MM COOTBETCTBYHOLLMX OBHOBAEHMA.

YA3BMMOCTb MHOOPMALMOHHOW CUCTEMbI: HEAOCTaTOK (C1abocTb) MHPOPMALMOHHOW CUCTEMDI,
KOTOpbIl (KOTOpan) co3aaeT NoTeHUMANbHbIE UKW PEANbHO CYLLECTBYIOLME YCI0BUA 414 Peann3aumm uim
npossaeHusa yrpo3 6e3onacHoCcTy MHGopmMaLmm.

XocToBaA onepauMoHHan cUCTeMa: OMepaLMoHHAA CUCTEMA, B Cpefe KOTOPoW ¢yHKLMOHMpPYeT
rMnepsusop.

LlenocTHocTb MH$pOpMaumun: cBoicTBo 6e3onacHoCTM MHGopMauun, NpUM KOTOPOM OTCYTCTBYET
noboe ee MsmeHeHne 160 N3MeHeHMe cybbekTammn 40CTyNa, UMEIOLLMMM HA Hero Npaso.

MpunnoxkeHne N 2

K Mepam 3awmTbl HGOPMaLUK
B rOCyapCTBEHHbIX
MHPOPMALMOHHbBIX CUCTEMAX

COJEPXAHUE
BA30BbIX MEP 3ALLNTbI MHPOPMALIMW 0717 COOTBETCTBYHOLLEFO KNTACCA
3ALUMLLEHHOCTN MHOOPMALIMOHHOM CUCTEMB



YcnosHoe Mepbl 3aLWnTbl UHPOPMALUM B Knaccbl 3aWmueHHOCTU MHGOPMALLMOHHOM CUCTEMDbI
ob6o3HauveHue n MHGOPMALMNOHHbBIX CUCTEMAX
HOMep Mepbl 4 3 2 1
I. UoeHTndMKaLma 1 ayTeHTUdPUKaLMA CyObEKTOB A0CTYNA M 06beKToB AocTyna (MAD)

NAD.1 NaeHTudMKauma n ayteHTUdMKauma + + + +
Nno/ib30BaTe/Iel, ABAAIOLMUXCA 13, 23, 3 13, 23, 3,
paboTHMKamu onepaTopa 4

NAD.2 NaeHTUOMKaumMA 1 ayTeHTuPUKaums + +
YCTPOICTB, B TOM YnCne
CTAUMOHAPHbIX, MOBUABHbBIX 1
NOpPTaTUBHbIX

NAD.3 YnpasneHue naeHTudunKaTopamm, 8 + + + +
TOM 4YMC/e CO34aHME, NPUCBOEHME, 13, 2a 13, 2a 16, 26
YHUYTOXKEHNE MAEHTMUKATOPOB

NAD.4 YnpasneHue cpeacrtsamm + + + +
ayTeHTUPUKaLMKM, B TOM Yncne 1la 16 18 1r
XpaHeHue, BblAaya, MHULMAAN3aLUmA,
610KMpoOBaHMeE CpeacTB
ayTEHTUOUKALUN U NPUHATUE Mep B
c/lyyae yTpaTtbl U (uaum)
KOMMNpomeTaumn cpeacTs
ayTeHTUOUKaLUN

MAD.5 3alwuTa obpaTHOM CBA3M NpU BBOAE + + + +
ayTeHTUPUKaLMOHHON MHPopmauum

NAD.6 NaeHTuduKauma n ayteHTUdMKauma + + + +

no/sib3oBaTesiell, He ABAAIOLWMXCA
paboTHMKaMu onepaTopa (BHELWHUX
nosb3oBaTtesiei)




NAD.7

NaeHTudMKaumna n ayteHTMdpuKaums
06bekToB $altNoBOM CUCTEMDI,
3anycKaembIX U UCMONHAEMBbIX
moaynen, 06bEKTOB CUCTEM
ynpasneHus 6asamu AaHHbIX,
06bEKTOB, CO3aBaeMbIx
NPUKAAAHbIM U CNeLnanbHbIM
nporpammHbIM obecneyeHnem, NHbIX
06bEKTOB AoCTyna

Il. YnpaBneHue AocTynom cybbeKToB A0CTyNna K 06bekTam gocTyna

(yna)

yna.1

YnpasneHue (3aBegeHune, akTUBaLUMSA,
6/10KMPOBAHNE U YHUUTOXKEHME)
YUYETHbIMM 3aMUCAMM
no/sib3oBaTesieid, B TOM Ymcie
BHELLHUX NONb30BaTe e

+

+
1,2

1,2,3a

1,2,36

yng.2

Peanunsaums Heob6xogMMbIX METOLOB
(AMCKPELMOHHbIN, MaHAATHBIN,
pO/IeBOI U MHOW MeToA), TUMNOB
(uTeHue, 3anKCb, BbINOJHEHUE UK
WMHOM TUN) 1 NPaBUA pa3rpaHMYeHmns

JocTyna

1,23

1,23

1,23,4

yna.3

YnpasneHue (punbTpaums,
MapLpyTU3aLma, KOHTPONb
coeaMHeHW, ogHOHanpaBaeHHas
nepeaava v UHble CNocobbl
ynpassieHus) MHGOPMALMOHHbIMM
NOTOKaMM MEKAY YCTPOMUCTBAMMU,
cermeHTamu MHGOPMaLIMOHHOM
CUCTEMbI, A TAKXKEe Mexay
MHPOPMALMOHHBIMUK CUCTEMAMM




yna.4

PaspeneHue obssaHHOCTEN
noJsiHomounii (poneit),
aAMMHUCTPATOPOB U NINL,
obecneunBatoLwmx
dYHKLMOHMPOBaHUE
MHGOPMALNOHHOWM CUCTEMBI

ynga.s

HasHayeHne MUHUMaNbHO
HeobXxo4MMbIX NPaB U NPUBUAETUIA
No/Ib30BaTeNAM, AAMUHUCTPATOPAM
n nvuam, obecneumnsaoWwmm
dYHKLMOHNPOBaHMUE
MHGOPMALNOHHOWM CUCTEMBI

ynga.6

OrpaHuYeHne HeycnewwHbIX NOMbITOK
BXOZa B MHGOPMALMOHHYIO cUCTEMY
(moctyna K MHpopmaumoHHOM
cucteme)

yna.7

MpenynpexaeHue nosb3osaTens
npu ero BxoZe B UHPOPMaLMOHHYIO
CUCTEMY O TOM, YTO B
MHGOPMAUMOHHOM cucTeme
peann3oBaHbl Mepbl 3aLLUTbI
nHbopmMaummM, N 0 HeobxoAMMOCTH
cobntoaeHNA UM YCTaHOBAEHHbIX
onepaTopom npasua 06paboTkm
nHpopmauunm

yna.s

OnoselleHMe Nosib3oBaTesNa nocne
yCnewHoro BXxo4a B
MHPOPMALMOHHYIO CUCTEMY O ero
npegblayLLem BXoge B
MHPOPMALMOHHYIO CUCTEMY




yna.9

OrpaHuyeHne Yncna napannenbHbix
CeaHcoB A0CTyMna A1a KaxKaom
YYETHOM 3anuncK nosib3oBaTenn
MHGOPMALNOHHOWM CUCTEMBI

13,3

yna.1o0

BAoKnpoBaHue ceaHca gocTyna B
MHPOPMaLMOHHYIO CMCTeMy noce
YCTaHOB/IEHHOTrO BpeMeHHU
6e3neincTeuns (HeakTMBHOCTH)
no/sib30BaTena Wau no ero 3anpocy

13, 2

16, 2

yna.11

Pa3pelueHme (3anpeT) aencTenii
no/sib3oBaTesIel, paspeLleHHbIX 40
naeHTUMOUKaLMN 1 ayTeHTUOUKaumum

yng.12

Moanep:kKa U coxpaHeHue
aTpmbyTOoB HE30MacHOCTN (MEeTOK
6e30nacHOCTH), CBA3AHHbIX C
MHbOopMaumen B npouecce ee
XpaHeHuA n 06paboTKM

yng.13

Peanunsauma 3alimLLEHHOTO
yAaneHHOro AocTyna cybbekTos
A0CTyna K 06beKkTam 40oCTyna yepes
BHewWHMe MHPOPMALMOHHO-
TENEKOMMYHUKALMOHHbIE CeTU

2,3

2,3,5

1,2,3,5

ynga.1i4

PernameHtauma n KOHTPO/1b
MCcnoab30BaHUA B VIHd)OpMaLI,VIOHHOI‘/JI
cucTeme TEXHOJIOMUM 6eCﬂpOBO,EI,HOFO

JocTyna

1,3

1,3,4,5

yNng.15

PernameHTaLmsa U KOHTPO/Ib
MCNo/b30BaHNA B MHGOPMALMOHHOM
cucTeme MoBUIbHbBIX TEXHUYECKUX

1,2

1,2




cpeacTs

yna.16

YnpaBneHve B3aMMOAENCTBMEM C
MHPOPMALMOHHBIMU CUCTEMAMM
CTOPOHHMX OpPraHn3aunit (BHeLWHne
NHPOPMALMOHHbBIE CUCTEMBI)

1a

1a, 16

1a, 16

13,16

yna.17

ObecneyeHune goBEPEHHOM 3arpy3Ku
CPEACTB BbIYUCAUTENIbHOM TEXHUKN

[ll. OrpaHMYeHNe NpPOrpaMmMHOM cpes

bl (OMNC)

onc.1

YnpasneHue 3anyckom
(obpaweHnAMMN) KOMNOHEHTOB
nporpammHoro obecrneyeHus, B Tom
yucne onpegeneHune 3anyckaembix
KOMMNOHEHTOB, HacTpolKa
napameTpoB 3amnycka KOMMOHEHTOB,
KOHTPO/1b 33 3aMYCKOM KOMMNOHEHTOB
nporpammHoro obecneyeHus

1,23

ornc.2

YnpasneHue ycTaHOBKOM
(MHCTaNNAUMEN) KOMNOHEHTOB
nporpammHoro obecneyeHus, B Tom
yuce onpeaeseHne KOMMNOHEHTOB,
NoA/iesKalnx yCTaHOBKE, HacTpolKa
napameTpoB YCTaHOBKMU
KOMMOHEHTOB, KOHTPO/1b 33
YCTaHOBKOW KOMMOHEHTOB
nporpammHoro obecneyeHus

onc.3

YcTaHoBKa (MHCTannauma) To/bKo
paspeLleHHOro K UCno/ib3oBaHMIo
nporpammuHoro obecneveHma u (nnm)
€ro KOMMNOHEHTOB




onc.4

YnpasneHne BpemeHHbIMU
dalinamm, B TOM Ymcae 3anper,
pa3pelleHune, nepeHanpasBneHme
3anucu, yaaneHme sBpemMeHHbIX
daiinos

IV. 3awWwmTa MalWnHHbIX HocuTene nHdopmauum (3HN)

3HN.1

YyeT MalUMHHbIX HOCUTeNEe
nHbopmaumun

+

+

1a

1a, 16

3HWN.2

YnpasneHue 4OCTYNOM K MaLIWUHHbIM
HocuTenam nHdopmaumm

3HN.3

KOHTponb NnepemeLeHna ManHHbIX
HocuTenen nHbopmaLmm 3a
npesesbl KOHTPOJIMPYEMOW 30HbI

3HWN.4

NCcKNoYeHNE BO3MOXKHOCTH
HeCaHKLUNOHNPOBAHHOIO
03HAKOM/IEHMA C CoAepsKaHnem
MHPOPMaALUUMU, XpPaHALLENCA Ha
MaLUNHHbIX HocUTenax, u (nnn)
NCNONb30BaHUA HocUTeNnen
MHPOPMaLUKN B UHBIX
MHPOPMALMOHHBIX CUCTEMAX

3HW.5

KOHTpOAb MCNob30BaHMA
nHTepdelicos BBoAa (BblBOAA)
MHPOPMaLMN HA MALLMHHbIE
HoCMTeNU MHGopMaLmUn

3HN.6

KoHTponb BBOAA (BbIBOAA)
MHPOPMaLMKN Ha MaLLNHHbIE
HOCUTENM MHPOPMaLUN




3HW.7

KOHTpO/Ib NOAKNOYEHUA MALLUMHHbBIX
HocuTenen nHoopmauum

3HWN.8 YHUUTOXKEHME (CTUpPaHKE) + + + +
MHPOPMALMM Ha MaLLUHHBIX 5a 1,56 1, 58 1,2,3,5r
HOCUTENAX NMPU UX Nepesade mexay
Nno/Ib30BaTeNIAMMN, B CTOPOHHWNE
OpraHM3aLmu ANs PEMOHTA UK
YTUAN3ALMK, @ TaKKE KOHTPOb
YHUUTOXKEHUA (CTUpaHus)

V. Perucrtpauma cobbituit 6esonacHoctn (PCB)

PCBE.1 OnpeaeneHne cobbiTui + + + +
6e30MacHOCTU, NOAJIeXHKaLLNX 1, 3, 4a 1,2, 3,46
PEerucTpaLmMm, U CPOKOB UX XPaHEeHWUs

PCB.2 OnpepeneHune coctaBa u + + + +
cogeprkaHna nHpopmaumm o 1a 1a
cobbITMAX 6e3onacHocTy,
noasexalmx pernctpaymm

PCBE.3 Cbop, 3anu1cb 1 xpaHeHne + + + +
MHPOPMaLMK 0 cOBbITUAX 1 1
6e30nacHOCTM B TeYeHue
YCTaHOB/IEHHOTO BPEMEHU XPaHeHWA

PCb.4 PearupoBaHue Ha cbou npwm + + + +
perucTpauumn cobbiTnit 1a, 2

6e30MacHOCTH, B TOM Ymcne
annapaTHble 1 NPorpaMmmHble
owmnbKM, cbon B mexaHn3mMax cbopa
NMHOPMaLMN U AOCTUHKEHME
npegena uav nepenosiHeHua
obbema (emKocTh) namaTn




PCB.5 MOHUTOPUHT (NPOCMOTP, aHaNn3) + + +
pe3ynbTaToB PErncTpaLmm coobITuin 1
6e30nacHOCTU 1 pearMpoBaHue Ha
HUX

PCB.6 [eHepupoBaHMeE BpeMEHHbIX METOK U + + +
(MNn) CMHXPOHU3AUMS CUCTEMHOTO 1
BpemeHn B UHGOPMaLLMOHHOM
cucteme

PCB.7 3awuTa MHopMaLUKM 0 COBbITUAX + + +
6e3onacHocTH 1 1

PCb.8 ObecneyeHne BO3MOXKHOCTH
NPOCMOTPA M aHann3a MHpopmaumm
0 AEeNCTBUAX OTAENbHbIX
nosib3oBatenen B UHGOPMaLLMOHHOM
cucTeme

VI. AHTUBMpYCHas 3awmTa (AB3)
AB3.1 Peanusaums aHTUBMPYCHOM 3aLUNUTbI + + +
1,2 1,2

AB3.2 Ob6HoBNeHMe 6a3bl AaHHbIX + + +
NPU3HAKOB BPeOHOCHbIX 1 1
KOMMNbIOTEPHbIX Nporpamm (BMpycos)

VIl. ObHapyKeHue BTOpKeHu (COB)
COoB.1 ObHapy»KeHne BTOPKEHN + +
2 2

COB.2 O6HoBeHMe 6a3bl peluaroLLmnx + +

npasun 1,2,3




VIII. KoHTponb (aHanus) 3auwmuieHHocTM nHpopmaumm (AH3)

AH3.1 BblfBNEHME, aHANN3 YA3BMMOCTEM + + +
MHGOPMALMOHHOM CUCTEMBI U 1,4 1,2,4 1,2,4,7
ornepaTUBHOE YCTPaHEHME BHOBb
BbIAB/IEHHbIX YA3BUMOCTEMN

AH3.2 KOHTpPO/1b yCTaHOBKU OO6HOBAEHUI + + + +
nporpammHoro obecrneyeHus,

BK/Ito4an obHoBNEHME
nporpammHoro obecrneyeHus
CpeacTB 3alWmTbl MHPopMaLmm

AH3.3 KoHTponb paboTocnocobHocTy, + + +
napameTpoB HAaCTPONKN K 1 1
NpPaBMAbHOCTU QYHKLMOHMPOBAHMA
nporpammHoro obecneyeHumsa u
cpeAcTB 3aWwmnTbl MHPOpPMaLMK

AH3.4 KOHTpO/1b cOCTaBa TEXHUYECKUX + + +
cpeacTs, NPOrpammHoOro 1 1,2
obecneyeHuns U cpeacTs 3aLlmThbI
nHpopmauunm

AH3.5 KOHTpOAb NpaBua reHepauum n + + +
CMeHbI Naposiei nosb3oBaTenen, 1 1

3aBeAeHuA U yAaneHUs YYETHbIX
3anucel nonb3oBaTenew,
peanusaummn NpaBua PasrpaHNYeHus
AOCTYNOM, MOJIHOMOYMIA
nosib3oBatenen B UHGOPMaLLMOHHOM
cucteme

. ObecneyeHune LENOCTHOCTM NHPOPMALMOHHOM cucTeMbl U MHbOopPMmaLmu (OLJ1)




oun.1

KOHTpO/b LLeNOCTHOCTH
nporpammHoro obecrneyeHus,
BKJ/1l04aA NpPorpaMmmHoe
obecneyeHune cpeacTs 3aLuUTbI
nHbopmauun

1,3

1,3

oun.2

KOHTPO/b LLEeNOCTHOCTH
nHPopmMaummn, coaepKalleinca B
6a3ax gaHHbIX UHGOPMALNOHHOM
cucTembl

oun.3

ObecneyeHmne BO3MOXKHOCTU
BOCCTaHOB/IEHUA NPOrPaMMHOro
obecneyeHus, BKIOYaA
nporpammHoe obecnevyeHune cpeacTs
3aWmTbl MHPOPMaLMK, Npu
BO3HWKHOBEHWWN HELUTATHbIX
CUTyaumm

oun.a

O6HapyKeHWe U pearnpoBaHue Ha
nocTynieHne B MUHGOPMaALMNOHHYIO
cUCTeMy HesanpallinmBaeMblIx
3NEKTPOHHbIX coobLeHui (Mrucem,
OOKYMEHTOB) M MHOW MHbOPMaL UK,
He OTHOCALLMXCS K
bYHKLMOHUPOBaHUIO
MHPOPMALMOHHOM cUCTEMBI (3aLLmMTa
oT cnama)

oun.s

KoHTponb coaepkaHus
nHbopmauum, nepesaBaemon 13
MHGOPMALNOHHOW CUCTEMBI
(KOHTelMHepHbIN, OCHOBAHHbIM Ha
cBOMCTBax 06beKTa AocTyna, 1




KOHTEHTHbIM, OCHOBAHHbIM Ha NOUCKe
3anpeLLeHHo’ K nepeaade
MHGOPMALMM C UCMONb30BaHNEM
CUrHaTYp, MacoK M UHbIX MeTOZ0B), U
WCKNOYEHNE HENPABOMEPHOW
nepeaayv MHdpopmalmm m3
MHGOPMALNOHHOM CUCTEMBI

oun.e

OrpaHuyeHue npas NnoJsib3oBaTenein
no BBoAy MHPOpMauun B
MHPOPMALMOHHYIO cUCTEMY

oun.7

KOHTPO/b TOYHOCTM, MOHOTbI U
NPaBUAbHOCTU AaHHbIX, BBOAUMbIX B
NHPOPMALMOHHYIO CUCTEMY

oun.g

KOHTpO/1b OLWINMBOYHbIX AENCTBUIM
noJsib3oBaTesieli No BeoAy u (Mnu)
nepegaye nHopmaLum n
npeaynpexaeHue nonb3osBartenen
06 oWKMBOUHbIX AeCcTBUAX

X. ObecneuyeHue AOCTYNH

octn nHpopmaumu (OAT)

oar.1

Mcnonb3oBaHue 0TKa3OYCTOl7JI‘4M BbIX
TEXHUYECKUNX CpeacTs

0AT.2

Pe3sepBupoBaHME TEXHUYECKUX
CpeacTs, MPOrpamMmmMHOro
obecneyeHusn, KaHaNOB Nepesayn
nHpopmauum, cpeacts obecneyeHus
dYHKUMOHUPOBAHUA
MHPOPMALNOHHOM CUCTEMDI

oAarT.3

KoHTponb 6e30TKasHoro




OYHKLMOHNPOBAHMA TEXHUYECKMX
cpeacTs, 0bHapyXKeHue U
JIOKaNM3aumsa 0TKasos
YHKLMOHNPOBAHMUA, NPUHATUE MEpP
Mo BOCCTAHOB/IEHUIO OTKa3aBLLMX
CPeACTB U UX TeCTUPOBaAHME

oaT.4

Mepuoanyeckoe pesepBHoe
KonupoBaHue MHPopMaLUM Ha
pe3epBHble MALWNHHbIE HOCUTENN
nHpopmauum

1,2

1,3

OAT.5

ObecneyeHne BO3MOMKHOCTH
BOCCTaHOB/IEHUA UHPOPMALUN C
pe3epBHbIX MaWWHHbIX HOCUTENeN
nHbopmauum (pesepBHbIX KONKii) B
TeYyeHune YCTaHOB/IEHHOro
BPEMEHHOrO UHTEpBana

oAT.6

Knactepusauua nHbopmaLMoHHOWM
cucTtembl 1 (Mnn) ee cermeHTOB

0AT.7

KOHTPOAb COCTOAHMA 1 KayecTBa
npeaocTaBAEHMA YNONHOMOYEHHbIM
JIMLLOM BbIYUCANTENbHBIX PECYPCOB
(MmouHoCTel), B TOM Yncne no
nepeaave nHpopmaunm

Xl. 3awuTa cpeabl BUpPTYyanmMsauum

(3CB)

3CB.1

NaeHTUdMKaumna n ayTeHTuPUKaums
CyObEKTOB 40CTYNAa U 0OBbEKTOB
O0CTyna B BUPTYasibHOM
NMHPACTPYKTYpE, B TOM YnC/e
aAMMHUCTPATOPOB yNpaBaeHUA

+




cpencTBamm BUpPTyanmnsaumm

3CB.2

YnpaBsneHve f0CTYNOM CybbeKToB
[0CTyna K 06beKkTam gocTyna B
BMPTYaNbHON MHOPACTPYKTYPE, B TOM
yncae BHYTPU BUPTYaIbHbIX MaLlIWH

1,2

1,2

1,2

3CB.3

Perncrpauuns cobbituii 6esonacHoOCTH
B BMPTYasibHOM MHpPaACTPYKType

3CB.4

YnpasneHue (unbTpaums,
MapLpyTn3aLmsa, KOHTPOb
coeaMHeHWs, oAHOHaNpaBAeHHan
nepeaava) NoTokamu nHpopmaumm
MeXKay KOMMOHEeHTaMM BUPTyanbHOW
MHPPACTPYKTYpPbI, @ TaKKe No
nepuMeTpy BUPTyasibHOM

MHOPACTPYKTYpbI

1,2

3CB.5

[loBepeHHasn 3arpysKa cepBepos
BMPTYanusaunm, BUPTyanbHOM
MaLlUWnHbI (KOHTelHepa), cepBepoB
ynpaB/ieHua BUpTyanmsaumen

3CB.6

YnpasneHue nepemelleHMem
BMPTYaNbHbIX MALWWMH (KOHTEHEepoB)
1 06pabaTbiBaeMbIX Ha HUX JaHHbIX

1,2

3CB.7

KOHTPOAb LLe/I0CTHOCTU BUPTYaIbHOM

NMHPACTPYKTYPbI U ee
KOHUrypauni

1,3

3CB.8

Pe3epBHO€ KOnnposaHwme faHHbIX,
pe3epsnpoBaHne TEXHNYECKNX
cpeacTts, NporpammHoOro

1,2,3




obecneyeHns BUPTYaNbHOM
MHOPACTPYKTYPbI, @ TAK¥Ke KaHaNoB
CBA3WN BHYTPWU BMPTYa/IbHOM

MHPPACTPYKTYpPbI

3CB.9 Peanusauna n ynpasneHue
AHTUBMPYCHOW 3aLUMTON B
BUPTYa/IbHOM MHPPACTPYKTYpe

3CB.10 Pa3bueHune BUpPTYyanbHOM
NMHPACTPYKTYPbl HA CErMEHTbI
(cermeHTMpOBaHWE BUPTYanbHOM
MHOPACTPYKTYpPbI) A1a 06paboTKM
MHbOPMALUM OTAEbHBIM
nosb3oBatenem 1 (1au) rpynnou
nosib3oBaTenemn

XIl. 3awmTa TexHu4yecknx cpeacts (3TC)

3TC.1 3awmTta MHpopmaLmu,
obpabaTbiBaeMol TEXHUYECKUMU
CPeACTBAMMU, OT ee YyTeYKM Mo
TEXHUYECKMM KaHanam

3TC.2 OpraHu3aumsa KOHTPOAUPYEMOIA +
30Hbl, B NpeAenax KoTopou
NMOCTOAHHO Pa3MeLLatoTCA
CTauMOHapHble TeXHUYEeCKne
cpepncTea, obpabaTtbiBatowme
MHbOPMaLMIO, U CPeLCTBa 3aLLMUTDI
MHbOPMaUMK, a TaKkKe cpeacTBa
obecneyeHnn GYHKLMOHNPOBAHWUA

3TC.3 KoHTponb 1 ynpasneHue +
du13MYEeCKMM J0CTYNOM K




TEXHUYECKMM CPeaCcTBaM, CpeacTBam
3awWwmTbl MHPOPMaLMK, CpeacTBam
obecneyeHunn

dYHKLMOHNPOBAHMA, a TaKKe B
NMOMELLEHUA U COOPYKEHWUSA, B
KOTOPbIX OHM YCTAHOB/IEHbI,
WCKAtoYatowme
HECAHKLMNOHNPOBaHHbIN PU3MUYECKUIN
AOCTYyN K cpeacTsam o6paboTku
MHbOPMaLUK, CPEACTBAM 3aLLMTHI
MHbOPMaLMKN U CPeacTBAM
obecneyeHnn GYHKUMOHNPOBAHWUA
MHPOPMALNOHHOM CUCTEMbI U
NOMELLEHUNA N COOPYIKEHUS, B
KOTOPbIX OHW YCTaHOB/EHDI

3TC.4

PasmeLleHne yCTPOMCTB BbIBOAA
(oTobpakeHus) nHpopmaumu,
UCKAoYatoLLee ee
HECaHKUMOHMPOBaHHbIA NPOCMOTP

3TC.5

3alluTa OT BHELIHUX BO3AeCcTBUi
(BO34€MCTBUI OKpYrKatOLLIEN cpeabl,
HecTabunbHOCTU
3/1IeKTPOCHabKeHus,
KOHANUMOHNPOBAHUA U UHbIX
BHeLHMX paKTopoB)

XIll. 3awy,

nTa MHPOPMaLMOHHOMN CUCTEMBI, €€ Cp

€eacTB, CUCTEM

CBA3M M Nepeaaun AaHHbIX (3

nc)

3ncC.1

PaspeneHune B UHGOPMALMOHHOM
cucteme GYHKUMI NO yNpaBAeHUIO
(agMUHMCTPUpPOBaHMIO)
MHGOPMALMOHHOM CUCTEMOM,




ynpasneHuto (a4MUHUCTPUPOBAHMIO)
cMcTEMOWM 3aWMTbl MHGOPMaLUW,
dYHKLMI no 06paboTke
MHGOPMALMM U NHBIX GYHKL MM
MHGOPMALNOHHOM CUCTEMBI

3UC.2

MpenoTBpaLLeHMe 3a4ePHKKN AN
npepbIBaHWA BbINOJAHEHUSA
NPOLECCOB C BbICOKMM MPUOPUTETOM
CO CTOPOHbI NPOLLECCOB C HU3KMUM
npuopuTETOM

3M1C.3

ObecneyeHue 3aLNUTbl MHPOPMALUK
OT PacKpbITUA, MoandUKaLMK U
HaBA3blBaHWA (BBOAA JI0XKHOM
MHpopMauun) Npu ee nepesave
(noaroToBKe K nepegaye) no
KaHanam CBA3N, MMEIOLLMM BbIXOZ, 33
npegenbl KOHTPONMPYEMOW 30HbI, B
TOM uncne 6ecnpoBoOAHbIM KaHanam
cBA3U

3nc.4

ObecneyeHune fOBEPEHHbIX KaHana,
MapLipyTa mexay
aAMMHUCTPATOPOM, NOJIb30BaTENIEM
W CpeACcTBamMM 3aWwnTbl MHGOpMaLmn
(dyHKUMAMM Be3oNacHOCTU CPeacTB
3aWwmThl MHGopMaLummn)

3NC.5

3anpeT HeCaHKUMOHMPOBAHHOM
yAaNeHHOW aKTUBaL MM BUSEOKaMeEp,
MWKPOdOHOB U UHbIX NepudepuinHbIx
YCTPOICTB, KOTOpble MOTYT
aKTMBMPOBATbLCA YAANEHHO, U

1,2




onoselleHue noab3oBartenei ob
aKTMBALMM TAKUX YCTPOMCTB

3UC.6

Mepepaya 1 KOHTPOJIb LLeNOCTHOCTH
aTpubyTtoB 6esonacHOCTU (METOK
6€30MacHOCTM), CBA3AHHBIX C
nHbopmaumein, npn obmeHe
MHPopMaUmnen C UHbIMU
MHPOPMALNOHHBIMU CUCTEMAMM

3UC.7

KOHTPO/1b CAHKLUMOHMPOBAHHOIO U
WCKAIOYEHNE
HECaHKLMOHNPOBAHHOIO
MCNO1b30BaHUA TEXHOOTUM
MOBUNBbHOTO KoAa, B TOM Yncne
pernctpaumns cobbITUiA, CBA3AHHbIX C
MCNO/Ib30BaHNEM TEXHONOTUI
MOBUNBbHOTO KoAa, UX aHanu3 u
pearMpoBaHWe Ha HapyLUeHus,
CBA3aHHbIE C UCMO/b30BaHNEM
TEeXHO/I0rnih MobuabHOro Koaa

1,2

3NC.8

KOHTPO/Ib CAHKLMOHMPOBAHHOTO U
UCK/ItoueHne
HEeCaHKLMOHUPOBAHHOIO
MCMNO/Ib30BaHNA TEXHOIOTUIA
nepeaayun peuu, B TOM Yncne
pernctpauma cobbITMiA, CBA3AHHbIX C
MCMNO/b30BaHNEM TEXHOIOTMUI
nepeaayun peun, ux aHaams u
pearMpoBaHuMe Ha HapyLleHus,
CBA3aHHbIE C UCMONb30BaHNEM
TEXHO/IOTUI Nepeaayum pedn




31C.9 KOHTpPO/Ib CAaHKLMOHNUPOBAHHOM 1
NCKAtOYEHNE HECAHKLMOHNPOBAHHOM
nepegayv suaeonHpopmaumnm, B Tom
yncne perncrTpaums cobbiTnia,
CBA3aHHbIX C Nepeaadem
BUAEeOMHbOPMaLMK, UX aHANU3 U
pearMpoBaHue Ha HapyLeHus,
CBA3aHHbIE C Nepesayen
BUAEONHDOPMaL MK

31C.10 MoaTeepXKaeHME NPOUCXOKAEHMA
NCTOYHWKA MHbOpMaLUK,
noJsiy4aemon B npouecce
onpeaeneHun ceTeBbix apPecos No
CeTeBbIM MMEHAM UK onpeaeneHuns
CeTeBbIX MMEH MO CeTEBbIM agpecam

31C.11 ObecnevyeHne NOAAMHHOCTU CETEBbIX
coeagMHeHui (ceaHcoB
B3aMMOAeNCTBUSA), B TOM Yncse ans
3alWNUTbI OT NOAMEHbI CETEBBIX
YCTPOWCTB U CEPBUCOB

31C.12 McKntoveHne BO3MOMXKHOCTHU
OTPULAHUSA Nosib3oBaTenem dakTa
OTNpPaBKU MHbOPMALUKN Jpyromy
Nonb30BaTesNto

31C.13 McKntoveHe BO3MOXKHOCTH
OTPULAHUSA Nosib3oBaTenem dakTa
nosy4yeHna MHGopmaLmm OT ApYroro
nonb3osaTesna

31nC.14 Mcnonb3oBaHWe yCTPONCTB

TEPMUHANNbHOIO AOCTYNa ANA




06paboTKN MHPopMmaLmn

31C.15

3awwmTa apxuBHbIX $Gannos,
napameTPOB HaCTPOMKM CPeacTB
3aWmTbl MHGOPMaLMKM U
NPOrpamMmHoOro obecneyeHma n UHbIX
OaHHbIX, He Nog/exalumnx
M3MEHEHUIO B Npouecce 06paboTKu
nHpopmauum

3M1C.16

BbiasneHne, aHanm3 un
610KMpoBaHUE B MUHPOPMALLMOHHOM
CUCTEMeE CKPbITbIX KaHA/I0B Nepesayn
nHbopmauum B obxoz,
peann30BaHHbIX Mep 3aLmTbI
MHbOPMALUN NN BHYTPU
pa3peLleHHbIX CETEBbLIX MPOTOKO/I0B

31C.17

Pa3bueHne nHGopmMaLMOHHOM
CUCTEMbI Ha CErMEHTbI
(cermeHTUpOBaHMe
MHPOPMALNOHHOMN CUCTEMbI) U
obecneyeHve 3aLWNTbI NEPUMETPOB
CErMmeHToB MHGOPMALMOHHOM
cucTemsl

31C.18

ObecneyeHune 3arpysKkum u
NCMNOMIHEHWNA NPOrPaMMHOro
obecneyeHma C MalLMHHbIX
HocuTenen MHGoOPMALLMM, [OCTYMHbIX
TOJ/IbKO O/15 YUTEHUS, U KOHTPO/b
LLeNOCTHOCTM AaHHOro
nporpaMmmHoro obecneyeHus

3M1C.19

M3onsauma npoueccos (BbiNosHeHMe




nporpamm) B BblgeieHHON obnactu
namaTu

31C.20

3almTa 6ecnpoBoAHbIX COeANHEHUN,
npumeHsemMbIX B MHGOPMaLUOHHOM
cucteme

31C.21

UckntoueHne AOCTyna Nonb3osaTes
K MHGOPMALLMK, BO3HUKLLEN B
pesynbTaTe AEeNCTBUN NpeablayLero
nosib30BaTeNA Yepes peecTpbl,
onepaTMBHYIO0 NamATb, BHELHNE
3anoMMHaloLLME YCTPOMCTBA U UHbIE
obwue ana nosb3oBaTesien pecypcbl
MHPOPMALNOHHOM CUCTEMDI

3U1C.22

3awmTa MHGOPMALIMOHHOM CUCTEMDBI
OT yrpo3 6e3onacHoCTH
MHPOPMaLUK, HANPABAEHHBIX HA
OTKa3 B 06CNyXKMBaHUMU
MHPOPMALNOHHON CUCTEMBI

31C.23

3awmTa nepumeTpa (pU3nYeckmx un
(nnn) nornyeckux rpaHumL)
MHPOPMALMOHHOM CUCTEMbI NPU ee
B3aMMOAENCTBUM C UHbIMU
MHPOPMALMNOHHBIMUN CUCTEMAMM U
MHPOPMaLUNOHHO-
TEIEKOMMYHMKALMOHHbIMUN CETAMM

+
1, 2, 3, 44,
46, 48, 5

+
1,2,3, 43,
46, 48, 4r,
4n,5,6,7

3UC.24

I'Iperau.l,eHme CeTeBbIX COG,CI,VIHEHVII‘/‘I
no nx sasepweHnn nam no
Ncre4eHnn 3agaHHOro onepaTopom
BpemMeHHOro nHTepsaaa
HeaKTUBHOCTU CeTeBOro coeamnHeHuA




3UNC.25

Ucnonb3oBaHue B UHGOPMALMOHHOM
CUCTEME UIN €€ CEFMEHTax
pa3IMYHbIX TUMOB OBLLECUCTEMHOTO,
NPWKAALHOIO U CNeLManbHOro
nporpammHoro obecrneyeHusn
(co3paHue reTeporeHHoOM cpeabl)

31C.26

Mcnonb3oBaHWe NPUKNAAHOrO U
cneumanbHOro NPOrpaMmHoOro
obecneyeHnn, UMeroLmx
BO3MOXHOCTb GYHKLMOHMPOBAHUA B
cpeaax pasNnYHbIX OnepaLMOoHHbIX
cuctem

3nC.27

Co3gaHue (amynsauma) NOXKHbIX
MHPOPMALMNOHHBIX CUCTEM MU UX
KOMMNOHEHTOB, NpeAHa3HaYeHHbIX
ONA 0OHapyKeHUA, perucTpaunm u
aHaNn3a AeNCTBUIM HapylnuTenen B
npoLecce peanmsaumm yrpos
6e30MacHOCTM MHbOPMaLUK

31C.28

BocnpousseaeHne NoKHbIX U (Mn)
CKPbITUE UCTUHHbBIX OTAENbHbIX
MHGOPMALMNOHHBIX TEXHONOTUI U
(Mnn) cTpyKTYpHO-DYHKLMOHANBbHbIX
XapaKTePUCTUK MHPOPMALMOHHOM
CUCTEMbI UNIN €€ CErMEHTOB,
obecneunBarolLee HaBA3bIBaHME
HapyLWWTEO IOKHOTO
npeacTaBAeHna 06 UCTUHHbIX
MHPOPMALMNOHHDIX TEXHOIOTUAX U
(nn) cTPYKTYpHO-GYHKUMOHANbHbIX
XapaKTepUCTUKax MHOOPMaLLMOHHOM




cncremol

31C.29

Mepesoa MHOPMaLMOHHOM
CUCTEMbI UK ee YCTPOICTB
(KomnoHeHTOB) B 3apaHee
onpeaeneHHyo KoHbUrypaumto,
obecneynBaroLLyto 3aLnUTy
MHbOpPMaLMHK, B Cyyae
BO3HWKHOBEHWI OTKa30B (cboeB) B
cucTeme 3aWwmTbl MHGOpMaL MM
MHPOPMALNOHHOM CUCTEMDI

3M1C.30

3awmTa MOBMABbHBIX TEXHUYECKNX
CpeacTB, NPUMEHAEMbIX B
MHPOPMALMOHHOM cucTEME




"+" - mepa 3awwmTbl MHGOPMALLMM BKAKOYEHA B 6a30BbIi Habop Mmep 419 COOTBETCTBYHOLLErO Kaacca
3aLMLEHHOCTN MHGOPMALLMOHHOM CUCTEMbI U A0IXKHbI BbIMONHATLCA TPebOoBaHWUA K peanmsaunmn 4aHHOM
Mepbl 3aWmTbl MHPOPMaUMK, YyKasaHHble B pasgesne 3 HACcTOAWEro AOKYMeHTa nog pybpuKoi
"TpeboBaHUsA K peanmsaumnn’.

"undpa" mam "umdpa" "6ykBa" - fONKHbI BbINOAHATLCS TPEOOBAHUS K YCUIEHUIO OAHHON Mepbl
3alnTbl MHOPMALMK, YKa3aHHble B pasdesie 3 HacCTOALLEro AOKymMeHTa B nogpasaene "tpeboBaHuaA K
YCUAEHUIO Mepbl 3aLWnTbl MHPopmaumn". Lindpbl 1 6yKBbl, He BKAOYEHHbIE B TabMLYy M YKa3aHHble NOA
pybpukamu "TpeboBaHMA K ycuneHuo", NpUMeHATcs Npu agantauMm 6a3oBoro Habopa mep U
YTOUYHEHUWN aganTMpoBaHHOro 6a3oBoro Habopa mep, a TakXKe Npu pPas3pPaboTke KOMMNEHCUPYHOLLUX Mep
3alWnTbl MHPOPMALMU B MHOOPMALIMOHHOM CUCTEME COOTBETCTBYHOLLErO KAacca 3alMLUEeHHOCTH.

Mepbl 3aWwuTbl MHGOPMaLUMKU, He 0O6O3HAYeHHble 3HaKom '"+", MpUMeHAITCA NpW aganTauuu
6a30B0oro Habopa mep M YTOYHEHUN aganTUPOBaHHOIrO 6a3o0Boro Habopa mep, a TakXKe npu paspaboTke
KOMMNEHCUPYIOLWUX Mep 3awuUTbl MHPOPMaLUMN B MHGOPMALMOHHOM CUCTEME COOTBETCTBYIOLLEro Kiacca
3alMLEHHOCTH.




